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	Reason for change:
	The RRC specification is ambiguous on whether the support of different algorithm for ciphering and integrity protection is. Barring no restrictions, it seems to be allowed although it doesn’t make much sense from a deployment point of view. 
Furthermore, supporting different algorithms for ciphering and integrity protection increases the testing and implementation complexity, while providing no additional functionality. 
Hence we propose to mandate using the same algorithm for ciphering and integrity for EN-DC.

	
	

	Summary of change:
	Restricting the configuration of integrity protection to belong to the same algorithm type as ciphering.

	
	

	Consequences if not approved:
	Un-necessary complexity to support integrity protection.

Impact Analysis
Impacted functionality: DRB Integrity Protection 
- If the UE is implemented according to this CR and the network is not, the UE may reject configurations where the ciphering and the Integrity protection are using different algorithms.
- If the network is implemented according to this CR and the UE is not, no interoperability problems are foreseen.
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SecurityAlgorithmConfig
The IE SecurityAlgorithmConfig is used to configure AS integrity protection algorithm and AS ciphering algorithm for SRBs and DRBs.
SecurityAlgorithmConfig information element
-- ASN1START
-- TAG-SECURITY-ALGORITHM-CONFIG-START

SecurityAlgorithmConfig ::=         SEQUENCE {
    cipheringAlgorithm                  CipheringAlgorithm,
    integrityProtAlgorithm              IntegrityProtAlgorithm          OPTIONAL,   -- Need R
    ...
}

IntegrityProtAlgorithm ::=          ENUMERATED {
                                        nia0, nia1, nia2, nia3, spare4, spare3,
                                        spare2, spare1, ...}

CipheringAlgorithm ::=              ENUMERATED {
                                        nea0, nea1, nea2, nea3, spare4, spare3,
                                        spare2, spare1, ...}

-- TAG-SECURITY-ALGORITHM-CONFIG-STOP
-- ASN1STOP

	SecurityAlgorithmConfig field descriptions

	cipheringAlgorithm
Indicates the ciphering algorithm to be used for SRBs and DRBs, as specified in TS 33.501 [11]. The algorithms nea0-nea3 are identical to the LTE algorithms eea0-3. For EN-DC, the algorithms configured for bearers using KeNB shall be the same as for all bearers using KeNB and the algorithms configured for bearers using S-KgNB shall be the same as for all bearers using S-KgNB. If EN-DC is not configured, the algorithm shall be the same for all bearers.

	integrityProtAlgorithm
For EN-DC, this IE indicates the integrity protection algorithm to be used for SRBs, as specified in TS 33.501 [11]. The algorithms nia0-nia3 is identical to the LTE algorithms eia0-3. For EN-DC, the algorithms configured for SRBs using KeNB shall be the same as for all SRBs using KeNB and the algorithms configured for bearers using S-KgNB shall be the same as for all bearers using S-KgNB.The network does not configure nia0 for SRB3. When ciphering is configured with CipheringAlgorithm neaX, the IntegrityProtAlgorithm shall be configured with niaX (i.e. use the same algorithm type).  If EN-DC is not configured, this field is mandatory present, and the algorithm shall be the same for all bearers.




