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	 The First Change


4.2.2
Signalling radio bearers

"Signalling Radio Bearers" (SRBs) are defined as Radio Bearers (RB) that are used only for the transmission of RRC and NAS messages. More specifically, the following SRBs are defined:

-
SRB0 is for RRC messages using the CCCH logical channel;

-
SRB1 is for RRC messages (which may include a piggybacked NAS message) as well as for NAS messages prior to the establishment of SRB2, all using DCCH logical channel;

-
For NB-IoT, SRB1bis is for RRC messages (which may include a piggybacked NAS message) as well as for NAS messages prior to the activation of security, all using DCCH logical channel;

-
SRB2 is for RRC messages which include logged measurement information as well as for NAS messages, all using DCCH logical channel. SRB2 has a lower-priority than SRB1 and may be configured by E-UTRAN if it is connected to 5GC, which is always after security activation. SRB2 is not applicable for NB-IoT;

-
SRB4 is for RRC messages which include application layer measurement reporting information, all using DCCH logical channel. SRB4 can only be configured by E-UTRAN after security activation.

In downlink piggybacking of NAS messages is used only for one dependant (i.e. with joint success/ failure) procedure: bearer establishment/ modification/ release. In uplink NAS message piggybacking is used only for transferring the initial NAS message during connection setup.

NOTE 1:
The NAS messages transferred via SRB2 are also contained in RRC messages, which however do not include any RRC protocol control information.

Once security is activated, all RRC messages on SRB1, SRB2 and SRB4, including those containing NAS or non-3GPP messages, are integrity protected and ciphered by PDCP. NAS independently applies integrity protection and ciphering to the NAS messages.

For a UE configured with DC, all RRC messages, regardless of the SRB used and both in downlink and uplink, are transferred via the MCG. In case of EN-DC, after connection establishment NR PDCP may be configured for both SRB1 and SRB2 and if so, these SRBs may be configured as split SRB. For a split SRB, the UE receives RRC messages via both MCG and NR SCG i.e. handles out of order and duplicate PDUs as specified in TS 38.323 [83]. For a split SRB, the network configures via the cell group(s) the UE sends uplink RRC messages.

NOTE 2:
In case of EN-DC, SRB3 may be configured for the transfer of some NR RRC messages between UE and SgNB via the NR radio interface, see TS 38.331 [82].

Editor's note:
Duplication in UL, for split SRB and DRBs, is FFS and completed in June 2018.

	End of The First Change


	 The Second Change


5.3.1.1
RRC connection control

RRC connection establishment involves the establishment of SRB1. Except for EDT, E-UTRAN completes RRC connection establishment prior to completing the establishment of the S1 connection, i.e. prior to receiving the UE context information from the EPC. Consequently, AS security is not activated during the initial phase of the RRC connection. During this initial phase of the RRC connection, the E-UTRAN may configure the UE to perform measurement reporting, but the UE only sends the corresponding measurement reports after successful security activation. However, the UE only accepts a handover message when security has been activated.

NOTE 1:
In case the serving frequency broadcasts multiple overlapping bands, E-UTRAN can only configure measurements after having obtained the UE capabilities, as the measurement configuration needs to be set according to the band selected by the UE.

Upon receiving the UE context from the EPC, E-UTRAN activates security (both ciphering and integrity protection) using the initial security activation procedure. The RRC messages to activate security (command and successful response) are integrity protected, while ciphering is started only after completion of the procedure. That is, the response to the message used to activate security is not ciphered, while the subsequent messages (e.g. used to establish SRB2 and DRBs) are both integrity protected and ciphered.

After having initiated the initial security activation procedure, E-UTRAN may initiate the establishment of SRB2 with or without DRBs, i.e. E-UTRAN may do this prior to receiving the confirmation of the initial security activation from the UE. In any case, E-UTRAN will apply both ciphering and integrity protection for the RRC connection reconfiguration messages used to establish SRB2 and DRBs. E-UTRAN should release the RRC connection if the initial security activation and/ or the radio bearer establishment fails (i.e. security activation and DRB establishment are triggered by a joint S1-procedure, which does not support partial success).

For SRB2 and DRBs, security is always activated from the start, i.e. the E-UTRAN does not establish these bearers prior to activating security.

……
	End of The Second Change


	 The Third Change


5.3.7
RRC connection re-establishment

5.3.7.1
General
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Figure 5.3.7.1-1: RRC connection re-establishment, successful
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Figure 5.3.7.1-2: RRC connection re-establishment, failure

The purpose of this procedure is to re-establish the RRC connection with SRB2 and DRBs setup, which involves the resumption of SRB1 (SRB1bis for a NB-IoT UE for which AS security has not been activated) operation, the re-activation of security (except for a NB-IoT UE for which AS security has not been activated) and the configuration of only the PCell.
Except for a NB-IoT UE for which AS security has not been activated, a UE in RRC_CONNECTED, for which security has been activated, may initiate the procedure in order to continue the RRC connection. The connection re-establishment succeeds only if the concerned cell is prepared i.e. has a valid UE context. In case E-UTRAN accepts the re-establishment, SRB1 operation resumes while the operation of other radio bearers remains suspended. If AS security has not been activated, the UE does not initiate the procedure but instead moves to RRC_IDLE directly.

When AS security has not been activated, a NB-IoT UE supporting RRC connection re-establishment for the Control Plane CIoT EPS optimisation in RRC_CONNECTED may initiate the procedure in order to continue the RRC connection.

E-UTRAN applies the procedure as follows:

-
When AS security has been activated:

-
to reconfigure SRB1 and to resume data transfer only for this RB;

-
to re-activate AS security without changing algorithms.

-
For a NB-IoT UE supporting RRC connection re-establishment for the Control Plane CIoT EPS optimisation, when AS security has not been activated:

-
to re-establish SRB1bis and to continue data transfer for this RB.

	End of The Third Change
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