3GPP TSG-RAN WG2#104
R2-1817842
Spokane, USA, November 12-16, 2018      

Agenda Item:
10.4.1.3.5
Source: 
Huawei, HiSilicon
Title: 
Discussion on error and key handling on UE for Reestablishment Procedure in case of N2 handover failure
Document for:
Discussion and decision
1 Introduction
In this contribution, we will discuss protocol flaw for current Reestablishment procedure including error handling and key handling, and proposes corresponding remedy measures for two flaws. 
2 Discussion
2.1 Background
In LTE, Reestablishment procedure can be successful during S1 HO handover when the UE re-establishes to the source eNB or target eNB, the details can be described as below.
2.1.1 Key handling for S1 Handover
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Figure 1: Key handling for S1 Handover
1. The source eNB decides to trigger S1 Handover.

2. The source eNB shall send Handover Required message to the source MME. The message includes source to target container which contains multiple shortMAC-Is for each cell for potential Reestablishment. The shortMAC-I is derived by the old Krrc-int.
3. The source MME shall derive NH according to current NH and Kasme, and the related NCC shall plus by one.

4. The source MME shall send Forward Relocation Request message to the target MME, the message includes Kasme and newly derived {NH, NCC}.
5. The target MME shall send Handover Request message to the target eNB, the message includes the {NH, NCC}.

6. The target eNB derives multiple KeNB* for each cell according to received NH, different target PCIs and different target EARFCN-DLs, the NCC shall be associated to these KeNB*s. 
7. The target eNB constructs target to source container, the related NCC is included to the container. The target eNB sends Handover Request ACK message to the target MME, the message includes the container.
8. The target MME sends Forward Relocation Response message to the source MME, the message includes the container.
9. The source MME sends Handover Command message to the source eNB, the message includes the container.
10. The source eNB sends RRCConnectionReconfiguration message to the UE with NCC.
11. Since the received NCC is not the same with the current stored NCC, the UE derives new NH with current NH and Kasme. The stored NCC shall plus by 1. The UE shall repeat this derivation until the stored NCC is the same with the received NCC.
12. The UE derives KeNB* according to newly derived NH, target cell ID and target EARFCN-DL.
13. The UE shall reply with RRCConnectionReconfigurationComplete message.
2.1.2 Reestablishment for S1 Handover
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Figure 2: Reestablishment for S1 Handover
1. S1 Handover happens as described in step 1 to 9 in figure 1.

2. The source eNB sends RRCConnectionReconifguration message to the UE, the message includes NCC.
3. The UE receives the RRCConnectionReconifguration message. However, if the UE is unable to comply with (part of) the configuration, the Reconfiguration will be failed, and the UE shall continue using the configuration used prior to the reception of RRCConnectionReconfiguration message. The UE will trigger an RRCConnectionReestablishment procedure, the step 4 and 5 will be skipped.
4. If reconfiguration successes, the UE sends RRCConnectionReconfigurationComplete message to the target eNB. 
5. After UE sends the RRCConnectionReconfigurationComplete message, if T304 expiries, the handover will be failed, and the UE shall revert back to the configuration used in the source cell. The UE will trigger an RRCConnectionReestablishment procedure.
6. The UE shall reselect cell. The UE may select target cell 2 on source eNB, or on target eNB or on another eNB. In case that the UE camps on the source eNB again, since the UE continues to use the old configuration, the UE could re-establish successfully. In case that the UE camps on the target eNB, since the target eNB has multiple shortMAC-Is received from source eNB during N2 Handover, the UE could re-establish successfully. In case that the UE camps on another eNB, the UE will fail to re-establish to the target cell 2. Step 7 to 11 will describe the case for establishment to the same target eNB.
7. The UE sends RRCConnectionReestablishmentRequest message to the target cell 2, which is the same eNB with target cell 1. The message includes shortMAC-I derived according to old Krrc-int by the UE, since the source eNB has prepared the shortMAC-I derived by the source eNB for this cell in step 2 in figure 1, the verification of RRCConnectionReestablishmentRequest message will be succeed.
8. The target eNB will use KeNB* of current cell derived in step 6 in figure 1.
9. The target eNB sends RRCConnectionReestablishment message to the UE with the related NCC.

10. Since the received NCC is not the same with the current stored NCC, the UE derives new NH with current NH and Kasme. The stored NCC shall plus by 1. The UE shall repeat this derivation until the stored NCC is the same with the received NCC.
11. The UE derives KeNB* according to newly derived NH, target cell ID and target EARFCN-DL.
12. The UE shall reply with RRCConnectionReestablishmentComplete message.
Observation 1: When S1 handover is failed, the UE will revert back to the configuration used in the source cell, so that the AS security context will fallback to the old context, and will be prepared for the next reestablishment procedure.
Observation 2: In LTE, the UE could successfully re-establish to the target eNB in S1 handover with MME relocation failure case, because the Kasme used to derive NH is not changed during S1 handover with MME change, the UE just needs to derive AS key since there is just one key derivation indication in both RRCConnectionReconfiguration and RRCConnectionReestablishment message, i.e. NCC.
2.2 Protocol Flaw

In 5G, SA3 involves key separation feature on the AMF in R15, which means the Kamf will be changed if AMF changes. Thus, for N2 Handover with AMF change case, there will be some differences from LTE.
2.2.1 Key handling for N2 Handover
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Figure 3: Key handling for N2 Handover
1. The source NG-RAN decides to trigger N2 Handover.

2. The source NG-RAN shall send Handover Required message to the source AMF. The message includes source to target container which contains multiple shortMAC-Is for each cell for potential Reestablishment. The shortMAC-I is derived by the old Krrc-int.

3. The source AMF derives Kamf* according to current Kamf and downlink NAS COUNT.
4. The source AMF shall send Namf_Communication_CreateUEContext Request message to the target AMF, the message includes keyAmfDerivationInd, keyAmfChangeInd, Downlink NAS COUNT, and Kamf*. keyAmfDerivationInd indicates that the Kamf* is newly derived, keyAmfChangeInd indicates to the target AMF that the Kamf* is not sync with AS key.
5. The target AMF shall construct NAS Container, including Downlink NAS COUNT and K_AMF_Change_Flag which is set to 1 according to keyAmfDerivationInd.
6. The target AMF shall derive KNG-RAN according to newly derived Kamf*, and the related NCC shall be set to 0.
7. The target AMF sends Handover Request message to the target NG-RAN, the message includes received NAS container, NSCI according to keyAmfChangeInd, and the {NH= KNG-RAN, NCC=0}. The NSCI indicates to the target NG-RAN that AS key is not sync with NAS key.
8. The target NG-RAN derives multiple KNG-RAN* for each cell according to received NH which is KNG-RAN, different target PCIs and different target ARFCN-DLs, the NCC shall be associated to these KNG-RAN*s. 
9. The target NG-RAN constructs target to source container. The container includes masterKeyUpdate, which includes received NASC nas-Container, KeySetChangeIndicator which is set to TRUE according to NSCI and the related NCC nextHopChainingCount. The target NG-RAN sends Handover Request ACK message to the target AMF, the message includes the container.
10. The target AMF sends Namf_Communication_CreateUEContex Response message to the source AMF, the message includes the container.

11. The source AMF sends Handover Command message to the source NG-RAN, the message includes the container.
12. The source NG-RAN sends RRCReconfiguration message to the UE, the message includes masterKeyUpdate which includes nas-Container, KeySetChangeIndicator, and nextHopChainingCount.
13. If nas-Container is included, the UE will forward the nas-Container to NAS layer. In NAS layer, since K_AMF_change_indicator in NASC is set to 1, the UE will derive Kamf* according to current Kamf and Downlink NAS COUNT indicated in the NASC.

14. Since KeySetChangeIndicator is set to TRUE, the UE will derive KNG-RAN according to newly derived Kamf*.
15. The UE derives KNG-RAN* according to newly derived KNG-RAN, target cell ID and target ARFCN-DL.

16. The UE shall reply with RRCReconfigurationComplete message.
Observation 3: When N2 handover happens with AMF change, the Kamf used to derive NH will be changed so that the RRCReconfiguration message needs to include new key derivation indication, i.e. nas-Container and KeySetChangeIndicator to indicator the UE to derive new Kamf* and KNG-RAN.
2.2.2 Reestablishment for N2 Handover
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Figure 4: Reestablishment for N2 Handover
1. N2 Handover happens as described in step 1 to 11 in figure 3.

2. The source NG-RAN sends RRCReconifguration message to the UE, the message includes masterKeyUpdate which includes nas-Container, KeySetChangeIndicator, and nextHopChainingCount.

3. The UE receives the RRCReconfiguration message. However, if the UE is unable to comply with (part of) the configuration, the Reconfiguration will be failed, and the UE shall continue using the configuration used prior to the reception of RRCReconfiguration message. The UE will trigger an RRCConnectionReestablishment procedure, the step 4 and 5 will be skipped.
4. If reconfiguration successes, the UE sends RRCConnectionReconfigurationComplete message to the target NG-RAN. 

5. After UE sends the RRCConnectionReconfigurationComplete message, if T304 expiries, the handover will be failed, and the UE shall revert back to the configuration used in the source cell. The UE will trigger an RRCConnectionReestablishment procedure.
6. The UE shall reselect cell. The UE may select target cell 2 on source NG-RAN, or on target NG-RAN or on another NG-RAN. In case that the UE camps on the source NG-RAN again, since the UE continues to use the old configuration if NAS layer is indicated too, the UE could re-establish successfully as in LTE. In case that the UE camps on another NG-RAN, the UE will fail to re-establish to the target cell 2 as in LTE. In case that the UE camps on the target NG-RAN, since the target NG-RAN has multiple shortMAC-Is received from source NG-RAN during N2 Handover, the UE could be verified successfully, but since NCC is different . Step 7 to 11 will describe the case for establishment to the same target NG-RAN.

7. The UE sends RRCReestablishmentRequest message to the target cell 2, which is the same NG-RAN with target cell 1. The message includes shortMAC-I derived according to old Krrc-int by the UE, since the source NG-RAN has prepared the shortMAC-I derived by the source NG-RAN for this cell in step 2 in figure 1, the verification of RRCReestablishmentRequest message will be succeed.
8. The target NG-RAN will use KNG-RAN* of current cell derived in step 8 in figure 3.

9. The target NG-RAN sends RRCReestablishment message to the UE. From current standard, the RRCReestablishment message just includes NCC related to current NH.
10. The UE will compare received NCC, if it is not the same with the current stored NCC, the UE derives new NH with current NH and Kasme. The stored NCC shall plus by 1. The UE shall repeat this derivation until the stored NCC is the same with the received NCC, then, the UE derives KNG-RAN* according to newly derived NH, target cell ID and target EARFCN-DL. Otherwise, the UE derives KNG-RAN* according to current KNG-RAN, target cell ID and target EARFCN-DL. 
11. The UE shall reply with RRCReestablishmentComplete message.

In step 3 or step 5, if handover fails, the UE may successfully indicate the NASC to the NAS layer, but the UE just reverts back RRC configuration. Thus, the UE may update NAS security context in NAS layer, but the AS security context is fallbacked in RRC layer, which may result in out of sync of security context between two layers.
For example, if the UE camps on the source NG-RAN again, the UE will successfully re-establish to the NG-RAN, since the UE continues to use the old configuration. However, the UE holds new NAS security context, but the source AMF still holds old NAS security context. The UE and the network cannot notify the error before the UE sends any NAS message. If the UE sends NAS message, verification of NAS message will be failed, the network may re-authenticate the UE, which cause huge signalling overhead and communication interrupt.
Furthermore, in step 10, regardless of derivation method, the UE derive KNG-RAN* in wrong way. Because the KNG-RAN* in NG-RAN side is derived according to NH which is derived from new Kamf, but the KNG-RAN* in UE side is derived according to NH/ KNG-RAN which is derived from old Kamf. Thus, the UE and target NG-RAN may derive different AS key after the NG-RAN successfully verify MSG3 sent by the UE. If the UE sends MSG5, verification of MSG5 will be failed, the network may fallback the UE to IDLE, which cause huge signalling overhead and communication interrupt.
Observation 4: There is a protocol flaw: When nas-Container is included in RRCReconfiguration message, the UE may update both NAS security context and AS security context. However, according to current standard description, if handover is failed, only the AS security context is fallbacked in RRC layer, but the NAS layer is not indicated, so that the NAS security context is not fallbacked. This may result in out of sync between NAS and AS layer.
Observation 5: There is another protocol flaw: When nas-Container and KeySetChangeIndicator are included in RRCReconfiguration message, but handover is failed, according to current standard description, the UE cannot successfully re-establish to the target NG-RAN as in LTE, because the Kamf used to derive NH is changed during N2 HO with AMF change, current reestablishment procedure cannot indicate the key derivation indication for Kamf* and KNG-RAN to the UE. This may result in huge signalling overhead and communication interrupt.
2.3 Remedy Measures
According to observation 4, the error is caused by lack of error indication to the NAS layer. Thus, it is proposed to add error handling in UE side that indicates the upper layer handover is failed in case nas-Container is included in RRCReconfiguration message. 
Proposal 1: Adopt the proposed error handling of UE behaviour after N2 handover failure in TS 38.331 [1] as in contribution R2-18xxxx [2].
According to observation 5, the error is caused by lack of key derivation indication for Kamf* and KNG-RAN in Reestablishment message. Since this is a R15 security feature in SA3, it is proposed to add the missing optional IEs of MasterKeyUpdate in Reestablishment message, i.e. nas-Container and KeySetChangeIndicator.
Proposal 2: Adopt the proposed key derivation indication in Reestablishment message in TS 38.331 [1] as in contribution R2-18xxxx [3].
3 Conclusion

Observation 1: When S1 handover is failed, the UE will revert back to the configuration used in the source cell, so that the AS security context will fallback to the old context, and will be prepared for the next reestablishment procedure.
Observation 2: In LTE, the UE could successfully re-establish to the target eNB in S1 handover with MME relocation failure case, because the Kasme used to derive NH is not changed during S1 handover with MME change, the UE just needs to derive AS key since there is just one key derivation indication in both RRCConnectionReconfiguration and RRCConnectionReestablishment message, i.e. NCC.
Observation 3: When N2 handover happens with AMF change, the Kamf used to derive NH will be changed so that the RRCReconfiguration message needs to include new key derivation indication, i.e. nas-Container and KeySetChangeIndicator to indicator the UE to derive new Kamf* and KNG-RAN.

Observation 4: There is a protocol flaw: When nas-Container is included in RRCReconfiguration message, the UE may update both NAS security context and AS security context. However, according to current standard description, if handover is failed, only the AS security context is fallbacked in RRC layer, but the NAS layer is not indicated, so that the NAS security context is not fallbacked. This may result in out of sync between NAS and AS layer.
Observation 5: There is another protocol flaw: When nas-Container and KeySetChangeIndicator are included in RRCReconfiguration message, but handover is failed, according to current standard description, the UE cannot successfully re-establish to the target NG-RAN as in LTE, because the Kamf used to derive NH is changed during N2 HO with AMF change, current reestablishment procedure cannot indicate the key derivation indication for Kamf* and KNG-RAN to the UE. This may result in huge signalling overhead and communication interrupt.

Proposal 1: Adopt the proposed error handling of UE behaviour after N2 handover failure in TS 38.331 [1] as in contribution R2-1817841 [2].
Proposal 2: Adopt the proposed key derivation indication in Reestablishment message in TS 38.331 [1] as in contribution R2-1817843 [3].
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