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7
Broadcast of assistance data

7.1
General

Broadcast of positioning assistance data is supported via Positioning System Information Blocks (posSIBs) as specified in 3GPP TS 36.331 [12]. The posSIBs are carried in RRC System Information (SI) messages [12].

A single SystemInformationBlockPos IE is defined in 3GPP TS 36.331 [12] which is carried in IE PosSystemInformation-r15-IEs specified in [12]. The mapping of positioning SIB type (posSibType) to assistance data carried in SystemInformationBlockPos is specified in sub-clause 7.2.

7.2
Mapping of posSibType to assistance data element

The supported posSibType's are specified in Table 7.2-1. The GNSS Common and Generic Assistance Data IEs are defined in sub-clause 6.5.2.2. The OTDOA Assistance Data IEs are defined in sub-clause 7.4.2.

Table 7.2-1: Mapping of posSibType to assistanceDataElement

	
	posSibType [12]
	assistanceDataElement

	GNSS Common Assistance Data (clause 6.5.2.2)
	posSibType1-1
	GNSS-ReferenceTime

	
	posSibType1-2
	GNSS-ReferenceLocation

	
	posSibType1-3
	GNSS-IonosphericModel

	
	posSibType1-4
	GNSS-EarthOrientationParameters

	
	posSibType1-5
	GNSS-RTK-ReferenceStationInfo

	
	posSibType1-6
	GNSS-RTK-CommonObservationInfo

	
	posSibType1-7
	GNSS-RTK-AuxiliaryStationData

	GNSS Generic Assistance Data (clause 6.5.2.2)
	posSibType2-1
	GNSS-TimeModelList

	
	posSibType2-2
	GNSS-DifferentialCorrections

	
	posSibType2-3
	GNSS-NavigationModel

	
	posSibType2-4
	GNSS-RealTimeIntegrity

	
	posSibType2-5
	GNSS-DataBitAssistance

	
	posSibType2-6
	GNSS-AcquisitionAssistance

	
	posSibType2-7
	GNSS-Almanac

	
	posSibType2-8
	GNSS-UTC-Model

	
	posSibType2-9
	GNSS-AuxiliaryInformation

	
	posSibType2-10
	BDS-DifferentialCorrections

	
	posSibType2-11
	BDS-GridModelParameter

	
	posSibType2-12
	GNSS-RTK-Observations

	
	posSibType2-13
	GLO-RTK-BiasInformation

	
	posSibType2-14
	GNSS-RTK-MAC-CorrectionDifferences

	
	posSibType2-15
	GNSS-RTK-Residuals

	
	posSibType2-16
	GNSS-RTK-FKP-Gradients

	
	posSibType2-17
	GNSS-SSR-OrbitCorrections

	
	posSibType2-18
	GNSS-SSR-ClockCorrections

	
	posSibType2-19
	GNSS-SSR-CodeBias

	OTDOA Assistance Data  (clause 7.4.2)
	posSibType3-1
	OTDOA-UE-Assisted


7.3
Procedures related to broadcast information elements

Upon receiving AssistanceDataSIBelement, the target device shall:

1>
if the segmentationInfo is not included:

2>
if the cipheringKeyData is included:

3>
if the UE has obtained a valid cipher key value and the first portion of the initial Counter denoted C0 corresponding to the cipherSetID using NAS signalling:

4>
if the d0 field contains less than 128-bits:

5>
pad out the bit string with zeroes in least significant bit positions to achieve 128 bits, denoted D0.

4>
determine the initial Counter C1 = (C0 + D0) mod 2128 (where all values are treated as non-negative integers);

4>
determine any subsequent counter Ci from the previous counter Ci-1 as Ci = (Ci-1 + 1) mod 2128;

4>
use the sequence of counters <C1, C2, C3, …> and the cipher key value to decipher the assistanceDataElement;

4>
decode the deciphered assistanceDataElement and deliver the related assistance data to upper layers.

3>
else:

4>
discard the AssistanceDataSIBelement.
2>
else:

3>
decode the assistanceDataElement and deliver the related assistance data to upper layers.

1>
else:

2>
if segmentationOption indicates 'pseudo-seg':

3>
if the cipheringKeyData is included:

4>
if the UE has obtained a valid cipher key value and the first portion of the initial Counter denoted C0 corresponding to the cipherSetID using NAS signalling:

5>
if the d0 field contains less than 128-bits:

6>
pad out the bit string with zeroes in least significant bit positions to achieve 128 bits, denoted D0.

5>
determine the initial Counter C1 = (C0 + D0) mod 2128 (where all values are treated as non-negative integers);

5>
determine any subsequent counter Ci from the previous counter Ci-1 as Ci = (Ci-1 + 1) mod 2128;

5>
use the sequence of counters <C1, C2, C3, …> and the cipher key value to decipher the assistanceDataElement segment;

5>
decode the deciphered assistanceDataElement segment and deliver the related assistance data portion together with the assistanceDataSegmentType and assistanceDataSegmentNumber to upper layers.

4>
else:

5>
discard the AssistanceDataSIBelement segment.
3>
else:

4>
decode the assistanceDataElement segment and deliver the related assistance data portion together with the assistanceDataSegmentType and assistanceDataSegmentNumber to upper layers.

2>
if segmentationOption indicates 'octet-string-seg':

3>
if all segments of assistanceDataElement have been received:

4>
assemble the assistance data element from the received assistanceDataElement segments;

5>
if the cipheringKeyData is included in the first segment:

6>
if the UE has obtained a valid cipher key value and the first portion of the initial Counter denoted C0 corresponding to the cipherSetID using NAS signalling:

7>
if the d0 field contains less than 128-bits:

8>
pad out the bit string with zeroes in least significant bit positions to achieve 128 bits, denoted D0.

7>
determine the initial Counter C1 = (C0 + D0) mod 2128 (where all values are treated as non-negative integers);

7>
determine any subsequent counter Ci from the previous counter Ci-1 as Ci = (Ci-1 + 1) mod 2128;

7>
use the sequence of counters <C1, C2, C3, …> and the cipher key value to decipher the assembled assistance data element;
7>
decode the assembled and deciphered assistance data element and deliver the related assistance data to upper layers.

6>
else:

7>
discard the assembled assistance data element.

5>
else:

6>
decode the assembled assistance data element and deliver the related assistance data to upper layers.

NOTE:
As an optional optimisation when segmentationOption indicates 'octet-string-seg', a target device may verify if the cipheringKeyData is included in the first segment as soon as the first segment is received and, if included, may verify that the UE has obtained a valid cipher key value and the first portion of the initial Counter denoted C0 corresponding to the cipherSetID using NAS signalling. When the UE has not obtained a valid cipher key value and initial Counter C0 using NAS signalling, the UE may discard the first segment and ignore all subsequent segments.

The value for D0 shall be different for different AssistanceDataSIBelement's to ensure that the counters derived from C1 for any assistanceDataElement are different to the counters for any other assistanceDataElement for a given ciphering key.

D0 shall contain at least 16 least significant bits (LSBs) set to zero to ensure that the values of D0 differ from another by a large value.

7.4
Broadcast information elements

7.4.1
Basic productionThis sub-clause defines the broadcast information elements which are encoded as 'basic production' for other purposes than encoding the IE within an LPP message.

The 'basic production' is obtained from their ASN.1 definitions by use of Basic Packed Encoding Rules (BASIC-PER), Unaligned Variant, as specified in ITU-T Rec. X.691 [22]. It always contains a multiple of 8 bits.

7.4.2
Element definitions–
AssistanceDataSIBelement
The IE AssistanceDataSIBelement is used in the IE SystemInformationBlockPos as specified in TS 36.331 [12].

-- ASN1START

AssistanceDataSIBelement-r15 ::= SEQUENCE {


valueTag-r15





INTEGER (0..63)







OPTIONAL,


expirationTime-r15




UTCTime









OPTIONAL,


cipheringKeyData-r15



CipheringKeyData-r15 





OPTIONAL,


segmentationInfo-r15



SegmentationInfo-r15





OPTIONAL,


assistanceDataElement-r15


OCTET STRING,


...

}

CipheringKeyData-r15 ::= SEQUENCE {


cipherSetID-r15 




INTEGER (0..65535),


d0-r15 







BIT STRING (SIZE (1..128)),


...

}

SegmentationInfo-r15 ::= SEQUENCE {


segmentationOption-r15



ENUMERATED {pseudo-seg, octet-string-seg},


assistanceDataSegmentType-r15

ENUMERATED {notLastSegment, lastSegment},


assistanceDataSegmentNumber-r15

INTEGER (0..63),


...

}

-- ASN1STOP

	AssistanceDataSIBelement field descriptions

	valueTag

This field is used to indicate to the target device any changes in the broadcast assistance data content. The valueTag is incremented by one, by the location server, every time a modified assistance data content is provided. This field is not included if the broadcast assistance data changes too frequently. If valueTag and expirationTime are absent, the UE assumes that the broadcast assistance data content changes at every broadcast interval.

	expirationTime

This field indicates how long the broadcast assistance data content is valid. It is specified as UTC time and indicates when the broadcast assistance data content will expire.

	cipheringKeyData

If present, indicates that the assistanceDataElement octet string is ciphered.

	segmentationInfo

If present, indicates that the assistanceDataElement is one of many segments.

	assistanceDataElement

The assistanceDataElement OCTET STRING depends on the posSibType and is specified in Table 7.2-1. NOTE.

	cipherSetID

This field identifies a cipher set comprising a cipher key value and the first component C0 of the initial counter C1.

	d0

This field provides the second component for the initial ciphering counter C1. This field is defined as a bit string with a length of 1 to 128 bits. A target device first pads out the bit string if less than 128 bits with zeroes in least significant bit positions to achieve 128 bits. C1 is then obtained from D0 and C0 (defined by the cipherSetID) as:

C1 = (D0 + C0) mod 2128 (with all values treated as non-negative integers).

	segmentationOption

Indicates the used segmentation option. 

	assistanceDataSegmentType

Indicates whether the included assistanceDataElement segment is the last segment or not.

	assistanceDataSegmentNumber

Segment number of the assistanceDataElement segment. A segment number of zero corresponds to the first segment, one corresponds to the second segment, and so on. Segments numbers wraparound should there be more than 64 segments


NOTE: 
For example, if the posSibType in IE PosSIB-Type defined in TS 36.331 [12] indicates 'posSibType1-7', the assistanceDataElement OCTET STRING includes the LPP IE GNSS‑RTK‑AuxiliaryStationData.

–
OTDOA-UE-Assisted
The IE OTDOA-UE-Assisted is used in the assistanceDataElement if the posSibType in IE PosSIB-Type defined in TS 36.331 [12] indicates 'posSibType3-1'.

-- ASN1START

OTDOA-UE-Assisted-r15 ::= SEQUENCE {


otdoa-ReferenceCellInfo-r15


OTDOA-ReferenceCellInfo,


otdoa-NeighbourCellInfo-r15


OTDOA-NeighbourCellInfoList,


...

}

-- ASN1STOP

	OTDOA-UE-Assisted field descriptions

	otdoa-ReferenceCellInfo

LPP IE OTDOA-ReferenceCellInfo as defined in sub-clause 6.5.1.2.

	otdoa-NeighbourCellInfo

LPP IE OTDOA-NeighbourCellInfoList as defined in sub-clause 6.5.1.2.


7.5
Broadcast ciphering (informative)

The assistanceDataElement OCTET STRING included in IE AssistanceDataSIBelement may be ciphered using the 128-bit Advanced Encryption Standard (AES) algorithm (with counter mode).

AES as specified in [32] and [33] is a block mode cipher algorithm that ciphers blocks of 128 bits at a time. However, Counter mode enables usage for a bit string that is not an exact multiple of 128 bits. Further, Counter mode enables a target (or a server) to perform most of the deciphering (or ciphering) processing independently of receipt of the data to be deciphered (or ciphered) which may enable more efficient processing. Provided counters are chosen in a non‑repeating manner by the server (which is a requirement for Counter mode), every block of data will be ciphered in a unique manner.

The algorithm makes use of a sequence of counters <C1, C2, C3, …> each containing 128 bits, where C1 is specified by the server and each subsequent counter (C2, C3 etc.) is obtained from the previous counter by adding one modulo 2128. Each counter Ci is ciphered using the AES algorithm with a common 128-bit key to produce an output block Oi of 128 bits. To perform ciphering, the assistanceDataElement is divided into blocks B1, B2, … Bn of 128 bits each, except for the last block Bn which may contain fewer than 128 bits. The ciphered assistanceDataElement is obtained as a sequence of n blocks containing 128 bits each (except possibly for the last block) given by (O1 XOR B1), (O2 XOR B2), … (On XOR Bn), where XOR denotes bitwise exclusive OR. In the case of the last block, if Bn contains m bits (m<128), then the m most significant bits of On would be used for the exclusive OR. Deciphering is performed in the same way except that the blocks B1, B2, … Bn are now obtained from the ciphered message and the result of the exclusive OR operations yields the original unciphered message.  Figure 7.5-1 provides an illustration of Counter mode for the generic case of an arbitrary block cipher algorithm CIPHk.
[image: image1.emf]
Figure 7.5-1: Illustration of Block Ciphering with Counter Mode [33].

The algorithms require specific conventions for bit ordering. The bit ordering applicable to ciphering for a ASN.1 PER encoded assistanceDataElement is the bit ordering produced by the ASN.1 PER encoding where the first bit is the leading bit number zero, the second bit is bit one etc..

The initial counter C1 used to cipher an entire assistanceDataElement is provided to a target by a server in two portions. The first portion, denoted C0, is provided using point to point mode along with the 128-bit ciphering key and an identifier for both of these values as specified in TS 23.271 [3]. The second portion, denoted D0 (d0), is provided in unciphered form in IE CipheringKeyData. A target then obtains C1 as:

C1 = (C0 + D0) mod 2128
(where all values are treated as non-negative integers)

To obtain any subsequent counter Ci from the previous counter Ci1 for any message, the following operation is used:

Ci = (Ci1 + 1) mod 2128
NOTE:
As specified in sub-clause 7.3 the value for D0 is different for different AssistanceDataSIBelement's to ensure that the counters derived from C1 for any assistanceDataElement can be different to the counters for any other assistanceDataElement. However, a long assistanceDataElement or a segmented assistanceDataElement would require the use of consecutive counter values C1 to Cn, where n is the assistanceDataElement size in bits divided by 128 (and rounded up). There would then be a danger of small changes in the value of D0 for ciphering of different assistanceDataElement's (e.g. D0 being chosen as 1 larger than a previous D0 value) reusing previous counter values. To avoid this, the values of D0 contain 16 least significant bits (LSBs) set to zero, as specified in sub-clause 7.3.
