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Discussion and Decision
1 Introduction
In last RAN2 meeting, RAN2 achieved following progress on the multiple connectivity during HO topic. 
	=>
Use the protocol stack comparison in this contribution as baseline for further discussions between the split bearer and non-split bearer solutions.

=>
We should discuss the security key aspects more when we discuss the details of the solutions.
=>
Consider how to do reordering in non-split case

=>
FFS whether single or dual RRC (and e.g. whether we have 1 or 2 S1-C connections) is considered (S1-C would affect also RAN3)

=>
FFS how duplication is considered (depending on solution details)


This contribution gives our view in the the security key aspects. 

2 Discussion

2.1 Split bearer and non-split bearer architectures
Two arechitectures are under the discussion of multiple connectivity during HO, as shown in Figure-1 in [1].
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 (1) Split bearer architecture






(2) Non-split bearer architecture

Figure-1. Split-bearer and non-split bearer architecture 

For split bearer architecture, the whole HO procedure incudes 4 steps:

· Step 1: Split bearer architecture is enabled for transmission before or upon receiving HO command;

· Step 2: One bearer can transmit data with the same security key via either source PCell or target PCell or both during the HO procedure;
· Step 3: PCell role change, i.e. switching from source PCell to target PCell;

· Step 4: Source PCell is released, and split bearer is reconfigured to non-split bearer and only work on target PCell. 

For step 2, during the HO, data transmission and reception can be either source or target PCell or both cells. Data transmission during HO will not be interrupted. But in step 3, PCell role change requires security key change since the key is linked to PCell, and key change requires HO in LTE now. Without security key change enhancement, data transmission interruption cannot be avoided for the split-bearer architecture. 
Observation 1: For split bearer architecture, in order to avoid transmission interruption, security key change during PCell role change should be enhanced for split bearer architecture.  
Proposal 1: Propose RAN2 to discuss the security key change enhancement for split bearer architecture.  
For non-split bearer architecture, the whole HO procedure includes 3 steps:
· Step 1: New PDCP entity is established for the transmittion on target PCell upon receiving the HO command;

· Step 2: One EPS bearer transmit via two PDCP entities with different keys for the transmission and reception via source and target PCell; 
· Step 3: Soure PDCP entity is released when the source PCell is released in UE side after HO successful completion. 
During the HO procedure, there is no security key change issue. But in step 2, the data from one EPS bearer is transmitted via different security key for different path simultaneously. Even though there are two PDCP entities shown in the model, since the mapping between EPS bearer and DRB ID is 1-to-1 mapping, and one DRB only have one PDCP entity, following the current protocol model it seems one PDCP entity has to support two security keys for transmission at the same time. Since the key selection for transmission is tightly linked to the transmitted cell (i.e. source or target PCell), it is impossible for PDCP to perform the preprocessing and generate the PDCP PDU in advance.
Observation 2: For non-split bearer architecture, one PDCP entity is required to maintain two security keys for the transmission and reception on both source and target PCells at the same time. 
Observation 3: For non-split bearer architecture, transmitting side cannot process the data efficiently during the HO if both keys are applied to data transmission at the same time. 
In order to avoid the negative impact on data processing efficency in transmitting side, even for non-split architecture, it would be good for PDCP to maintain only one security key for data processing at one time, security key change enhancement is also applicable to it. 
Proposal 2: For non-split bearer architecture, transmitting side should only use one security key at one time for data transmission. 

Proposal 3: Propose RAN2 to discuss the security key change enhancement for non- split bearer architecture.  
2.2 Solutions for security key change 
In order to avoid the HO for security key change, there are three solutions. 
· Option 1: Key change at a configured activated PDCP SN
For downlink, network can provide the activated DL PDCP SN per DRB to UE in HO command. UE will apply the new security key for the deciphering of the received PDCP PDU from this activated DL PDCP SN. Source NB can calculate the DL activated PDCP SN based on its knowledge of potential path switch lantency, downlink throughput, and network load, etc. 
For uplink, UE can provide the activated UL PDCP SN per DRB to NW in HO command complete. UE will apply the new security key for the deciphering of the received PDCP PDU from this activated UL PDCP SN. UE can calculate the UL activated PDCP SN per DRB based on its knowledge of uplink throughput estimation. 
· Option 2: Key change based on the data deciphering failure detection
Upon receiving the HO command, UE configures both keys of the source PCell and the target PCell to PDCP entity. PDCP entity continues to use the source PCell’s key for data ciphering and deciphering until the first PDCP PDU deciphering failure is detected. On detection of deciphering failure, PDCP will switch the “using key” to the target PCell’s key for data deciphering and ciphering. In other words, the key switching is based on the data security failure detection using the source PCell’s key.  
· Option 3: Key change indicated via PDCP PDU
Security key change can be indicated in the in-band signaling, e.g. via a new PDCP control PDU or in PDCP data PDU header. Upon the reception of the key change indication, receiving side will switch to the new key for data security processing. 
Proposal 4: Propose RAN2 to discuss above three solutions for the security key change enhancement.   
3 Conclusion
According to the anlaysis in section 2, we proposal that:
Proposal 1: Propose RAN2 to discuss the security key change enhancement for split bearer architecture.  
Proposal 2: For non-split bearer architecture, transmitting side should only use one security key at one time for data transmission. 

Proposal 3: Propose RAN2 to discuss the security key change enhancement for non- split bearer architecture.  
Proposal 4: Propose RAN2 to discuss above three solutions for the security key change enhancement.   
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