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Introduction
The combination of same DRB-id, PDCP COUNT and security key should not be re-used for security reasons.  However, in MR-DC, there is a possibility that this can happen.  This document discusses the scenario and possible solutions
Discussion
The combination of same DRB-id, PDCP COUNT and security key should not be re-used for security reasons.   This is captured in 38.331 (including the in-principle agreed CR):
The network is responsible for avoiding reuse of the COUNT with the same RB identity and with the same key, e.g. due to the transfer of large volumes of data, release and establishment of new RBs. In order to avoid such re-use, the network may e.g. use different RB identities for  RB establishments, change the security key, or an RRC_CONNECTED to RRC_IDLE/RRC_INACTIVE and then to RRC_CONNECTED transition.
When there is a termination point change for DRB without a release and add of the DRB, the same DRB-id is maintained in the new termination point.  Further, the PDCP SN numbers are reset to 0 during PDCP re-establishment for RLC-UM bearers.  A consequence of this is that, when an RLC UM bearer termination point is changed twice and goes back to the original termination point, the same combination of DRB-id, PDCP COUNT and security key may be re-used.   For example, this can happen for an RLC-UM bearer that changes from MN termination point to SN during SCG addition, and is moved back to MN during SCG release.  
Observation #1: when an RLC UM bearer termination point is changed twice and goes back to the original termination point, the same combination of DRB-id, PDCP COUNT and security key may be re-used.  
There are a few possible solutions to get around this issue. 
1) Change User plane to not reset PDCP SN also for RLC UM bearers.   Considering Rel-15 user plane has been frozen for some time, this sort of change at this stage of Rel-15 is not considered acceptable.
2) Introduce a mechanism to allow change of DRB id for a DRB without release and add of the DRB.  While this is less disruptive than a user plane update, as it can be optional for UE to support in Rel-15, it is still too late considering other network implementation based solutions with a small impact in performance are possible.
3) Leave it to network implementation to ensure that this scenario will not happen.  There are a couple of network implementation options:
a. Release and add the DRB using a different DRB id when moving the DRB back to original node.   It is up to network implementation on how this handled.  For example, a network may always use release and add for every termination point change back to MN or network may keep track of the DRBids it used and use a release and add if it sees the same DRBid during a termination point change without security key change.
b. Perform a key change reconfig with sync for the scenario
Both these have a small impact on the performance.
Observation #2: Network implementation based solutions are possible at the expense of some performance impact.
 Considering that Rel-15 is frozen and there is little motivation for SN terminated RLC-UM bearers considering that SN is primarily for throughput enhancements, this can be considered acceptable for Rel-15.
Proposal #1: No specification changes should be considered in Rel-15 to address the security issue from multiple termination point changes for RLC-UM bearers.
Possible network options are already captured in the RRC as quoted above.

Summary and proposal
This document discussed the potential security risk from multiple termination point changes for RLC UM bearers.   For example, this can happen for an RLC-UM bearer is changes from MN termination point to SN during SCG addition, and moved back to MN during SCG release.    The following observations and proposals were made.
[bookmark: _GoBack]Observation #1: when an RLC UM bearer termination point is changed twice and goes back to the original termination point, the same combination of DRB-id, PDCP COUNT and security key may be re-used.  
Observation #2: Network implementation based solutions are possible at the expense of some performance impact.
Proposal #1: No specification changes should be considered in Rel-15 to address the security issue from multiple termination point changes for RLC-UM bearers.  It is left to network implementation to ensure security requirements are not violated.
The CR capturing this network requirement is provided in [1]
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