Page 1



3GPP TSG-RAN2 Meeting #104
R2-1816497
Spokane, USA, 12th - 16th November 2018
	CR-Form-v11.2

	CHANGE REQUEST

	

	
	38.331
	CR
	0532
	rev
	-
	Current version:
	15.3.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	x
	Radio Access Network
	x
	Core Network
	


	

	Title:

	Corrections on Counter check procedure

	
	

	Source to WG:
	OPPO

	Source to TSG:
	R2

	
	

	Work item code:
	NR_newRAT-Core
	
	Date:
	2018-11-01

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	In TS33.501, it is already agreed in SA3, the DRB configured with DRB IP will not perform the Counter check procedure.

The following procedure is used optionally by the gNB to periodically perform a local authentication. At the same time, the amount of data sent during the AS connection is periodically checked by the gNB and the UE for both up and down streams. If UE receives the Counter Check request, it shall respond with Counter Check Response message. Whenever user plane integrity protection is activated and used on a DRB, the procedure defined in this clause shall not be used for that particular DRB.


	
	

	Summary of change:
	1. Add a note to indicate that the DRB configured with DRB IP will not perform counter check procedure.

2. Make it clear that only add the DRB without DRB IP in the CounterCheckResponse message.
Impact Analysis
No function impact and no inter-operability impact due to just text description corrections.



	
	

	Consequences if not approved:
	The text description in 38.331 is not align with SA3 specs.

	
	

	Clauses affected:
	5.3.6

	
	

	
	Y
	N
	
	

	Other specs
	
	x
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	x
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	x
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


	For the fist change


5.3.6
Counter check

5.3.6.1
General

[image: image1.wmf]U

E

N

e

t

w

o

r

k

C

o

u

n

t

e

r

C

h

e

c

k

C

o

u

n

t

e

r

C

h

e

c

k

R

e

s

p

o

n

s

e


Figure 5.3.6.1-1: Counter check procedure

The counter check procedure is used by the network to request the UE to verify the amount of data sent/ received on each DRB. More specifically, the UE is requested to check if, for each DRB, the most significant bits of the COUNT match with the values indicated by the network.
NOTE 1:
The procedure enables the network to detect packet insertion by an intruder (a 'man in the middle').
NOTE 2
the DRBs configured with DRB integrity protection will not perfrom the counter check procedure.
5.3.6.2
Initiation

The network initiates the procedure by sending a CounterCheck message.

 NOTE:
The network may initiate the procedure when any of the COUNT values reaches a specific value.

5.3.6.3
Reception of the CounterCheck message by the UE

Upon receiving the CounterCheck message, the UE shall:

1>
for each DRB that is established and not configured with DRB integrity protection:

2>
if no COUNT exists for a given direction (uplink or downlink) because it is a uni-directional bearer configured only for the other direction:

3>
assume the COUNT value to be 0 for the unused direction;

2>
if the drb-Identity is not included in the drb-CountMSB-InfoList:

3>
include the DRB in the drb-CountInfoList in the CounterCheckResponse message by including the drb-Identity, the count-Uplink and the count-Downlink set to the value of the corresponding COUNT;

2>
else if, for at least one direction, the most significant bits of the COUNT are different from the value indicated in the drb-CountMSB-InfoList:

3>
include the DRB in the drb-CountInfoList in the CounterCheckResponse message by including the drb-Identity, the count-Uplink and the count-Downlink set to the value of the corresponding COUNT;

1>
for each DRB that is included in the drb-CountMSB-InfoList in the CounterCheck message that is not established:

2>
include the DRB in the drb-CountInfoList in the CounterCheckResponse message by including the drb-Identity, the count-Uplink and the count-Downlink with the most significant bits set identical to the corresponding values in the drb-CountMSB-InfoList and the least significant bits set to zero;

1>
submit the CounterCheckResponse message to lower layers for transmission upon which the procedure ends.
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