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1. Introduction

The EN-DC is supported in R15 NR, but the other MR-DC modes are dropped due to the time in R15. 
In RAN2#103bis meeting, RAN2 agreed that 

Agreements

1:
The key derivation principles for NGEN-DC, NE-DC and NR-DC are:

1)
For NGEN-DC, S-KgNB is derived from sk-Counter-r15 and KeNB

2)
For NE-DC, S-KeNB is derived from sk-Counter-r15 and KgNB

3)
For NR-DC, S-KgNB is derived from sk-Counter-r15 and KgNB

2a: The principles of SN key change initiation for NGEN-DC (same EN-DC):

-
PSCell change does not always require a security key change

-
S-KgNB change may be initiated by the MN, e.g. upon KeNB change (e.g. due to change of PCell or before COUNT wrap around for MN-terminated bearers) or upon MN-initiated PSCell change when there are SN-terminated bearers

-
S-KgNB change may be initiated by the SN, e.g. upon SN-initiated PSCell change when there are SN-terminated bearer or before COUNT wrap around for SN-terminated bearers

2b: The principles of SN key change initiation for NE-DC:

-
PSCell change always requires a security key change (since handover without key change is not supported in E-UTRAN)

-
S-KeNB change may be initiated by the MN, e.g. upon KgNB change (e.g. due to change of PCell or to before COUNT wrap around for MN-terminated bearers) or upon MN-initiated PSCell change when there are SN-terminated bearers

-
PCell change without KgNB change does not require S-KeNB change

-
S-KeNB change may be initiated by the SN, e.g. upon SN-initiated PSCell change when there are SN-terminated bearer or before COUNT wrap around for SN-terminated bearers

2c: The principles of SN key change initiation for NR-DC:

-
PSCell change does not always requires a security key change

-
S-KgNB change may be initiated by the MN, e.g. upon KgNB change (e.g. due to change of PCell or before COUNT wrap around for MN-terminated bearers) or upon MN-initiated PSCell change when there are SN-terminated bearers

-
PCell change without KgNB change does not require S-KgNB change

-
S-KeNB change may be initiated by the SN, e.g. upon SN-initiated PSCell change when there are SN-terminated bearer or before COUNT wrap around for SN-terminated bearers

3:
For all MR-DC options:

-
SN RRC configuration (IE or message) sent via (MN-terminated/MCG SRB) is ciphered and integrity protected by MN

-
Except NE-DC, NR RRC message sent via SRB3 is ciphered and integrity protected by SN 

4
MR-DC can only be configured after security activation in the MN.

In this paper, we will discuss the open issues for security aspects in MR-DC.
2. Discussion

For MR-DC, there are 4 open issues for security aspects 

Issue 1: security capability reporting
In EN-DC, RAN2 agreed that the NR security capability will not be reported in the LTE RRC and LTE NAS. There is a relationship between the LTE security capability and NR security capability.
“EN-DC UE shall support the NR algorithms (nea0/1/2/3 and nia0/1/2/3) corresponding to the LTE algorithms (eea0/1/2/3 and eia 0/1/2/3) signalled at NAS. This agreement does not apply to future algorithms that may be added to LTE or NR.”
However, consider future NR and LTE algorithm evolution independently, it is better to report the LTE security capability and NR security capability respectively in the NAS.

For MR-DC except EN-DC, the NAS is NR NAS, so it is feasible to include both the LTE security capability and NR security capability in NR NAS. Currently, the NR NAS (TS24.501) already includes the LTE security capability and NR security capability.
Observation 1: both the LTE security capability and NR security capability are reported in NR NAS.
Proposal 1：For NE-DC and NGEN-DC, LTE security capability and NR security capability depends on the UE reporting in NR NAS.

Issue 2: DRB IP supporting for MR-DC except EN-DC
In 33.501, it indicates that the gNB will activate UP confidentiality and/or UP integrity protection per each DRB, according to the received UP security policy from SMF.
The SMF shall provide UP security policy for a PDU session to the gNB during the PDU session establishment procedure as specified in TS 23.502 [8]. 

The UP security policy shall indicate whether UP confidentiality and/or UP integrity protection shall be activated or not for all DRBs belonging to that PDU session. The UP security policy shall be used to activate UP confidentiality and/or UP integrity for all DRBs belonging to the PDU session.

The gNB shall activate UP confidentiality and/or UP integrity protection per each DRB, according to the received UP security policy, using RRC signalling as defined in clause 6.6.2. If the user plane security policy indicate "Required" or "Not needed", the gNB shall not overrule the UP security policy provided by the SMF. If the gNB cannot activate UP confidentiality and/or UP integrity protection when  the received UP security policy is "Required", the gNB shall reject establishment of UP resources for the PDU Session and indicate reject-cause to the SMF.
For DRB IP, in RAN2#99 meeting, RAN2 agreed

Agreements for NG-EN-DC and NE-DC and NR SA 

1
 UP integrity protection can be configured on a per radio bearer (i.e. per DRB) basis.

For DRB IP, in RAN2#101 meeting, RAN2 agreed 
Agreements

1
If integrity protected applies to a PDU session then it is applied to all DRBs of the PDU session.

2
If ciphering applies to a PDU session then it is applied to all DRBs of the PDU session.

Note: Signalling may still be per DRB and the above constraints ensured by network configuration. To be concluded in final ASN.1 design.

Based on the agreement and text from TS33.501, the gNB will activate UP confidentiality and/or UP integrity protection per each DRB for one PDU session consistently, according to the received UP security policy from SMF. If the gNB can not follow the UP security policy, then the gNB should reject the PDU session.
For MR-DC, the MN and SN should activate UP confidentiality and/or UP integrity protection per each DRB for one PDU session in the same behaviour, according to the received UP security policy from SMF. If MN (or SN) can not follow UP security policy, the MN (or SN) should reject the PDU session.

However, in RAN2#101 meeting for eLTE, RAN2 agreed the eLTE will not support the DRB IP.
Agreements

1.
NR security code points are added to LTE RRC signalling.

2
RAN2 assumption is that 5G NAS will be able to provide separate 5G security capabilities for use with NR and with LTE/5GC. (Agreement 1 could be revisited if this assumption is not confirmed by CT1)

3
Data integrity protection will not be supported for E-UTRA connected to 5GC in rel-15.
For NE-DC and NG-EN-DC, the PDU session which require the DRB IP cannot be carried over eLTE, it also means that this kind of PDU session will not across MN and SN.

However, the eLTE will be connected to the 5GC and the eLTE can get the UP security policy from SMF. Furthermore, the PDCP of DRB for eLTE will be NR PDCP. So we cannot see any obstacle to support the DRB IP in eLTE.

There are 2 options for way forward to support the DRB IP for MR-DC with 5GC:

Option 1: the eLTE in NE-DC and NG EN-DC will support the DRB IP due to the CN is 5GC and DRB PDCP is NR PDCP.

Option 2: the eLTE does not support the DRB IP but the PDU session requires DRB IP will only carried in the NR side.

Considering it is hard to get the whole coverage for NR, the network will reject the PDU session if there is no NR coverage. So it is better to support the DRB IP for eLTE for consecutive service.

Proposal 3: DRB IP is supported in MR-DC no matter the MN/SN is eTLE or not.
UP integrity protection can be configured on a per radio bearer (i.e. per DRB) basis. If the PDU session is across the MN and SN, the SN will decide how to mapping the Qos flow to the DRB. So the SN will activate UP confidentiality and/or UP integrity protection per each DRB, according to the received UP security policy from SMF. The security policy should be forwarded to the SN from MN.

Proposal 4: The security policy should be forwarded to the SN, if the SN is allowed to control the DRB security activation or deactivation.
In NR, the PDCP configuration will include the indication to enable or not enable the DRB IP or DRB cipher. For MR-DC, MN and SN will control the activation of UP confidentiality and/or UP integrity protection per each DRB for one PDU session. So the PDCP configuration will include the indication to enable the UP cipher and DRB IP respectively in both LTE spec and NR spec. 
Proposal 5: The PDCP configuration will include the indication to enable the UP cipher and DRB IP respectively in both LTE spec and NR spec.
Issue 3: activation and deactivation of the DRB IP or DRB cipher on the fly in MR-DC
Currently, the security control for one DRB (e.g. change the DRB IP for one DRB from enable to not enable) in NR is based on the reconfiguration with sync.

	integrityProtection

Indicates whether or not integrity protection is configured for this radio bearer.  The value of integrityProtection for a DRB can only be changed using reconfiguration with sync.

FFS: text to indicate where to find the key.


It means that the PDCP and RLC are re-established and MAC is reset and it will bring the data loss. There are some cases to update the UP security policy.
Case 1: update the security policy in the Path-Switch Acknowledge message
In TS33.501, it indicates the gNB may update the security policy after path switch procedure, and then the RRC reconfiguration with sync will performed again.
If the target gNB receives UE's UP security policy from the AMF in the Path-Switch Acknowledge message, the target gNB shall update the UE's UP security policy with the received UE's UP security policy. If UE's current UP confidentiality and/or UP integrity protection activation is different from the received UE's UP security policy, then the target gNB shall initiate intra-cell handover procedure which includes  RRC Connection Reconfiguration procedure to update the keys used in target gNB and reconfigure the DRBs to activate or de-activate the UP integrity/confidentiality as per the recived policy from AMF.
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Case 2: the more important service or “required” DRB IP service is coming

The security policy for one DRB IP can be “required, preferred or not needed”. The maximal aggregated DRB IP data rate is a UE capability to support the DRB IP. So if the security policy of one PDU session is “preferred”, then the gNB configures the DRB IP for the PDU session. If the PDU session with security policy “required” is coming, the gNB will conjure the DRB IP to the new PDU session and remove the DRB IP configuration for the old PDU session in order to not exceed the UE DRB IP data rate capability.

Based on the discussion above, there is a requirement to activate and deactivate the DRB IP in order to meet the security policy during RRC_CONNECTED state. So it is beneficial to study the activation and deactivation of the DRB IP or DRB cipher on the fly.
Proposal 6: study the activation and deactivation of the DRB IP or DRB cipher on the fly in MR-DC.
Issue 3: Counter check for MR-DC
In TS33.501, it is already agreed in SA3, the DRB configured with DRB IP will not perform the Counter check procedure.
The following procedure is used optionally by the gNB to periodically perform a local authentication. At the same time, the amount of data sent during the AS connection is periodically checked by the gNB and the UE for both up and down streams. If UE receives the Counter Check request, it shall respond with Counter Check Response message. Whenever user plane integrity protection is activated and used on a DRB, the procedure defined in this clause shall not be used for that particular DRB.
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Observation 2: the DRB configured with DRB IP will not perform the Counter check procedure in TS33.501.
Proposal 7: the DRB configured with DRB IP will not perform the Counter check procedure.
3. Conclusions:

Based on the discussion, we propose:

Proposal 1: the security architecture and the Key Hierarchy of EN-DC is baseline

For MR-DC, there are 4 open issues for security aspects 

Issue 1: security capability reporting
Observation 1: both the LTE security capability and NR security capability are reported in NR NAS.
Proposal 1：For NE-DC and NGEN-DC, LTE security capability and NR security capability depends on the UE reporting in NR NAS.

Issue 2: DRB IP supporting for MR-DC except EN-DC
Option 1: the eLTE in NE-DC and NG EN-DC will support the DRB IP due to the CN is 5GC and DRB PDCP is NR PDCP.

Option 2: the eLTE does not support the DRB IP but the PDU session requires DRB IP will only carried in the NR side.

Proposal 3: DRB IP is supported in MR-DC no matter the MN/SN is eTLE or not.
Proposal 4: The security policy should be forwarded to the SN, if the SN is allowed to control the DRB security activation or deactivation.
Proposal 5: The PDCP configuration will include the indication to enable the UP cipher and DRB IP respectively in both LTE spec and NR spec.
Issue 3: activation and deactivation of the DRB IP or DRB cipher on the fly in MR-DC

There are 2 cases to update the UP security policy:
Case 1: update the security policy in the Path-Switch Acknowledge message
Case 2: the more important service or “required” DRB IP service is coming

Proposal 6: study the activation and deactivation of the DRB IP or DRB cipher on the fly in MR-DC.
Issue 3: Counter check for MR-DC
Observation 2: the DRB configured with DRB IP will not perform the Counter check procedure in TS33.501.
Proposal 7: the DRB configured with DRB IP will not perform the Counter check procedure.
Based on the observation 1 and 2, the text proposal for 37.340 is provided in another paper.
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