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1.
Introduction

During the last RAN2 #103 meeting, SA3 has send a LS S3-182616 [1] to RAN2 and RAN3 to clarify that if separate SN counters are used for ENDC and LTE DC, it will lead to key re-use which is not acceptable form security point of view, and SA3 asked RAN to avoid sunch a key re-use issue by using a single counter value. In this contribution, we intend to discuss how RAN2 to handle counters for all MR-DC options and NR-NR DC to avoid key re-use issue, and the corresponding spec impact.
2. Discussion
In LTE, a scg-Counter is defined in TS36.331 for LTE DC, which is send to UE to derive S-KeNB used in LTE SN link. And later in R15, a sk-Counter is defined in TS36.331 for EN-DC, which is send to UE to derive S-KgNB used in NR SN link. However, since the derivation methods of these two kind of keys, i.e. S-KeNB and S-KgNB, are the same according to SA3 TS33.401 [2], if a UE is configured with LTE DC and EN-DC successively in the same PCell and if the counter values of scg-Counter and sk-Counter are the same, which is possible since in the current RAN spec, the two counters are configured and maintained separately, then the UE will use the same key in LTE SN and NR SN during LTE DC and NR DC, which is a key re-use issue. From SA3’s perspective, this issue can be avoided by defining only one counter for both of LTE DC and EN-DC in TS33.401. However, since the spec of TS36.331 for EN-DC has been frozen already, and in order to guarantee backward compatibility, we can only revise the procedure descriptions to ensure UE and network to maintain a same counter for LTE DC and EN-DC, even though the IEs are different. 
Observation 1: Key re-use issue may happen if scg-Counter and sk-Counter are configured and maintained seperately for one UE in one PCell.

Observation 2: Procedure descriptions need to be revised to avoid the key re-use issue, without changing the IEs of scg-Counter and sk-Counter in RAN spec, in order to keep backward compatibility.
In addition, the key re-use issue will not happen between DC options under EPC and 5GC, since for a UE, after changing CN type, e.g. CN relocation within the same PCell or inter-system HO, the master key will be changed even the PCell is not changed. That is, there is no requirements to use same counter for both DC operations under EPC and DC operations under 5GC. Therefore, we can discuss SN counter handling for DCs under EPC and under 5GC separately.
Observation 3: There is no constrain on using the same SN counter for all DC options under EPC and 5GC.
Firstly, we discuss how to avoid to configure a same SN counter value for LTE DC and EN-DC by using the same SN counter. In the latest version of TS36.331, a NOTE “NOTE 2: The network ensures that different values are used for the SCG counter and for the sk-Counter when deriving S-KgNB and/or S-KeNB from the same KeNB.” is added in 5.3.1.2 security. However, it is not clear how the network to ensure it. In case that the network makes a mistake and configures the same SN counter value to the UE for LTE DC and EN-DC, there should be a solution specified, at least to discover this situation from the UE side. . To enable this, the UE should check that network is not configuring a SN counter value used for the other DC option before. If one DC option is configured and released, the counter should be maintained in UE. And if UE is configured with the other DC option, it should check the new configured SN counter value, if the new configured SN counter value was used before, it should consider this is as an abnormal case. Usually, RRC reconfiguration failure in MCG will lead to RRC connection reestablishement, however, since this case is not related MCG link itself, the reestablishment is not nessesary. Therefore, in case of ENDC configuration, UE can handling this case align with SCG failure, by send a SCG failure report to the MN, indicating sk-Counter configuration failure by defining a new failure type “sk-CounterConfigFailure”. After MN receives this report, it will not transfer it to SN. In case of LTE DC configuration, UE can send a SCG failure report to the MN, indicating scg-Counter configuration failure by defining a new failure type “scg-CounterConfigFailure”.
Observation 4: How network to guarantee not to set the scg-Counter and sk-Counter for one UE with the same value is not clear. 
Proposal 1: UE should maintain SN counters after the DC option is released, and check the new configured SN counter to avoid re-use the same SN counter.

Proposal 2: In case of EN-DC configuration, if UE received a used counter value, it should send a SCG failure report to eNB with a new failure type.
Proposal 3: In case of LTE DC configuration, if UE received a used counter value, it should send a SCG failure report to eNB with a new failure type.
3. Conclusion
We discuss how RAN2 to handle counters for all MR-DC options and NR-NR DC to avoid key re-use issue, and have the following observation and proposals.
Observation 1: Key re-use issue may happen if scg-Counter and sk-Counter are configured and maintained seperately for one UE in one PCell.

Observation 2: Procedure descriptions need to be revised to avoid the key re-use issue, without changing the IEs of scg-Counter and sk-Counter in RAN spec, in order to keep backward compatibility.

Observation 3: There is no constrain on using the same SN counter for all DC options under EPC and 5GC.
 Observation 4: How network to guarantee not to set the scg-Counter and sk-Counter for one UE with the same value is not clear enough. 
Proposal 1: UE should maintain SN counters after the DC option is released, and check the new configured SN counter to avoid re-use the same SN counter.

Proposal 2: In case of EN-DC configuration, if UE received a used counter value, it should send a SCG failure report to eNB with a new failure type.

Proposal 3: In case of LTE DC configuration, if UE received a used counter value, it should send a SCG failure report to eNB with a new failure type.

In addition, we analyse the spec impact on TS36.331 and the corresponding CR is provided in [3].
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