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	Reason for change:
	The current version of TS 38.331 introduces features related to stand-alone (SA) operation. In clause 5.3.7.5, it says

1>
derive the KRRCenc key, the KRRCint, the KUPint key and the KUPenc key associated with the previously configured ciphering algorithm, as specified in TS 33.501 [11];

The integrity protection related keys – KRRCint and KUPint keys – cannot be derived using the ciphering algorithm as mentioned in the current specification. This has to be corrected such that the ciphering related keys – KRRCenc and KUPenc – are derived using the previously configured ciphering algorithm and the integrity protection related keys – KRRCint and KUPint keys – are derived using the previously configured integrity protection algorithm.

	
	

	Summary of change:
	Clarified that UE derives integrity protection related KRRCint and KUPint keys associated with the previously configured integrity protection algorithm.
Impact analysis

Impacted functionality:

Integrity protection key derivation during RRC Reestablishment

Inter-operability:

If the network is implemented according to the CR while the UE is not, integrity verification may fail.
If the UE is implemented according to the CR while the network is not, integrity verification may fail.

	
	

	Consequences if not approved:
	KRRCint and KUPint keys derivation is not possible based on ciphering algorithm.
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5.3.7.5 
Reception of the RRCReestablishment by the UE

The UE shall:

1>
stop timer T301;

1>
consider the current cell to be the PCell;

1>
store the nextHopChainingCount value indicated in the RRCReestablishment message;

1> update the KgNB key based on the current KgNB or the NH, using the stored nextHopChainingCount value, as specified in TS 33.501 [11];
1> derive the KRRCenc key and the KUPenc key associated with the previously configured ciphering algorithm, as specified in TS 33.501 [11];
1>
derive the KRRCint key and the KUPint key associated with the previously configured integrity protection algorithm, as specified in TS 33.501 [11];
1>
request lower layers to verify the integrity protection of the RRCReestablishment message, using the previously configured algorithm and the KRRCint key;

1>
if the integrity protection check of the RRCReestablishment message fails:

2>
perform the actions upon going to RRC_IDLE as specified in 5.3.11, with release cause 'other', upon which the procedure ends;

1>
configure lower layers to activate integrity protection using the previously configured algorithm and the KRRCint key immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
configure lower layers to apply ciphering using the previously configured algorithm, the KRRCenc key and the KUPenc key immediately, i.e., ciphering shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
submit the RRCReestablishmentComplete message to lower layers for transmission;

1>
the procedure ends;
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