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[bookmark: _Ref504493148]Introduction
In this contribution we discuss and propose changes and clarifications for some aspects of Rel-15 MO EDT, such as handling integrity check failure of the RRC message in Msg4, reliable delivery of data in Msg3, changes and update needed to properly capture agreements related to RRCConnectionReject and RRCConnectionRelease in TS 36.331, as well as the definition of EDT. An RRC CR capturing some of the proposed changes is provided in [1].
[bookmark: _Ref178064866]Discussion
Failure of integrity check of RRC message in EDT Msg4
In last RAN2 meeting, the integrity check of RRC message in Msg4, i.e., the RRCConnectionRelease or RRCConnectionResume is handled by a newly introduced subclause 5.3.3.16 in TS 36.331 [2]:
5.3.3.16	Integrity check failure from lower layers while T300 is running for UP-EDT
The UE shall:
1>	upon receiving integrity check failure indication from lower layers concerning SRB1 or SRB2 while T300 is running for UP-EDT:
2> discard the stored UE AS context and resumeIdentity;
2> perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'other';
What remains is how to ensure that the UE always performs actions in this new subclause upon failure of integrity check of RRC message in Msg4. This is because in case of failure, the conditions (i.e., AS security activated and integrity check failure indication from lower layers) for the UE to initiate the connection re-establishment procedure specified in 5.3.7.2 are also met. 
[bookmark: _Toc518998443]5.3.7.2	Initiation
The UE shall only initiate the procedure either when AS security has been activated or for a NB-IoT UE supporting RRC connection re-establishment for the Control Plane CIoT EPS optimisation. The UE initiates the procedure when one of the following conditions is met:
1>	upon detecting radio link failure, in accordance with 5.3.11; or
1>	upon handover failure, in accordance with 5.3.5.6; or
1>	upon mobility from E-UTRA failure, in accordance with 5.4.3.5; or
1>	upon integrity check failure indication from lower layers concerning SRB1 or SRB2; or
1>	upon an RRC connection reconfiguration failure, in accordance with 5.3.5.5; or
1>	upon an RRC connection reconfiguration failure, in accordance with TS38.331 [82, 5.3.5.5].
It is therefore proposed to make change to the re-establishment procedure to exclude the UP-EDT case. Our proposed changes are detailed in [1].
[bookmark: _Toc525886710]Failure of integrity check of RRC message in UP-EDT Msg4 can trigger the connection re-establishment procedure.
[bookmark: _Toc525886703]Update the connection re-establishment procedure in TS 36.331, clause 5.3.7.2 to exclude case of integrity check failure concerning SRB1 in UP-EDT.
Delivery of UL data in Msg3 
In UP-EDT, in case the RLC does not poll a status report for the DRB SDU in Msg3, the PDCP may discard UL data based on the PDCP discardTimer. If the UE polls for RLC ACK, the UE may discard user data without considering if the RLC ACK is from a legitimate eNB or not. This is because the discard is determined without considering the integrity verification of the RRC message in Msg4, i.e., RRCConnectionRelease with suspend indication or RRCConnectionResume sent over SRB1. The failure of integrity check of the RRC message in Msg4, i.e., bad PDCP MAC-I may be because Msg4 was not sent from a legitimate eNB, that in turn implies that user data in Msg3 was not successfully delivered to a legitimate eNB.
[bookmark: _Toc525886711]UE may discard DRB data without knowing whether it was successfully delivered to a legitimate eNB.
Thus, UL data in Msg3 should only be considered successfully delivered if the UE receives an RRCConnectionRelease or RRCConnectionResume in Msg4 with successful integrity protection check.
[bookmark: _Toc525886704]UL data in Msg3 is only considered successfully delivered if the integrity check of RRC message in Msg4 is successful.
RRCConnectionReject
It was agreed to have the RRCConnectionReject message on CCCH unprotected.
 - RRCConnectionReject message is sent in CCCH (SRB0)
This means the message is sent unprotected even after the security has been activated for a UE that has initiated EDT. However, the UE initiated EDT and activated security before Msg3 transmission, i.e., SRB1/bis and security are already up, but the network sends the RRCConnectionReject message on CCCH unprotected. Currently, (in table in TS36.331), the reject message cannot be sent unprotected after the security activation. Thus, it is proposed to update the table to exclude the case of UP-EDT.
[bookmark: _Toc525886705]Update the table of protection of RRC messages to capture that RRCConnectionReject can be sent unprotected after security activation in UP-EDT.
RRCConnectionRelease
Currently, in TS 36.331 v15.3.0 [2], the two cases of release in UP-EDT, i.e., with and without suspend indication are not included in the description of RRC connection release in section 5.3.8.1. This should be updated. Our proposed changes are detailed in [1].
[bookmark: _Toc525886706]Update the description of RRC connection release in section 5.3.8.1 to include the completion of UP-EDT.
Definition of EDT 
In previous meeting, the discussion about the definition of EDT was deferred, i.e., RIL E102 [4]. It is desirable to revisit the current definition of EDT in [2] and [3]:
Early Data Transmission: Allows one uplink data transmission optionally followed by one downlink data transmission during the random access procedure as specified in TS 36.300 without establishing or resuming the RRC connection. The S1 connection is established or resumed upon reception of the uplink data and may be released or suspended after transmission of the downlink data. Early data transmission refers to both CP-EDT and UP-EDT.
We think the underlined text above does not fully reflect what the EDT is. First, it has been agreed to have the description of both CP-EDT and UP-EDT procedures in section 5.3.3 RRC connection establishment in TS36.331 together with RRC connection establishment/resumption procedures.
Second, it is clear that the UP-EDT procedure is not possible without resuming a suspended RRC connection. Meanwhile, the CP-EDT procedure may also setup an RRC connection as a result. If the network decides to move a UE sending early data in Msg3 using CP-EDT to RRC_CONNECTED mode, the connection establishment should be considered as initiated by CP-EDT. That is, the successful EDT procedure can be considered as a special connection establishment/resumption that is immediately released before being fully established/resumed. 
[bookmark: _Toc522296019][bookmark: _Toc525886712]UP-EDT procedure is not possible without the RRC connection resumption. CP-EDT procedure may result in setting up an RRC connection.
Therefore, we propose that the underlined text in the definition above should be removed or updated to avoid the possible confusion. Some alternatives are suggested as below.
[bookmark: _Toc522296020][bookmark: _Toc525886707]Update the definition of EDT by either:
a. [bookmark: _Toc522296021][bookmark: _Toc525886708]Removing the text “without establishing or resuming the RRC connection” or
b. [bookmark: _Toc522296022][bookmark: _Toc525886709]Replacing “without establishing or resuming the RRC connection” with “after which the RRC connection can be immediately released”
[bookmark: _Toc513462598][bookmark: _Toc513462730][bookmark: _Toc513462743][bookmark: _Toc513462775][bookmark: _Toc513462891][bookmark: _Toc513462979][bookmark: _Toc513463011][bookmark: _Toc513463043][bookmark: _Toc513463136][bookmark: _Toc513463180][bookmark: _Toc513463740][bookmark: _Toc513463753][bookmark: _Toc513462599][bookmark: _Toc513462731][bookmark: _Toc513462744][bookmark: _Toc513462776][bookmark: _Toc513462892][bookmark: _Toc513462980][bookmark: _Toc513463012][bookmark: _Toc513463044][bookmark: _Toc513463137][bookmark: _Toc513463181][bookmark: _Toc513463741][bookmark: _Toc513463754]Conclusion
In section 2 we made the following observations:
Observation 1	Failure of integrity check of RRC message in UP-EDT Msg4 can trigger the connection re-establishment procedure.
Observation 2	UE may discard DRB data without knowing whether it was successfully delivered to a legitimate eNB.
Observation 3	UP-EDT procedure is not possible without the RRC connection resumption. CP-EDT procedure may result in setting up an RRC connection.

Based on the discussion in section 2 we propose the following:
Proposal 1	Update the connection re-establishment procedure in TS 36.331, clause 5.3.7.2 to exclude case of integrity check failure concerning SRB1 in UP-EDT.
Proposal 2	UL data in Msg3 is only considered successfully delivered if the integrity check of RRC message in Msg4 is successful.
Proposal 3	Update the table of protection of RRC messages to capture that RRCConnectionReject can be sent unprotected after security activation in UP-EDT.
Proposal 4	Update the description of RRC connection release in section 5.3.8.1 to include the completion of UP-EDT.
Proposal 5	Update the definition of EDT by either:
a.	Removing the text “without establishing or resuming the RRC connection” or
b.	Replacing “without establishing or resuming the RRC connection” with “after which the RRC connection can be immediately released”
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