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	RRCConnectionResume message includes sk-Counter only defined for EN-DC, but it should be extended to be used also for NG-EN-DC.

	
	

	Summary of change:
	5.3.1.2	Security
- Add NG-EN-DC behavior description for security.

6.2.2 Message definitions
- Change field description of sk-Counter in RRCConnectionResume to extend it to be used also for NG-EN-DC.
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[bookmark: _Toc510531476]5.3.1.2	Security
<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<Omitted unchanged parts >>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>
In case of EN-DC or NGEN-DC, the network indicates whether the UE shall use either KeNB or S-KgNB for a particular DRB. S-KgNB is derived in the same way as S-KeNB as defined in 33.501[86], uses a different counter (sk-Counter) and is used only for DRBs using NR PDCP. Whenever there is a need to refresh S-KgNB, e.g. upon change of MN or SN, the NR SCG reconfiguration with sync and key change is used (see 5.3.1.1). E-UTRAN provides a UE configured with EN-DC or NGEN-DC with an sk-Counter even when no DRB is setup using S-KgNB i.e. to facilitate configuration of SRB3. The same ciphering algorithm is used for all radio bearers using the same key (i.e. KeNB or S-KgNB). Likewise, the same integrity algorithm is used for all SRBs using the same key. Although NR RRC uses different values for the security algorithms than E-UTRA, the actual algorithms are the same in case of EN-DC in this version of the specification. Hence, for such algorithms, the security capabilities supported by a UE are consistent across these RATs. For NGEN-DC, the values for the security algorithms are signalled using E-UTRA RRC for the MN, and using NR RRC for the SN.
<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<Omitted unchanged parts >>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>
END OF FIRST CHANGE

START OF SECOND CHANGE
6.2.2	Message definitions
[bookmark: _Toc510531498]–	RRCConnectionResume
	RRCConnectionReconfiguration field descriptions

	sk-Counter
A one-shot counter used upon initial configuration of security for EN-DC and NGEN-DC, as well as upon refresh of S-KgNB or KSN. E-UTRAN provides this field upon configuring EN-DC or NGEN-DC to facilitate configuration of SRB3.
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