Page 4
Draft prETS 300 ???: Month YYYY
[bookmark: _GoBack]3GPP TSG-RAN WG2 Meeting #103bis	     R2-1814077
Chengdu, PRC, 8-12 October 2018

Agenda Item:	10.4.1.3.6
Source:	Ericsson
Title:	Cell ID in MAC-I calculation at Resume and Re-establish
Document for: Decision

1	Introduction
Currently the targetCellIdentity is used for calculation of the resumeMAC-I and shortMAC-I in 3GPP TS 38.331 v15.3.0. It is however not clear which targetCellIdentity should be used. The target system information may contain multiple cell identities which are associated with different PLMNs. In LTE this was solved by always using the legacy Rel-8 cell identity, but this is not possible for NR where the cell identifiers are part of the PLMN-IdentityInfoList. 
This paper analyses this issue and proposed a way forward which is captured in CR R2-1814078.
2 	Discussion
The purpose of including the target cell identity in the MAC-I calculation is to bind the MAC-I to the target cell to prevent that the message containing the MAC-I can be replayed in a different cell.
[bookmark: _Toc525806226]The purpose of including the target cell identity in the MAC-I calculation is to bind the MAC-I to the target cell to prevent that the message containing the MAC-I can be replayed in a different cell.
For this purpose, it is enough that the input is unique for the target cell to reduce the risk that the same MAC-I would be generated in a different cell. In general, it should be possible for the UE performing the resume or reestablishment to either:
1. [bookmark: _Hlk525564523]Use the cell identifier associated with the first PLMN in the PLMN-IdentityInfoList
2. Use the cell identifier associated with the PLMN that the UE is connecting to or is registered I.e. selectedPLMN-Identity).
The first solution is more similar to LTE, where the Rel-8 cell identity is used. The advantage of this solution is that the cell identifier is known both in the target and source node making it easy to verify the UE security token. 
In the second solution the network may not know when receiving the RRCResumeRequest or RRCReestablishmentRequest which PLMN the UE is connecting to, and thus not know which cell identifier the UE used in the MAC-I calculation. Support this case would complicate the solution since:
· The target RAN node needs to transfer all cell identifiers to the source RAN node since it does not know which cell identifier the UE is using.
· Similar, the source RAN may need to handle (forward, verify) multiple security token in cases there is any ambiguity which target PLMN the UE is selecting in the target cell. 
In our view alternative 1 is preferred since it is less complex and in line with current RAN3 assumption to only transfer one cell identifier over Xn.
[bookmark: _Toc525566483][bookmark: _Toc525566520][bookmark: _Toc525566829][bookmark: _Toc525806232]The UE should use the cell identifier associated with the first PLMN in the PLMN-IdentityInfoList as input to the resumeMAC-I and shortMAC-I calculation.
3 	Potential security issues due to multiple cell identifiers
Since multiple cell identifiers are used in the target cell for resume and re-establishment there is a risk that the same target cell identifier is reused in different parts of the network. Example cases could include:
· UE is moving to a different PLMN which uses the same cell identity as the source PLMN. 
· UE is moving into a shared RAN node where the current PLMN is not the first PLMN on the PLMN-IdentityInfoList meaning there is a risk that the cell identity of the first PLMN is the same as a cell identiy in the current PLMN. 
In order to prevent such issues, it would be beneficial to use the global cell identifier (PLMN identifier + cell identifier) as input to the the resumeMAC-I and shortMAC-I which would always be unique.
[bookmark: _Toc525566480][bookmark: _Toc525566826][bookmark: _Toc525806227]Since multiple cell identifiers are used in the target cell for resume and re-establishment there is a risk that the same target cell identifier is reused in different parts of the network.
[bookmark: _Toc525566484][bookmark: _Toc525566521][bookmark: _Toc525566830][bookmark: _Toc525806233][bookmark: _Hlk525566479][bookmark: _Toc525566485]The PLMN identifier associated with the cell identifier should be added to the input parameters for the resumeMAC-I and shortMAC-I calculation to ensure that the same input is not reused across the network.
[bookmark: _Toc525566522][bookmark: _Toc525566831][bookmark: _Toc525806234]Agree to CR R2-1814078 capturing the two previous agreement. 
[bookmark: _Toc525566486][bookmark: _Toc525566523][bookmark: _Toc525566832][bookmark: _Toc525806235]Send LS to SA3 to confirm that adding PLMN identifier avoids the issue of non-unique cell identifier as input to the resumeMAC-I and shortMAC-I.
4 	Conclusion
In section 2 we made the following observations:
Observation 1	The purpose of including the target cell identity in the MAC-I calculation is to bound the MAC-I to the target cell to prevent that the message containing the MAC-I can be replayed in a different cell.
Observation 2	Since multiple cell identifiers are used in the target cell for resume and re-establishment there is a risk that the same target cell identifier is reused in different parts of the network.

Based on the discussion in section 2 we propose the following:
Proposal 1	The UE should use the cell identifier associated with the first PLMN in the PLMN-IdentityInfoList as input to the resumeMAC-I and shortMAC-I calculation.
Proposal 2	The PLMN identifier associated with the cell identifier should be added to the input parameters for the resumeMAC-I and shortMAC-I calculation to ensure that the same input is not reused across the network.
Proposal 3	Agree to CR R2-1814078 capturing the two previous agreement.
Proposal 4	Send LS to SA3 to confirm that adding PLMN identifier avoids the issue of non-unique cell identifier as input to the resumeMAC-I and shortMAC-I.
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