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Introduction
RAN2 previously discussed [1] whether security is needed for RRC connection release and for which scenarios and sent an LS to SA3 [2] seeking clarification.  SA3 responded in [3].  This document analyses further aspects related to RAN2 based on the SA3 LS on RRC Release.  
Discussion
SA3 in their LS response did not give a specific yes/no answer on whether RRC release should be sent secure.  However, they did provide their assumptions on impact on the “UE service” and requested RAN2 to take the final decision based on the validity of their assumptions.
SA3 in their LS [3] mentioned:
SA3 understanding is that when the UE receives such RRC connection release with any of the above mentioned information, the UE will use the included information to make a decision that impacts the UE service, e.g., UE can be redirected to another technology access network, UE’s list of dedicated frequencies priorities can be impacted, etc.
[..]
SA3 finds it necessary for RAN2 to ensure that RRC connection release message is at least integrity protected.
The “information” referenced in the SA3 LS was based on the information that could be provided to the UE in RRC release as indicated in RAN2 LS [2]:
Re-direction, Dedicated frequency reselection priorities, De-prioritisation of RAT/ frequency
Given that these fields impact “UE service” it is proposed to ensure that integrity protection is used before these fields are applied by the UE.  
Proposal #1: Security is required for RRC connection release carrying Re-direction, Dedicated frequency reselection priorities, De-prioritisation information.  
Further SA3 asked RAN2:
SA3 kindly requests RAN2 to inform SA3 if there is any scenario in which the network sends RRC Connection Release to the UE without any of the above three pieces of information.
There could be scenarios where AS security is not activated when RRC connection Release is sent to the UE.  This could for example be for NAS registration or other NAS signalling that does not result in an establishment of a DRB.  
There could also be scenarios where RAN may decide to provide some of these configurations based on RAN decisions even for these procedures.  The trigger for deprioritisation in RAN is based on RAN overload.  Carrier prioritisation for Slicing is based on dedicated priorities to keep UE on a frequency layer based on its slicing requirements.
Observation #1: RAN node needs UE security context in order to provide information such as dedicated priority for Slicing in RRC Release 
Since CN is not aware of when RAN may decide to send these fields, it is necessary for RAN to have the UE security context for all scenarios, even for NAS registration requests not involving DRB.  Further, to populate these fields other information of the UE context may be considered by RAN node.
Proposal #2: Send LS to CT1 and RAN3 to request CN to provide the UE context including AS security context for all scenarios including those not involving DRB setup to allow RAN to establish security before performing RRC release. 
On the other hand, RAN may not see a need to signal any of these fields in certain scenarios.  For these scenarios, RAN may send the RRC release without activating security.
Proposal #3: Specifications should support also RRC Release without AS security activation.
UE action on RRC release
[bookmark: _GoBack]In order to support a combination of proposal 1 and 3, where RRC connection release may be provided with security when these fields are not present and has to be provided with security when these are present, the UE has to be able to process the message even when received without security.   However, UE should not act on any of the fields in RRC release if they are received before security activation.  
If RRC Release message is received by UE without security after security activation, the PDCP layer in the UE will discard the message.  Hence no further specific action is needed for this case.
Given the SA3 requirements, it can be seen that it is a bad network implementation or a fraud network that sends these additional fields before security activation.  
Observation #2: it is a bad network implementation or a fraud network that sends these additional fields in RRC release before security activation
In either of these cases, it is best to release the RRC connection if UE receives a RRC release message with these fields before security activation.
Proposal #4: UE shall release with RRC connection but ignore the additional fields if included in an RRC release message received before security activation.
Summary and proposals
This document discussed the SA3 LS on security requirements for RRC release.  It considered the impact to RAN protocols from providing security for the transfer of information impacting UE service in RRC Release.  The following proposals and observations were made:
Proposal #1: Security is required for RRC connection release carrying Re-direction, Dedicated frequency reselection priorities, De-prioritisation information.  
Observation #1: RAN node needs UE security context in order to provide information such as dedicated priority for Slicing in RRC Release 
Proposal #2: Send LS to CT1 and RAN3 to request CN to provide the UE context including AS security context for all scenarios including those not involving DRB setup to allow RAN to establish security before performing RRC release. 
Proposal #3: Specifications should support also RRC Release without AS security activation.
Observation #2: it is a bad network implementation or a fraud network that sends these additional fields in RRC release before security activation
Proposal #4: UE shall release with RRC connection but ignore the additional fields if included in an RRC release message received before security activation.
A CR based on the above proposals is provided in [4].
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