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	Reason for change:
	RIL I774:
We already agreed to use old KRRCint Key to calculate MAC-I in MSG3 for resume procedure, that means the UE will have two sets of Keys in resume procedure;

However it is unclear how the UE handles two sets of keys (the old key shall be deleted when the UE AS context is deleted since it is part of UE AS context);

· in 5.3.15.2, if the UE receives RRCReject message, the handling on reject message

2>  discard the security context including the KRRCenc key, the KRRCint, the KUPint key and the KUPenc key;

· For the scenario, when exchanging RRCResumeRequest -> RRCReject -> RRCResumeRequest, it is unclear which “KRRCint key” the UE shall use for short MAC-I calculation since the UE has discarded the security context including KRRCint key.
· In addition, upon reception of RRCRelease message, the UE stores NCC provided in suspendConfig first, and then updates the security context. Therefore it is unclear whether NCC is replaced or not;
To our understanding:

· the old keys stored security context in UE AS context will be deleted upon entering RRC_CONNECTED (which means upon reception of RRCConnectionResume), or upon entering RRC_IDLE (since UE AS context will be deleted);
· the UE stores current UE AS context only when entering the INACTIVE (which means that the new keys are finally stored);
·  the new key shall be deleted upon entering RRC_IDLE (e.g. due to resume failure, cell reselection upon resume procedure)/ receiving reject message;



	
	

	Summary of change:
	1 Current security context and new NCC provided in suspendConfig shall be stored upon receiving RRCRelease with suspendConfig (as captured in 5.3.8.3)

2 Newly derived key shall be deleted upon reception of RRCReject message or entering RRC_IDLE as response to resume request(as captured in sections 5.3.11 and 5.3.15.2);

3 Upon transmission of RRCResumeRequest, UE derives the new key instead of updating original key (as captured in section 5.3.13.3);

Impact Analysis:
Impacted functionality: 

Security key handling for INACTIVE

Inter-operability:

1. If the network is implemented according to the CR and the UE is not, the mismatch between the network and the UE on security context may happen.
2. If the UE is implemented according to the CR and the network is not, the mismatch between the network and the UE on security context may happen.


	
	

	Consequences if not approved:
	The mismatch between the network and the UE on security context may happen since the security keys handling is unclear.
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	1st Text Proposal Change 


5.3.8.3
Reception of the RRCRelease by the UE

The UE shall:

1>
delay the following actions defined in this sub-clause 60ms from the moment the RRCRelease message was received or optionally when lower layers indicate that the receipt of the RRCRelease message has been successfully acknowledged, whichever is earlier;

1>
stop timer T320, if running;

1>
if the RRCRelease message includes redirectedCarrierInfo indicating redirection to eutra:

2>
if cnType is included:

3>
 the received cnType is provided to upper layers; 

NOTE:
Handling the case if the E-UTRA cell selected after the redirection does not support the core network type specified by the cnType, is up to UE implementation.

1>
if the RRCRelease message includes the cellReselectionPriorities:

2>
store the cell reselection priority information provided by the cellReselectionPriorities;

2>
if the t320 is included:

3>
start timer T320, with the timer value set according to the value of t320;

1>
else:

2>
apply the cell reselection priority information broadcast in the system information;

1>
if deprioritisationReq is included:

2>
start or restart timer T325 with the timer value set to the deprioritisationTimer signalled;

2>
store the deprioritisationReq until T325 expiry;

1>
if the RRCRelease includes suspendConfig:

2> apply the received suspendConfig;  
2> store fullI-RNTI, shortI-RNTI,  t380 and ran-PagingCycle provided in suspendConfig; 
2>
reset MAC;

2>
re-establish RLC entities for SRB1;

2>
if the RRCRelease message with suspendConfig was received in response to an RRCResumeRequest or an RRCResumeRequest1:

3> stop the timer T319 if running;

3> replace any previously stored security context with current security context and nextHopChainingCount provided in the suspendConfig;

3> replace the previously stored C-RNTI with the temporary C-RNTI in the cell the UE has received the RRCRelease message;

3> replace the previously stored cellIdentity with the cellIdentity of the cell the UE has received the RRCRelease message;

3> replace the previously stored physical cell identity with the physical cell identity of the cell the UE has received the RRCRelease message;

2>
else:

3> store the UE AS Context including the current RRC configuration, the current security context, nextHopChainingCount provided in the suspendConfig, the PDCP state including ROHC state, SDAP configuration, C-RNTI used in the source PCell, the cellIdentity and the physical cell identity of the source PCell;

2>
suspend all SRB(s) and DRB(s), except SRB0;

2>
start timer T380, with the timer value set to t380;

2>
indicate the suspension of the RRC connection to upper layers;

2> enter RRC_INACTIVE and perform procedures as specified in TS 38.304 [21]

1>
else

2>
perform the actions upon going to RRC_IDLE as specified in 5.3.11, with the release cause ‘other’.

Editor’s Note: FFS Whether there needs to be different release causes and actions associated. 
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5.3.11
UE actions upon going to RRC_IDLE

UE shall:

1>
reset MAC;

1>
stop all timers that are running except T320 and T325;

1>
discard any stored AS context, fullI-RNTI, shortI-RNTI-Value, ran-PagingCycle and ran-NotificationAreaInfo;

1>
discard the AS security context including the KgNB, the KRRCenc key, the KRRCint, the KUPint key and the KUPenc key derived in accordance with 5.3.13.3, if stored;

1>
release all radio resources, including release of the RLC entity, the MAC configuration and the associated PDCP entity and SDAP for all established RBs;

1>
indicate the release of the RRC connection to upper layers together with the release cause;

1>
enter RRC_IDLE and perform procedures as specified in TS 38.304 [21], except if going to RRC_IDLE was triggered by reception of the MobilityFromNRCommand message or by selecting an inter-RAT cell while T311 was running.
	3rd Text Proposal Change 


5.3.13.3
Actions related to transmission of RRCResumeRequest or RRCResumeRequest1 message

The UE shall set the contents of RRCResumeRequest or RRCResumeRequest1 message as follows:

1>
if field useFullResumeID is signalled in SIB1:

2>
select RRCResumeRequest1 as the message to use;

2>
set the resumeIdentity to the stored fullI-RNTI value;

1>
else:

2>
select RRCResumeRequest as the message to use;

2>
set the shortResumeIdentity to the stored shortI-RNTI value;

1>
set the resumeCause in accordance with the information received from upper layers or from AS layer;

1>
set the resumeMAC-I to the 16 least significant bits of the MAC-I calculated:

2>
over the ASN.1 encoded as per section 8 (i.e., a multiple of 8 bits) VarResumeMAC-Input;

2>
with the KRRCint key and the previously configured integrity protection algorithm; and

2>
with all input bits for COUNT, BEARER and DIRECTION set to binary ones;

Editor’s Note: FFS Additional input to VarResumeMAC-Input (replay attacks mitigation).

1>
restore the RRC configuration and security context from the stored UE AS context except the cellGroupConfig;

1>
derive the KgNB key based on the current KgNB or the NH, using the stored nextHopChainingCount value, as specified in TS 33.501 [11];

1>
derive the KRRCenc key, the KRRCint, the KUPint key and the KUPenc key;

1>
configure lower layers to apply integrity protection for all radio bearers except SRB0 using the previously configured algorithm and the KRRCint key and KUPint key derived in this subclause immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE;

NOTE 1:
Only DRBs with previously configured UP integrity protection shall resume integrity protection.

1>
configure lower layers to apply ciphering for all radio bearers except SRB0 and to apply the previously configured ciphering algorithm, the KRRCenc key and the KUPenc key derived in this subclause, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE;

1>
restore the PDCP state and re-establish PDCP entities for SRB1;

1>
resume SRB1;

1> submit the selected message RRCResumeRequest or RRCResumeRequest1 for transmission to lower layers.

NOTE 2:
Only DRBs with previously configured UP ciphering shall resume ciphering.

If lower layers indicate an integrity check failure while T319 is running, perform actions specified in 5.3.13.5.

The UE shall continue cell re-selection related measurements as well as cell re-selection evaluation. If the conditions for cell re-selection are fulfilled, the UE shall perform cell re-selection as specified in 5.3.13.6.
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5.3.15.2
Reception of the RRCReject by the UE

The UE shall:

1>
stop timer T300, if running; 
1>
stop timer T319, if running;

1>
reset MAC and release the MAC configuration;

1>
start timer T302, with the timer value set to the waitTime;

1>
set the variable pendingRnaUpdate to 'FALSE';

1>
if RRCReject is received in response to a request from upper layers:

2>
inform the upper layer that access barring is applicable for all access categories except categories ‘0’and '2';

1>
if RRCReject is received in response to an RRCSetupRequest:

2>
inform upper layers about the failure to setup the RRC connection, upon which the procedure ends;

1>
if RRCReject is received in response to an RRCResumeRequest or an RRCResumeRequest1:

2>
if resume is triggered by upper layers: or 

2>
inform upper layers about the failure to resume the RRC connection;

Editor’s Note: FFS In which cases upper layers are informed that a resume failure occurred upon the reception of RRC Reject.

2>
if resume is triggered by RRC:

3>
set the variable pendingRnaUpdate to 'TRUE';

2>
discard the KgNB,the KRRCenc key, the KRRCint, the KUPint key and the KUPenc key derived in accordance with 5.3.13.3;

2>
suspend SRB1, upon which the procedure ends;

Editor’s Note: FFS Handling of timer T380 upon Reject e.g. stop, re-start, etc.

The RRC_INACTIVE UE shall continue to monitor paging while the timer T302 is running. 
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