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	Other comments:
	


5.3.8.3
Reception of the RRCRelease by the UE

The UE shall:

1>
delay the following actions defined in this sub-clause 60ms from the moment the RRCRelease message was received or optionally when lower layers indicate that the receipt of the RRCRelease message has been successfully acknowledged, whichever is earlier;

1>
stop timer T320, if running;

1> if the security is not activated, perform the actions upon going to RRC_IDLE as specified in 5.3.11 with the release cause ‘other’ upon which the procedure ends;
1>
if the RRCRelease message includes redirectedCarrierInfo indicating redirection to eutra:

2>
if cnType is included:

3>
 the received cnType is provided to upper layers; 

NOTE:
Handling the case if the E-UTRA cell selected after the redirection does not support the core network type specified by the cnType, is up to UE implementation.

1>
if the RRCRelease message includes the cellReselectionPriorities:

2>
store the cell reselection priority information provided by the cellReselectionPriorities;

2>
if the t320 is included:

3>
start timer T320, with the timer value set according to the value of t320;

1>
else:

2>
apply the cell reselection priority information broadcast in the system information;

1>
if deprioritisationReq is included:

2>
start or restart timer T325 with the timer value set to the deprioritisationTimer signalled;

2>
store the deprioritisationReq until T325 expiry;

1>
if the RRCRelease includes suspendConfig:

2> apply the received suspendConfig;  
2> store fullI-RNTI, shortI-RNTI, nextHopChainingCount, t380 and ran-PagingCycle provided in suspendConfig; 
2>
reset MAC;

2>
re-establish RLC entities for SRB1;

2>
if the RRCRelease message with suspendConfig was received in response to an RRCResumeRequest or an RRCResumeRequest1:

3> stop the timer T319 if running;

3> replace any previously stored security context with newly received security context in the suspendConfig;

3> replace the previously stored C-RNTI with the temporary C-RNTI in the cell the UE has received the RRCRelease message;

3> replace the previously stored cellIdentity with the cellIdentity of the cell the UE has received the RRCRelease message;

3> replace the previously stored physical cell identity with the physical cell identity of the cell the UE has received the RRCRelease message;

2>
else:

3> store the UE AS Context including the current RRC configuration, the current security context, the PDCP state including ROHC state, SDAP configuration, C-RNTI used in the source PCell, the cellIdentity and the physical cell identity of the source PCell;

2>
suspend all SRB(s) and DRB(s), except SRB0;

2>
start timer T380, with the timer value set to t380;

2>
indicate the suspension of the RRC connection to upper layers;

2> enter RRC_INACTIVE and perform procedures as specified in TS 38.304 [21]

1>
else

2>
perform the actions upon going to RRC_IDLE as specified in 5.3.11, with the release cause ‘other’.

Editor’s Note: FFS Whether there needs to be different release causes and actions associated. 
	****Next Change ****


B.1
Protection of RRC messages (informative)

The following list provides information which messages can be sent (unprotected) prior to security activation and which messages can be sent unprotected after security activation. Those messages indicated "-" in "P" column should never be sent unprotected by gNB or UE. Further requirements are defined in the procedural text.

P…Messages that can be sent (unprotected) prior to security activation

A - I…Messages that can be sent without integrity protection after security activation

A - C…Messages that can be sent unciphered after security activation

NA… Message can never be sent after security activation

	Message
	P
	A-I
	A-C
	Comment

	DLInformationTransfer
	+
	-
	-
	

	LocationMeasurementIndication
	-
	-
	-
	

	MIB
	+
	+
	+
	

	MeasurementReport
	-
	-
	-
	Measurement configuration may be sent prior to security activation. But: In order to protect privacy of UEs, MEASUREMENT REPORT is only sent from the UE after successful security activation.

	Paging
	+
	+
	+
	

	RRCReconfiguration
	+
	-
	-
	The message shall not be sent unprotected before security activation if it is used to perform handover or to establish SRB2 and DRBs

	RRCReconfigurationComplete
	+
	-
	-
	Unprotected, if sent as response to RRCConnectionReconfiguration which was sent before security activation

	RRCReestablishment
	-
	-
	+
	Integrity protection applied, but no ciphering.

	RRCReestablishmentComplete
	-
	-
	-
	

	RRCReestablishmentRequest
	-
	-
	+
	This message is not protected by PDCP operation. However, a short MAC-I is included.

	RRCReject
	+
	NA
	NA
	

	RRCRelease
	+
	-
	-
	Justification for P: If the RRC connection only for signalling not requiring DRBs or ciphered messages, or the signalling connection has to be released prematurely, this message is sent as unprotected.  RRCRelease message sent before security activation cannot include deprioritisationReq, suspendConfig, redirectedCarrierInfo, cellReselectionPriorities information fields 

	RRCRequest
	+
	NA
	NA
	

	RRCResume
	-
	-
	-
	

	RRCResumeRequest
	-
	-
	+
	This message is not protected by PDCP operation. However, a short MAC-I is included.

	RRCResumeComplete
	-
	-
	-
	

	RRCSetup
	+
	NA
	NA
	

	RRCSetupComplete
	+
	NA
	NA
	

	RRCSystemInfoRequest
	+
	NA
	NA
	

	SecurityModeCommand
	+
	NA
	NA
	Integrity protection applied, but no ciphering (integrity verification done after the message received by RRC)

	SecurityModeComplete
	-
	NA
	NA
	Integrity protection applied, but no ciphering. Ciphering is applied after completing the procedure.

	SecurityModeFailure
	+
	NA
	NA
	Neither integrity protection nor ciphering applied.

	SystemInformation
	+
	+
	+
	

	SIB1
	+
	+
	+
	

	UECapabilityEnquiry
	+
	-
	-
	

	UECapabilityInformation
	+
	-
	-
	

	ULInformationTransfer
	+
	-
	-
	


