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	Reason for change:
	1) In the current procedure texts of DRB release and SRB release (subclause 5.3.5.6.2 and 5.3.5.6.4), it is not entirely clear whether UE releases drb-Identity and srb-Identity. If UE does not release, UE may consider them as the current UE configuration and may not perform the subsequent DRB/SRB addition with the same identity.

2) The current RRC spec (subclause 5.3.5.6.5) has a note (taken from LTE spec) for restriction that the RB removal and add with the same RB-ID in the same RRC message is not allowed other than full configuration case. Since the normative texts can support and it is up to NW implementation how to handle the possible issues by allowing it, the NW handling shoud be allowed. For example, NW can trigger security key change at the same time to guarantee that the security inputs are unique for each PDCP SDU and reconfiguraionWithSync to avoid the ambiguity on old and new data in the receiving side. On this point, following agreements were made on the NOTE in subclause 5.3.5.6.5 in RAN2#103bis:

=>
The note can be removed

=>
The text " When a radio bearer is removed (including via full configuration) and added with the same drb-Identity in a single RRC reconfiguration message or in different RRC reconfiguration messages, the network should ensure that the different security key is used for the newly added radio bearer." should be added and can be discussed offline to find the most appropriate location. Final details of the text can also be discussed
Since the text in the second agreeemnt seems the general security requirement, it could be clarified in the corresponding parts in the RRC spec (subclause 5.3.1.2).
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5.3.1.2
Security

AS security comprises of the integrity protection and ciphering of RRC signalling (SRBs) and user data (DRBs).

RRC handles the configuration of the security parameters which are part of the AS configuration: the integrity protection algorithm, the ciphering algorithm, if integrity and/or ciphering is enabled for a DRB and two parameters, namely the keySetChangeIndicator and the nextHopChainingCount, which are used by the UE to determine the AS security keys upon reconfiguration with sync (with key change), connection re-establishment and/or connection resume.

The integrity protection and ciphering algorithm is common for signalling radio bearers SRB1 and SRB2. When not configured with any kind of DC, the ciphering and integrity protection algorithm is common for all radio bearers (i.e. SRB1, SRB2 and DRBs). All DRBs related to the same PDU session have the same security configuration. Neither integrity protection nor ciphering applies for SRB0.

Editor's Note:
FFS NE-DC, NR-NR-DC related security parameters such as SK-counter and S-KgNB.

RRC integrity and ciphering are always activated together, i.e. in one message/procedure. RRC integrity and ciphering for SRBs are never de-activated. However, it is possible to switch to a 'NULL' ciphering algorithm (nea0).

The 'NULL' integrity protection algorithm (nia0) is used only for SRBs and for the UE in limited service mode [11]. In case the 'NULL' integrity protection algorithm is used, 'NULL' ciphering algorithm is also used.

NOTE 1:
Lower layers discard RRC messages for which the integrity check has failed and indicate the integrity verification check failure to RRC.

The AS applies four different security keys: one for the integrity protection of RRC signalling (KRRCint), one for the ciphering of RRC signalling (KRRCenc), one for integrity protection of user data (KUPint) and one for the ciphering of user data (KUPenc). All four AS keys are derived from the KgNB key. The KgNB is based on the KAMF key (as specified in TS 33.501 [11]), which is handled by upper layers.

The integrity and ciphering algorithms can only be changed with reconfiguration with sync. The AS keys (KgNB, KRRCint, KRRCenc, KUPint and KUPenc) change upon reconfiguration with sync (if masterKeyUpdate is included), and upon connection re-establishment and connection resume.

For each radio bearer an independent counter (COUNT, as specified in TS 38.323 [5]) is maintained for each direction. For each radio bearer, the COUNT is used as input for ciphering and integrity protection. It is not allowed to use the same COUNT value more than once for a given security key. In order to limit the signalling overhead, individual messages/ packets include a short sequence number (PDCP SN, as specified in TS 38.323 [5]). In addition, an overflow counter mechanism is used: the hyper frame number (TX_HFN and RX_HFN, as specified in TS 38.323 [5]). The HFN needs to be synchronized between the UE and the network. The network is responsible for avoiding reuse of the COUNT with the same RB identity and with the same key, e.g. due to the transfer of large volumes of data, release and establishment of new RBs. In order to avoid such re-use, the network may e.g. use different RB identities for  RB establishments, change the security key, or an RRC_CONNECTED to RRC_IDLE/RRC_INACTIVE and then to RRC_CONNECTED transition.

For each SRB, the value provided by RRC to lower layers to derive the 5-bit BEARER parameter used as input for ciphering and for integrity protection is the value of the corresponding srb-Identity with the MSBs padded with zeroes.

Editor's Note:
FFS Handling of keys in NE-DC and NR-NR-DC.
	Next change


5.3.5.6.2
SRB release

The UE shall:

1>
release the PDCP entity and the srb-Identity of the SRB3.
	Next change


5.3.5.6.4
DRB release

Editor’s Note: FFS / TODO: Add handling for the new QoS concept (mapping of flows; configuration of QFI-to-DRB mapping; reflective QoS...) but keep also EPS-Bearer handling for the EN-DC case

The UE shall:

1>
for each drb-Identity value included in the drb-ToReleaseList that is part of the current UE configuration (DRB release):

2>
release the PDCP entity and the drb-Identity;

2> if SDAP entity associated with this DRB is configured:

3>
indicate the release of the DRB to SDAP entity associated with this DRB (TS 37.324 [xx] section 5.3.3); 

2>
if the UE is operating in EN-DC: 
3> if a new bearer is not added either with NR or E-UTRA with same eps-BearerIdentity:

4>
indicate the release of the DRB and the eps-BearerIdentity of the released DRB to upper layers.

NOTE 1:
The UE does not consider the message as erroneous if the drb-ToReleaseList includes any drb-Identity value that is not part of the current UE configuration.

NOTE 2:
Whether or not the RLC and MAC entities associated with this PDCP entity are reset or released is determined by the CellGroupConfig.
	Next change


5.3.5.6.5
DRB addition/modification

The UE shall:

1>
for each drb-Identity value included in the drb-ToAddModList that is not part of the current UE configuration (DRB establishment including the case when full configuration option is used):

2> if an sdap-Config is included:

3> if an SDAP entity with the received pdu-Session does not exist:

4> establish an SDAP entity as specified in TS 37.324 [xx] section 5.1.1;

3> configure the SDAP entity in accordance with the received sdap-Config as specified in TS 37.324 [xx] and associate the DRB with the SDAP entity;  
2>
establish a PDCP entity and configure it in accordance with the received pdcp-Config;

2>
if the PDCP entity of this DRB is not configured with cipheringDisabled:

3>configure the PDCP entity with the ciphering algorithms according to securityConfig and apply the KUPenc key associated with the master key (KeNB/KgNB) or the secondary key (S-KgNB) as indicated in keyToUse; 

2> if the PDCP entity of this DRB is configured with integrityProtection:

3> configure the PDCP entity with the integrity algorithms according to securityConfig and apply the KUPint key associated with the master (KeNB/KgNB) or the secondary key (S-KgNB) as indicated in keyToUse;

2>
if the UE is operating in EN-DC:

3>if the DRB was configured with the same eps-BearerIdentity either by NR or E-UTRA prior to receiving this reconfiguration:

4> associate the established DRB with the corresponding eps-BearerIdentity;
3> else:

4>
indicate the establishment of the DRB(s) and the eps-BearerIdentity of the established DRB(s) to upper layers;

1>
for each drb-Identity value included in the drb-ToAddModList that is part of the current UE configuration:

2> if an sdap-Config is included, reconfigure the SDAP entity in accordance with the received sdap-Config as specified in TS 37.324 [xx];

2>
if the reestablishPDCP is set:

3>
if target RAT is E-UTRA/5GC:

4>
if the PDCP entity of this DRB is not configured with cipheringDisabled:

5>
configure the PDCP entity with the ciphering algorithm and KUPenc key configured/derived as specified in TS 36.331 [10, 5.4.2.3], i.e. the ciphering configuration shall be applied to all subsequent PDCP PDUs received and sent by the UE;

3>
else:

4>
if the PDCP entity of this DRB is not configured with cipheringDisabled:

5>
configure the PDCP entity with the ciphering algorithm and KUPenc key associated with the master or secondary key (KeNB/S-KgNB/KgNB) as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent PDCP PDUs received and sent by the UE;

4> if the PDCP entity of this DRB is configured with integrityProtection:

5> configure the PDCP entity with the integrity algorithms according to securityConfig and apply the KUPint key associated with the master (KeNB/KgNB) or the secondary key (S-KgNB) as indicated in keyToUse;

3>
re-establish the PDCP entity of this DRB as specified in 38.323 [5], section 5.1.2;

2>
else, if the recoverPDCP is set:

3>
trigger the PDCP entity of this DRB to perform data recovery as specified in 38.323;

2>
if the pdcp-Config is included:

3>
reconfigure the PDCP entity in accordance with the received pdcp-Config.


NOTE 1:
When determining whether a drb-Identity value is part of the current UE configuration, the UE does not distinguish which RadioBearerConfig and DRB-ToAddModList that DRB was originally configured in.  To re-associate a DRB with a different key (KeNB to S-KeNB or vice versa), the network provides the drb-Identity value in the (target) drb-ToAddModList and sets the reestablishPDCP flag. The network does not list the drb-Identity in the (source) drb-ToReleaseList.   

NOTE 2:
When setting the reestablishPDCP flag for a radio bearer, the network ensures that the RLC receiver entities do not deliver old PDCP PDUs to the re-established PDCP entity. It does that e.g. by triggering a reconfiguration with sync of the cell group hosting the old RLC entity or by releasing the old RLC entity.

NOTE 3: 
In this specification, UE configuration refers to the parameters configured by NR RRC unless otherwise stated.

NOTE 4: Ciphering and integrity protection can be enabled or disabled for a DRB. The enabling/disabling of ciphering or integrity protection can be changed only by releasing and adding the DRB.

	End of change


