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	Reason for change:
	Specification update is needed to specify the changes regarding signaling only connection as both RAN and SA2 confirms that there are some scenarios (e.g. redirection, MDT) to secure AS procedures for signalling-only connection (i.e. without DRB).

	
	

	Summary of change:
	Signaling only connection is supported, where SRB2 configuration is optional as proposed in R2-1814636. Also, the change proposal herein addresses that reconfiguration with sync for the signaling only connection is not supported. 

Impact analysis
Impacted functionality:
Signalling only connection
Inter-operability: 
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[bookmark: _Toc510018444][bookmark: _Toc524434233][bookmark: _Hlk526521099]4.2.2	Signalling radio bearers
"Signalling Radio Bearers" (SRBs) are defined as Radio Bearers (RBs) that are used only for the transmission of RRC and NAS messages. More specifically, the following SRBs are defined:
-	SRB0 is for RRC messages using the CCCH logical channel;
-	SRB1 is for RRC messages (which may include a piggybacked NAS message) as well as for NAS messages prior to the establishment of SRB2, all using DCCH logical channel;
-	SRB2 is for NAS messages, all using DCCH logical channel. SRB2 has a lower-priority than SRB1 and iscan be always configured by the network after security activation;
-	SRB3 is for specific RRC messages when UE is in EN-DC, all using DCCH logical channel.
In downlink piggybacking of NAS messages is used only for bearer establishment/modification/release. In uplink piggybacking of NAS message is used only for transferring the initial NAS message during connection setup and connection resume.
Editor’s Note: FFS Piggybacking of NAS messages in other procedures than bearer establishment/ modification/ release. 
NOTE 1:	The NAS messages transferred via SRB2 are also contained in RRC messages, which however do not include any RRC protocol control information.
Once security is activated, all RRC messages on SRB1, SRB2 and SRB3, including those containing NAS messages, are integrity protected and ciphered by PDCP. NAS independently applies integrity protection and ciphering to the NAS messages.
Editor’s Note:	FFS which SRBs are used for NE-DC, NR-NR DC.
Editor’s Note:	FFS Duplication in UL, for split SRB and DRBs.
END OF CHANGE 1

[bookmark: _Toc524434268]START OF CHANGE 2
5.3.1.1	RRC connection control
RRC connection establishment involves the establishment of SRB1. The network completes RRC connection establishment prior to completing the establishment of the NG connection, i.e. prior to receiving the UE context information from the 5GC. Consequently, AS security is not activated during the initial phase of the RRC connection. During this initial phase of the RRC connection, the network may configure the UE to perform measurement reporting, but the UE only sends the corresponding measurement reports after successful security activation. However, the UE only accepts a re-configuration with sync message when security has been activated.
Upon receiving the UE context from the 5GC, the RAN activates AS security (both ciphering and integrity protection) using the initial security activation procedure. The RRC messages to activate security (command and successful response) are integrity protected, while ciphering is started only after completion of the procedure. That is, the response to the message used to activate security is not ciphered, while the subsequent messages (e.g. used to establish SRB2 and DRBs) are both integrity protected and ciphered. After having initiated the initial security activation procedure, the network can initiates the establishment of SRB2 and DRBs, i.e. the network may do this prior to receiving the confirmation of the initial security activation from the UE. In any casecase of SRB2 or DRB configuration, the network will apply both ciphering and integrity protection for the RRC reconfiguration messages used to establish SRB2 and DRBs. The network should release the RRC connection if the initial security activation and/ or the radio bearer establishment fails.
The release of the RRC connection normally is initiated by the network. The procedure may be used to re-direct the UE to an NR frequency or an EUTRA carrier frequency. 
The suspension of the RRC connection is initiated by the network. When the RRC connection is suspended, the UE stores the UE AS context and any configuration received from the network, and transits to RRC_INACTIVE state. The RRC message to suspend the RRC connection is integrity protected and ciphered.
The resumption of a suspended RRC connection is initiated by upper layers when the UE needs to transit from RRC_INACTIVE state to RRC_CONNECTED state or by RRC layer to perform a RNA update or by RAN paging from NG-RAN. When the RRC connection is resumed, network configures the UE according to the RRC connection resume procedure based on the stored UE AS context and any RRC configuration received from the network. The RRC connection resume procedure re-activates security and re-establishes SRB(s) and DRB(s).
In response to a request to resume the RRC connection, the network may resume the suspended RRC connection and send UE to RRC_CONNECTED, or reject the request to resume and send UE to RRC_INACTIVE (with a wait timer), or directly re-suspend the RRC connection and send UE to RRC_INACTIVE, or directly release the RRC connection and send UE to RRC_IDLE, or instruct the UE to discard the stored context and initiate NAS level recovery (in this case the network sends an RRC setup message).
Editor’s Note	FFS NE-DC, NR-NR-DC related aspects.
END OF CHANGE 2

START OF CHANGE 3
[bookmark: _Toc524434289]5.3.5.2	Initiation
The Network may initiate the RRC reconfiguration procedure to a UE in RRC_CONNECTED. The Network applies the procedure as follows:
-	the establishment of RBs (other than SRB1, that is established during RRC connection establishment) is performed only when AS security has been activated;
-	the addition of Secondary Cell Group and SCells is performed only when AS security has been activated;
-	the reconfigurationWithSync is included in secondaryCellGroup only when at least one DRB is setup in SCG; 
-	the reconfigurationWithSync is included in masterCellGroup only when at least one DRB is setup in MCG. 
Editor’s Note: FFS MR-DC related aspects.
END OF CHANGE 3

START OF CHANGE 4
[bookmark: _Toc524434372]5.4.3.2	Initiation
The network initiates the mobility from NR procedure to a UE in RRC_CONNECTED, possibly in response to a MeasurementReport message, by sending a MobilityFromNRCommand message. The network applies the procedure as follows:
-	the procedure is initiated only when AS-security has been activated, and SRB2 with at least one DRB are setup and not suspended.
END OF CHANGE 4

