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1 Introduction

In 5G NR, out-of-order deciphering of PDCP PDUs has been supported by [1]
Agreement

1: NR specification should not prohibit out-of-order deciphering of PDCP PDUs.

In this paper, we discuss the possibility to supporting also out-of-order deciphering in LTE.
2 Discussion
In LTE, the following functions are supported by RLC entity:

-
concatenation, segmentation and reassembly of RLC SDUs (only for UM and AM data transfer);

-
reordering of RLC data PDUs (only for UM and AM data transfer);
If RLC performs reordering, then packets will be kept in RLC when there is a “hole”, which means some RLC PDUs have not been received successfully. When the hole is filled the RLC receiver delivers all packets (up to a potential next hole). This may result in that, large amount of packets (PDCP PDUs) are passed to PDCP simultaneously for deciphering, and further result in a peak processing in the deciphering engine and data latency.
Based on the consideration above, 5G NR remove reordering of RLC data PDUs function for RLC entity, and supporting out-of-order deciphering of PDCP PDU, by [1]
Agreement

1: NR specification should not prohibit out-of-order deciphering of PDCP PDUs.

Agreements

Proposal 1: Complete PDCP PDUs can be delivered out-of-order from RLC to PDCP. RLC delivers PDCP PDUs to PDCP after the PDU is reassembled

and
Agreements

1: In NR, the segmentation function is only placed in the RLC layer as in LTE.

That is, an RLC SDU can included one complete PDCP PDU or PDCP PDU segmentation. RLC can deliverer complete PDCP PDUs out-of-order to PDCP, but RLC has to reassume the PDCP PDU segmentations firstly before delivering them to PDCP. 
The similar mechanism of supporting out-of-order deciphering of PDCP PDU can also be considered for LTE, for
· Forward compatibility: the more the similar mechanism is used, the more the common design can be reused, for the device supporting both LTE and NR
· Data latency reduction: to support super low latency traffic, for example, V2X or industrial automation
· Memory access reduction: reduce the access bandwidth and improve user experience
And for uplink data transmission, out-of-order deciphering of PDCP PDU have already been supported as shown in [2]:
5.1.1
UL Data Transfer Procedures

At reception of a PDCP SDU from upper layers, the UE shall:

-
start the discardTimer associated with this PDCP SDU (if configured);

For a PDCP SDU received from upper layers, the UE shall:
-
associate the PDCP SN corresponding to Next_PDCP_TX_SN to this PDCP SDU;

NOTE:
Associating more than half of the PDCP SN space of contiguous PDCP SDUs with PDCP SNs, when e.g., the PDCP SDUs are discarded or transmitted without acknowledgement, may cause HFN desynchronization problem. How to prevent HFN desynchronization problem is left up to UE implementation.
If HFN desynchronization is prevented, the RLC entity in receiving set (base station for uplink) can deliverer complete PDCP PDUs out-of-order to PDCP for deciphering.
To support out-of-order deciphering of PDCP PDUS for downlink data transfer, the same restriction for DL data transfer can be added:

 NOTE:
The UE does not expect the network associating more than half of the PDCP SN space of contiguous PDCP SDUs with PDCP SNs, which can cause HFN desynchronization problem. How to prevent HFN desynchronization problem can be left up to network implementation.
The implementation mechanism can be, for example, to configure a large SN (e.g. 18) for very high data rate case
Proposal 1: Suggest to give some description in the standard to support out-of-order deciphering of PDCP PDU in LTE, especially for DL data transfer.
3 Conclusion

In this contribution, we discuss the possibility to supporting also out-of-order deciphering in LTE, and the following proposals are given:
Proposal 1: Suggest to give some description in the standard to support out-of-order deciphering of PDCP PDU in LTE, especially for DL data transfer.
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