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5.3.3.4
Reception of the RRCSetup by the UE

The UE shall perform the following actions upon reception of the RRCSetup:

1>
if the RRCSetup is received in response to an RRCReestablishmentRequest; or 

1>
if the RRCSetup is received in response to an RRCResumeRequest or RRCResumeRequest1 and the noNAS-Recovery is not included in the RRCSetup: 

2> discard the stored UE AS context, fullI-RNTI and shortI-RNTI;

2>
indicate to upper layers fallback of the RRC connection;

1> perform the cell group configuration procedure in accordance with the received masterCellGroup and as specified in 5.3.5.5;

1>
perform the radio bearer configuration procedure in accordance with the received radioBearerConfig and as specified in 5.3.5.6;

1>
if stored, discard the cell reselection priority information provided by the cellReselectionPriorities or inherited from another RAT;

1>
stop timer T300, T301 or T319 if running;

Editor’s Note: FFS Whether there is a need to define UE actions related to access control timers (equivalent to T302, T303, T305, T306, T308 in LTE). For example, informing upper layers if a given timer is not running.

1>
stop timer T320, if running;

1>
if the RRCSetup is received in response to an RRCResumeRequest or RRCSetupRequest:

2>
enter RRC_CONNECTED;

2>
stop the cell re-selection procedure;

1>
consider the current cell to be the PCell;

1>
set the content of RRCSetupComplete message as follows:

2> if upper layers provide an 5G-S-TMSI:

3> if the RRCSetup is received in response to an RRCSetupRequest:

4>  set the ng-5G-S-TMSI-Value to ng-5G-S-TMSI-Part2;

3> else:

4>  set the ng-5G-S-TMSI-Value to ng-5G-S-TMSI;

2>
set the selectedPLMN-Identity to the PLMN selected by upper layers (TS 24.501 [23]) from the PLMN(s) included in the plmn-IdentityList in SIB1;

2>
if the masterCellGroup contains the reportUplinkTxDirectCurrent:

3> include the uplinkTxDirectCurrentList; 

2>
if upper layers provide the 'Registered AMF':

3> include and set the registeredAMF as follows:

4>
if the PLMN identity of the 'Registered AMF' is different from the PLMN selected by the upper layers:

5>
include the plmnIdentity in the registeredAMF and set it to the value of the PLMN identity in the 'Registered AMF' received from upper layers;

4>
set the amf-Identifier to the value received from upper layers;

3>
include and set the guami-Type to the value provided by the upper layers;

Editor’s Note: FFS Confirm whether the guami-Type is included and set in the abovementioned condition.

2>
if upper layers provide one or more S-NSSAI (see TS 23.003 [20]):

3>
include the s-nssai-List and set the content to the values provided by the upper layers;

2>
set the dedicatedNAS-Message to include the information received from upper layers;

1>
submit the RRCSetupComplete message to lower layers for transmission, upon which the procedure ends 

[...]

5.3.4.3
Reception of the SecurityModeCommand by the UE

The UE shall:

1>
if noRootKeyDerivation is not included in the SecurityModeCommand, derive the KgNB key, as specified in TS 33.501 [11];

1>
derive the KRRCint key associated with the integrityProtAlgorithm indicated in the SecurityModeCommand message, as specified in TS 33.501 [11];

1>
request lower layers to verify the integrity protection of the SecurityModeCommand message, using the algorithm indicated by the integrityProtAlgorithm as included in the SecurityModeCommand message and the KRRCint key;

1>
if the SecurityModeCommand message passes the integrity protection check:

2>
derive the KRRCenc key and the KUPenc key associated with the cipheringAlgorithm indicated in the SecurityModeCommand message, as specified in TS 33.501 [11];

2>
derive the KUPint key associated with the integrityProtAlgorithm indicated in the SecurityModeCommand message, as specified in TS 33.501 [11];

2>
configure lower layers to apply SRB integrity protection using the indicated algorithm and the KRRCint key immediately, i.e. integrity protection shall be applied to all subsequent messages received and sent by the UE, including the SecurityModeComplete message;

2>
configure lower layers to apply SRB ciphering using the indicated algorithm, the KRRCenc keyafter completing the procedure, i.e. ciphering shall be applied to all subsequent messages received and sent by the UE, except for the SecurityModeComplete message which is sent unciphered;

2>
consider AS security to be activated;

2>
submit the SecurityModeComplete message to lower layers for transmission, upon which the procedure ends;

1>
else:

2>
continue using the configuration used prior to the reception of the SecurityModeCommand message, i.e. neither apply integrity protection nor ciphering.

2>
submit the SecurityModeFailure message to lower layers for transmission, upon which the procedure ends.
6.2.2
Message definitions

–
RRCSetup
The RRCSetup message is used to establish SRB1.

Signalling radio bearer: SRB0

RLC-SAP: TM

Logical channel: CCCH

Direction: Network to UE

RRCSetup message
-- ASN1START

-- TAG-RRCSETUP-START

RRCSetup ::=                        SEQUENCE {

    rrc-TransactionIdentifier           RRC-TransactionIdentifier,

    criticalExtensions                  CHOICE {

        rrcSetup                            RRCSetup-IEs,

        criticalExtensionsFuture            SEQUENCE {}

    }

}

RRCSetup-IEs ::=                    SEQUENCE {

    radioBearerConfig                   RadioBearerConfig,

    masterCellGroup                     OCTET STRING (CONTAINING CellGroupConfig),

noNAS-Recovery





ENUMERATED { true }













OPTIONAL,
-- Need R
    lateNonCriticalExtension            OCTET STRING                                                            OPTIONAL,

    nonCriticalExtension                SEQUENCE{}                                                              OPTIONAL
}

-- TAG-RRCSETUP-STOP

-- ASN1STOP

	RRCSetup-IEs field descriptions

	masterCellGroup
The network configures only the RLC bearer for the SRB1, mac-CellGroupConfig, physicalCellGroupConfig and spCellConfig.

	radioBearerConfig
Only SRB1 can be configured in RRC setup.

	noNAS-Recover
For RRCSetup sent in response to RRCResumeRequest or RRCResumeRequest1, indicates whether to trigger NAS recovery. 


[...]

