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1 Introduction
In August 2018, SA3 sent RAN2 a LS (S3-182529) in response to RAN2 LS (R2-1808793/S3-182141). In SA3 LS, SA3 answer RAN2’s questions and share some advices that RAN2 needs to take into account. In this contribution, we would like to discuss further.
2 Discussion

1. SA3 confirm that the existing user consent mechanism can be reused

SA3 confirm that the existing user consent mechanism can be reused for Bluetooth/WLAN measurement collection in MDT. So, the privacy concern for collecting MDT UE measurement is addressed. 
2. Avoid collecting information about neighbour personal devices
In 3rd and 4th paragraph of the SA3 LS, SA3 shares their concern on collecting information about neighbouring BT devices. RAN2 has designed the intended name list for BT and WLAN devices in TS 36.331. These name lists play similar role as whitelist. By configuring the name list, UE only collects the measurements from operator deployed BT beacons and WLAN APs. Currently this IE is optional present. In order to address SA3’s concern, it may be better to change this IE as mandatory. By implementation, operator of cause should properly configure the name list according to local laws and regulations.
Observation 1: With proper implementation, current RAN2 spec can meet SA3 requirement for avoiding collecting information about neighbour personal devices.
Proposal 1: RAN2 is kindly recommended to discuss whether bt-NameList and wlan-NameList IE needs to be mandatory present.
3. Measurement report needs to be protected

In 5th paragraph, SA3 require that the uplink measurement report should be protected. For immediate MDT, the measurements are reported in MeasurementReport in SRB1. According to TS 36.331, the UE can initiate measurement report only after successful security activation. Logged measurement information is transmitted in UEInformationResponse IE in SRB2 only after AS security is activated according to TS 36.331. Once security is activated, all RRC messages on SRB1 and SRB2, including those containing NAS or non-3GPP messages, are integrity protected and ciphered by PDCP.
Observation 2: Measurement reports are ciphered and integrity protected according to TS 36.331.
4. Implementation needs to consider false WLAN APs or BT beacons
In 6th paragraph, SA3 advices that implementations should consider that an attacker might install false WLAN APs or BT beacons which broadcasting spoofed identities to match those in the operator’s name list. Operator maintains a map database showing the mapping relation between the indoor geographic position and operator deployed BT address and WLAN SSID/BSSID/HESSID. After comparing the reported BT address and WLAN SSID/BSSID/HESSID with the map database, operator can distinguish those false WLAN APs or BT beacons from the measurement report.
Observation 3: Operator can distinguish those false WLAN APs or BT beacons from the measurement report by implementation.
5. Measurement configuration needs to be integrity protected

In 7th paragraph, SA3 requires that the DL measurement configuration should be at least integrity protected. The DL configuration message is carried in LoggedMeasurementConfiguration and RRCConnectionReconfiguration on SRB1, which are integrated protected.
Observation 4: DL measurement configuration is integrated protected.
6. Whether the MDT packet is traceable
8th paragraph share the concern of being traced by attacker but didn’t show more details. After checking with SA3 delegates, we would like to share more detail concerns in SA3. If the specific packet is transmitted in a fixed cycle, fixed packet length or the longest packet length, then the attacker may distinguish this specific packet from all the packets that attacker has received without decoding the packet. By this means the MDT devices may be traceable. 
The UL packet containing MDT measurements are not transmitted in fixed period. For logged MDT, UE can report the measurement results in UEInformationResponse after RRC connection established. For immediate MDT, the MDT measurement results are reported together with other measurement results. So there is no fixed reporting cycle for MDT.
Regarding to the packet length, 
there is no fixed packet length for UEInformationResponse and MeasurementReport messages containing BT and WLAN measurement results. The IE may contain 1 up to 32 records, depending on the number of BT beacons and WLAN Aps that UE can detect. In addition, neither UEInformationResponse nor MeasurementReport is the longest UL message. There are some messages may be longer than  UEInformationResponse and MeasurementReport, e.g. UECapabilityInformation and DRB PDUs. So the MDT packet can not be distinguished from various messages by comparing the length.
Therefore, since the MDT results are not reported in a certain fixed format, the devices supporting MDT can not be traced by attacker.
Observation 5: Since the MDT results are not reported in a certain fixed format, the devices supporting MDT can not be traced by attacker.

In conclusion, the current RAN2 spec can meet all the SA3 requirement. Since the action for RAN2 is to take the answer from SA3 into account, there is no need to reply the LS.
Observation 6: The current RAN2 spec can meet all the SA3 requirement, and there is no need to reply SA3 LS.
3 Conclusions

In this paper, we discussed the LS from SA3. Proposals and observations are as follows:
Observation 1: With proper implementation, current RAN2 spec can meet SA3 requirement for avoiding collecting information about neighbour personal devices.
Proposal 1: RAN2 is kindly recommended to discuss whether bt-NameList and wlan-NameList IE needs to be mandatory present.

Observation 2: Measurement reports are ciphered and integrity protected according to TS 36.331.
Observation 3: Operator can distinguish those false WLAN APs or BT beacons from the measurement report by implementation.
Observation 4: DL measurement configuration is integrated protected.
Observation 5: Since the MDT results are not reported in a certain fixed format, the devices supporting MDT can not be traced by attacker.

Observation 6: The current RAN2 spec can meet all the SA3 requirement, and there is no need to reply SA3 LS.
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