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1	Introduction
Currently there is some inconsistencies related to handling AS security context when the UE receives an RRC Reject message in response to an RRC Resume Request. The reason for this is that UE has derived new keys before sending the RRC Resume Request and those keys should not be used for derivation of the resumeMAC-I at the next attempt to resume the connection. Instead the UE should use the old keys from when it was last connected. 
This issue has been identifier in RILs H246 and I774, and corresponding contributions R2-1812330 and R2-1811670 was submitted to the last RAN2 meeting. 
The main background for this issue in our view is that the UE restores the UE AS context too late (i.e. after the resumeMAC-I calculation). This works in case UE is not rejected, since the old KRRCint is the same as the one stored in the AS context, but it does not work if the UE has been rejected since then KRRCint  has changed. 
This paper proposes to solve this issue by moving up the restoration of the AS security context to happen before resumeMAC-I calculation.
2 	Overview
Below is the current version of 38.331. The problem with the text is that it is not clear which KRRCint key should be used for the resumeMAC-I calculation in case the UE has been rejected. Since it is also stated that the UE discard the KRRCint key at reject. See yellow marked text. 
[bookmark: _Toc524434347]5.3.13.3	Actions related to transmission of RRCResumeRequest or RRCResumeRequest1 message
The UE shall set the contents of RRCResumeRequest or RRCResumeRequest1 message as follows:
1>	if field useFullResumeID is signalled in SIB1:
2>	select RRCResumeRequest1 as the message to use;
2>	set the resumeIdentity to the stored fullI-RNTI value;
1>	else:
2>	select RRCResumeRequest as the message to use;
2>	set the shortResumeIdentity to the stored shortI-RNTI value;
1>	set the resumeCause in accordance with the information received from upper layers or from AS layer;
1>	set the resumeMAC-I to the 16 least significant bits of the MAC-I calculated:
2>	over the ASN.1 encoded as per section 8 (i.e., a multiple of 8 bits) VarResumeMAC-Input;
[bookmark: _Hlk525717707]2>	with the KRRCint key and the previously configured integrity protection algorithm; and
2>	with all input bits for COUNT, BEARER and DIRECTION set to binary ones;
Editor’s Note: FFS Additional input to VarResumeMAC-Input (replay attacks mitigation).
1>	restore the RRC configuration and security context from the stored UE AS context except the cellGroupConfig;
1>	update the KgNB key based on the current KgNB or the NH, using the stored nextHopChainingCount value, as specified in TS 33.501 [11];
1>	derive the KRRCenc key, the KRRCint, the KUPint key and the KUPenc key;
1>	configure lower layers to apply integrity protection for all radio bearers except SRB0 using the previously configured algorithm and the KRRCint key and KUPint key immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE;
NOTE 1:	Only DRBs with previously configured UP integrity protection shall resume integrity protection.
1>	configure lower layers to apply ciphering for all radio bearers except SRB0 and to apply the previously configured ciphering algorithm, the KRRCenc key and the KUPenc key, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE;
1>	restore the PDCP state and re-establish PDCP entities for SRB1;
1>	resume SRB1;
1> submit the selected message RRCResumeRequest or RRCResumeRequest1 for transmission to lower layers.
NOTE 2:	Only DRBs with previously configured UP ciphering shall resume ciphering.
If lower layers indicate an integrity check failure while T319 is running, perform actions specified in 5.3.13.5.
The UE shall continue cell re-selection related measurements as well as cell re-selection evaluation. If the conditions for cell re-selection are fulfilled, the UE shall perform cell re-selection as specified in 5.3.13.6.

[bookmark: _Toc524434363]5.3.15.2	Reception of the RRCReject by the UE
The UE shall:
1>	stop timer T300, if running; 
1>	stop timer T319, if running;
1>	reset MAC and release the MAC configuration;
1>	start timer T302, with the timer value set to the waitTime;
1>	set the variable pendingRnaUpdate to 'FALSE';
1>	if RRCReject is received in response to a request from upper layers:
2>	inform the upper layer that access barring is applicable for all access categories except categories ‘0’and '2';
1>	if RRCReject is received in response to an RRCSetupRequest:
2>	inform upper layers about the failure to setup the RRC connection, upon which the procedure ends;
1>	if RRCReject is received in response to an RRCResumeRequest or an RRCResumeRequest1:
2>	if resume is triggered by upper layers: or 
2>	inform upper layers about the failure to resume the RRC connection;
Editor’s Note: FFS In which cases upper layers are informed that a resume failure occurred upon the reception of RRC Reject.
2>	if resume is triggered by RRC:
3>	set the variable pendingRnaUpdate to 'TRUE';
2>	discard the security context including the KRRCenc key, the KRRCint, the KUPint key and the KUPenc key;
2>	suspend SRB1, upon which the procedure ends;
Editor’s Note: FFS Handling of timer T380 upon Reject e.g. stop, re-start, etc.
The RRC_INACTIVE UE shall continue to monitor paging while the timer T302 is running. 

3 	Proposed solution
In R2-1812330 it is proposed to solve this issue by restoring the AS context in the UE when the UE receives the RRC Reject message. This works. We think however it is cleaner to restore the AS security context during the Resume procedure and not rely on some implicit old KRRCint key and security algorithms living outside of the AS security context. 
[bookmark: _Toc525721103]It is possible to solve this issue as suggested in R2-1812330 by restoring the AS security context at Reject, after the new keys has been discarded. 
[bookmark: _Toc525721104]In our view a cleaner solution is to rather change the RRC resume procedure so that the AS context is restored prior to calculating resumeMAC-I in this way there is no ambiguity on which input parameters are used.
If the proposed solution is adopted the following change is done to 5.3.13.3:
1>	restore the RRC configuration and security context from the stored UE AS context except the cellGroupConfig;
1>	set the resumeMAC-I to the 16 least significant bits of the MAC-I calculated:
2>	over the ASN.1 encoded as per section 8 (i.e., a multiple of 8 bits) VarResumeMAC-Input;
2>	with the KRRCint key and the previously configured integrity protection algorithm; and
2>	with all input bits for COUNT, BEARER and DIRECTION set to binary ones;
Editor’s Note: FFS Additional input to VarResumeMAC-Input (replay attacks mitigation).
1>	restore the RRC configuration and security context from the stored UE AS context except the cellGroupConfig;

[bookmark: _Toc525721105][bookmark: _Toc525853333][bookmark: _Toc525853335]Adopt the proposed solution to move the restoration of the RRC configuration and security context from the stored UE AS context. 
[bookmark: _Toc525721106][bookmark: _Toc525853334][bookmark: _Toc525853336]Agree to CR R2-1814914

4 	Conclusion
In section 2 we made the following observations:
Observation 1	It is possible to solve this issue as suggested in R2-1812330 by restoring the AS security context at Reject, after the new keys has been discarded.
Observation 2	In our view a cleaner solution is to rather change the RRC resume procedure so that the AS context is restored prior to calculating resumeMAC-I in this way there is no ambiguity on which input parameters are used.

Based on the discussion in section 2 we propose the following:
Proposal 1	Adopt the proposed solution to move the restoration of the RRC configuration and security context from the stored UE AS context.
[bookmark: _GoBack]Proposal 2	Agree to CR R2-1814914
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