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1. Introduction
The ASN.1 encoding for the Option 5 Architecture (E-UTRAN base station connected to 5GC) has only recently become widely available and approved. An initial examination of it (in CR 3475r2 to TS 36.331 in RP-181950) in combination with the NAS specifications in TS 24.501 (for 5GC) and TS 24.301 Annex D (for EPC) raises concerns that the installation of ‘option 5’ on an eNB will degrade the RRC Idle to RRC active transition time for the EPC Service Request procedure.

In addition, the inability to determine the requested CN Type from “message 3” raises serious concerns that the MME’s and (AMF’s) overload control procedures cannot be respected and appears to raise the risk that once one MME or AMF becomes overloaded, the load on all MMEs and all AMFs will be throttled. This would be an extremely serious problem!

We believe that these issues need to be investigated.

2. 
Background
The Evolved Packet System (E-UTRAN plus Evolved Packet Core) was designed and optimised to support fast, efficient Idle to Active transition times for Mobile originated data Transfer.
Firm evidence can be seen for this in the encoding of the TS 24.301 Service Request message (see below), where a shorted message integrity check (MAC) is used. 3GPP’s Security Group (SA WG3) was involved in considerable discussions regarding the shortening of the integrity check from 32 bits to 16 bits for this message. It can also be observed that the Service Request message is of fixed length and does NOT contain the UE’s S-TMSI, instead, the eNB retrieves the S-TMSI from Message 3 (TS 36.331 RRCConnectionRequest) and sends it as a separate parameter in the (TS 36.413) S1-AP Initial UE message. The rationale behind these optimisations was to reduce the sizes of Message 5 as much as possible. See following Figure 1.
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Figure 1 RRC connection establishment messages 1-5
The following table which is an extract from v15.4.0 TS 24.301 (EPC, UE to MME signalling) illustrates the content of the Service Request message:
Table 8.2.25.1: SERVICE REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type

9.3.1
	M
	V
	1/2

	
	KSI and sequence number
	KSI and sequence number

9.9.3.19
	M
	V
	1

	
	Message authentication code (short)
	Short MAC

9.9.3.28
	M
	V
	2


As well as the Service Request, for different NAS procedures, different NAS messages and RRC parameters can be sent in Message 5 (RRCConnectionSetupComplete). However, the Release 8 establishmentcause in the RRCConnectionRequest message does provide an indication to the eNB as to whether or not Message 5 will be less than 56 bits long or significantly larger and of variable length. 
In Release 8, this absolute knowledge of the size of Message 5 for the case of MO data meant that resources for Message 5 could be efficiently and promptly assigned without the need for the UE to send any Buffer Status Report (BSR) after receiving Message 4 in order to indicate the size of the uplink message.

Observation 1: The Release 8 Service Request procedure is heavily optimised for a fast and efficient RRC Idle to RRC Active transition.

Below is an extract of the CR3475r2 that introduces ‘Option 5’ to TS 36.331. It shows the basics of the Release 8 design.
RRCConnectionRequest message
-- ASN1START

RRCConnectionRequest ::=


SEQUENCE {


criticalExtensions




CHOICE {



rrcConnectionRequest-r8



RRCConnectionRequest-r8-IEs,



criticalExtensionsFuture


SEQUENCE {}


}

}

RRCConnectionRequest-r8-IEs ::=

SEQUENCE {


ue-Identity






InitialUE-Identity,


establishmentCause




EstablishmentCause,


spare







BIT STRING (SIZE (1))

}

InitialUE-Identity ::=



CHOICE {


s-TMSI







S-TMSI,


randomValue






BIT STRING (SIZE (40))

}

EstablishmentCause ::=



ENUMERATED {











emergency, highPriorityAccess, mt-Access, mo-Signalling,











mo-Data, delayTolerantAccess-v1020, mo-VoiceCall-v1280, spare1}

-- ASN1STOP

	RRCConnectionRequest field descriptions

	establishmentCause

Provides the establishment cause for the RRC connection request as provided by the upper layers. W.r.t. the cause value names: highPriorityAccess concerns AC11..AC15, 'mt' stands for 'Mobile Terminating' and 'mo' for 'Mobile Originating. eNB is not expected to reject a RRCConnectionRequest due to unknown cause value being used by the UE.

	randomValue

Integer value in the range 0 to 240 ( 1.

	ue-Identity

UE identity included to facilitate contention resolution by lower layers. The s-TMSI is selected and set to the rightmost of 40 bits with the value received from upper layers if upper layers provide a 5G-S-TMSI.   


**** end of extract from CR 3475r2 to TS 36.331****
3. 
Service Request Procedure with E-UTRAN connected to 5GC

In contrast to EPC, the TS 24.501 (5GC) Service Request message (see below) is of variable length; contains information in the 5G-S-TMSI field that is duplicated in the TS38.331/TS36.331 RRCConnectionRequest messages
; and uses the same (4 octet) message authentication code as other messages between UE and AMF.
The following Table which is an extract from v15.1.0 TS 24.501 (5GC, UE NAS signalling) illustrates the content of the 5GC Service Request message:
Table 8.2.16.1.1: SERVICE REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator

9.2
	M
	V
	1

	
	Security header type
	Security header type

9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	Service request message identity
	Message type

9.7
	M
	V
	1

	
	ngKSI 
	NAS key set identifier

9.11.3.32
	M
	V
	1/2

	
	Service type
	Service type

9.11.3.50
	M
	V
	1/2

	
	5G-S-TMSI
	5GS mobile identity

9.11.3.4
	M
	LV
	7

	40
	Uplink data status
	Uplink data status
9.11.3.57
	O
	TLV
	4-34

	50
	PDU session status
	PDU session status

9.11.3.44
	O
	TLV
	4-34

	25
	Allowed PDU session status
	Allowed PDU session status

9.11.3.13
	O
	TLV
	4-34


For the RRCConnectionRequest message CR 3475r2 states:

1>
if the UE is connected to 5GC:

2>
set the establishmentCause in accordance with the information received from upper layers;

And TS 24.501 implies that the Establishmentcause for MO data should be set to “MOdata”. See Annex A.
Observation 2: The TS24.501 Service Request message is of variable length and is much larger than the fixed length, 4 octet TS 24.301 Service Request message. 
4. 
Problem
4.1. Extra Service Request Delay

The key problem is that from Message 3, an eNB connected to both NGC and EPC cannot accurately determine whether Message 5 is short or long. Extra delay may then be added to the Service Request procedure while the eNB schedules and obtains a BSR from the UE, or, if it assigns too small an uplink grant it would lead to segmentation and an extra delay. Alternatively, if the eNB would always use an uplink grant based on the assumption that Service Request is large (as it can be the case for 5GC SR) then it might waste radio resources or perhaps lead to lack of service at the cell edge. See following Figure 3.
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Figure 3 Additional Buffer Status Report requested from the UE
Adding delay to the EPS Service Request procedure due to the rollout of Option 5 is highly undesirable. 

4.2. Impact related to Core Network Overload Control

Figure 2 depicts the scenario discussed in this sub-section.
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Figure 2: Pools of Core Network entities in 5GC and EPC connected to the E-UTRAN
Since the introduction of “Iu flex” in Release 5, Access Class Barring(ACB) and its extensions have had very little utility as a tool for resolving overload in a core network node. This is because activating ACB reduces the load for all MMEs connected to that eNB and not just the overloaded MME(s).
Hence the EPC provides mechanisms in TS 23.401 to use S1-AP signalling (TS 36.413) for the MME to request the eNB to restrict load towards that MME. Similarly, the NG Core standards in TS 23.501 provide mechanisms for the AMF to request the Access Network node to restrict load towards that AMF. 

The instructions from the MME and AMF to the RAN requesting the RAN to reduce load (i.e. S1 interface signalling) are based on certain categories of NAS events, for example. 
a) ‘Ordinary’ MO-data;
b) Mobility Management Signalling

c) Emergency calls
d) High priority (c.f. USIM with Access Class 11-15)
(See “Annex C: Overload Control extracts from System Level stage 2 Specifications” at the end of this document.)
In the situation when one of the MMEs within a pool of MMEs is overloaded, the pre-Release 15 eNB can use the above ‘category’ information in conjunction with the establishmentcause and the MMECode within the S-TMSI (in the UEidentity) to decide which RRCConnectionRequest messages to accept and which to reject with an RRCConnectionReject message. The RRCConnectionReject message can carry a WaitTime that prevents the UE’s NAS layer from immediately retrying the RRCConnectionRequest.
Observation 3: when one MME in a pool is overloaded, the pre-Rel 15 eNB can Reject the Connection Request with a Wait Time that avoids overload of the RACH and UL-CCCH. 

With the introduction of Option 5 in CR 3475r2 to TS 36.331, the UEidentity field no longer reliably carries the MMEcode:

“ue-Identity

UE identity included to facilitate contention resolution by lower layers. The s-TMSI is selected and set to the rightmost of 40 bits with the value received from upper layers if upper layers provide a 5G-S-TMSI.   “
The bits of the 5G-S-TMSI that overwrite the MMECode part of the EPC’s S-TMSI are not completely random, but, might be fully utilised. Annex B shows the structure of the 5G-S-TMSI that is defined in TS 23.003. A summary of it and its potential use is below:

<5G-S-TMSI> = <AMF Set ID><AMF Pointer><5G-TMSI>
5G-TMSI shall be of 32 bits length.

AMF Set ID shall be of 10 bits length. The Set ID can be used to group AMFs of a particular vendor and particular slice. 

AMF Pointer shall be of 6 bits length. The Pointer points to an AMF instance within a pool of AMFs from the same vendor and slice.
Observation 4: an ‘option 5 enabled’ eNB does not know whether the leading digits of the UEidentity contain 8 bits of MMECode, or, 2 bits of AMF Set ID and 6 bits of AMF Pointer.

Hence, unless there is coordination of MMECodes and AMF Set IDs/Pointers between the two core network types (of all sharing PLMNs), upon reception of message 3, an ‘option 5 supporting eNB’ cannot determine whether the UE is requesting access to EPC or NGC.
As a consequence an Option 5 supporting eNB has to send message 4 (RRCConnectionSetup) and wait for Message 5 to receive the Core Network Type and (for NGC) the RegisteredAMF information. If the identified CN entity is overloaded, the eNB can then send a RRCConnectionRelease message, BUT there is no capability to send a WaitTime in the release message and the ExtendedWaitTime is required to be ignored by the UE (unless it is a Low Access Priority UE). Hence the UE’s NAS layer is liable to immediately retry the RRC Connection establishment and overload the eNB’s RACH and UL-CCCH control channels! This potential scenario is illustrated in the following Figure 4. 
Note that the ReleaseCause in the RRCConnectionRelease message does not cause NAS to back off:

ReleaseCause ::=



ENUMERATED {loadBalancingTAUrequired,












other, cs-FallbackHighPriority-v1020, rrc-Suspend-v1320}
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Figure 4 eNodeB releasing the RRC Connection and UE attempting to reconnect
Observation 5: when one MME (or one AMF) in a pool is overloaded (and MMECodes and AMF Set ID / Pointer values overlap), an ‘option 5 enabled eNB’ needs to wait until message 5 is received before the eNB can determine if the RRCConnectionRequest is for the overloaded MME/AMF and hence needs to be blocked, e.g. using the TS 36.331 RRCConnectionRelease message.

Observation 6: The TS 36.331 RRCConnectionRelease message does not contain any usable wait time parameter (except for “delay tolerant devices”) nor any ReleaseCause value that is helpful for overload control. 

Observation 7: After receiving the RRCConnectionRelease the NAS layers in the UEs may immediately retry the RRC Connection Establishment procedure leading to congestion on the RACH and/or UL-CCCH. 

Observation 8: Congestion on the RACH and/or UL-CCCH can be expected to lead to automated eNB actions to invoke Access Class barring and UAC and hence restrict load on ALL AMFs AND ALL MMEs.

Observation 9: Thus one MME transmitting an S1-AP “OVERLOAD START” message (or one AMF transmitting the NGAP (N2 interface) “OVERLOAD START” message) can result in the traffic on ALL MMEs in the MME pool AND ALL AMFs in the AMF pool being throttled.  

Summary: It is extremely undesirable that the system design allows overload in one network entity to cause the traffic handled by other network entities to be restricted !
5. Requirement

To solve the two issues identified above, it seems that, before transmitting ‘Message 4’, the eNode B needs to know whether the UE is trying to access EPC or 5GC.
6. Potential Solutions:
A number of solution approaches are at our disposal. Some assist with maintaining the efficiency of the EPC Service Request procedure while others resolve the critical Overload Control issue: 
a) Use the “spare1” codePOINT in establishmentcause to indicate a 5GC Service Request
b) Use the “spare1” codePOINT in establishmentcause to indicate that there is a new extended establishment cause later in the message (but still keep the size of this, larger, RRCConnectionRequest smaller than the size of the RRCConnectionResume message)

c) Use the “spare bit” in RRCConnectionRequest to differentiate between 5GC and EPC. 
d) Extend the UE-internal information sent from the UE’s 5GCore NAS to the UE’s RRC layer so that RRC knows that this is for MO data (and hence can apply the correct Unified Access Control), but, causes the UE to set the RRC Establishment cause (on E-UTRAN but not on NR) to “NAS signalling”.

e) Use a new RRC message type for the TS 36.331 5GCore RRC Connection Request. (This probably adds one bit to the size of the UL-CCCH-MessageType and may tip it over a critical 48 bit limit).
f) Use the criticalExtensionsFuture within the RRCConnectionRequest for all RRC establishment attempts towards the NGCore (probably using a shortened, e.g. 38 bit, UEidentity field to keep the overall message size with 48 bits). Note that the “criticalExtensions” would only be sent to an eNB broadcasting its support for 5GC.
g) Insert a 5GC/EPC differentiation within the information contained in Message 1 (e.g. similar to how Handover and Initial accesses might be differentiated on the RACH).
h) Require the core networks to co-ordinate MMECode and AMF Set ID/Pointer allocation across Core Network Types AND across sharing PLMN operators.
i) Add WaitTime to the RRCConnectionRelease message for use by UEs accessing 5GCore. Note that, on its own, this does not help owing to the large number of pre-Release15 E-UTRAN devices.

j) Set the UEidentity to the Right hand bits of the 5G-S-TMSI. In combination with an NGC/EPC indication in message 3, this would allow the eNB to use Message 4 to handle an overloaded AMF.
Note that RAN plenary #81 (September 2018) accepted RAN 5’s request to delay the development of UE tests for “option 5”. Hence non-backward compatible changes to the ASN.1 for option 5 (BUT which do NOT impact option 3, option 2 or option 1) would seem to be reasonable within this quarter.

7. Conclusions and Proposals
The following conclusions can be drawn:

1- Before sending message 4, an ‘option 5 enabled’ eNB does not know whether the UE is trying to access EPC or 5GC.

2- This appears to impact the efficiency with which the ‘option 5 enabled’ eNB can handle the EPC’s Service Request procedure.
3- It also impacts how the ‘option 5 enabled’ eNB can react when one AMF or one MME sends an OVERLOAD START message. And it does so in such a manner that the eNB may automatically invoke ACB/UAC and throttle load to all its MMEs and all its AMFs.

We propose that RAN 2 discuss these issues and
a) ensure that the performance of the existing LTE/EPC Service Request procedure is not degraded by the rollout of Architecture Option 5; and
b) ensure that the ‘option 5’ design CANNOT cause overload of one AMF or one MME to restrict the traffic for other UEs that are registered on different AMFs and MMEs.

In case of a shortage of meeting time, the following WAY FORWARD is proposed:

From the solution ideas in section 6, above, it is suggested to adopt “f” (encode 5GC RRCConnectionRequest using criticalextensionsfuture) AND “j” (full AMF Set ID and AMF pointer within UEidentity).

8. Annex A 

Extract from TS 24.501, Section 4.5.6

Mapping between access categories/access identities and RRC establishment cause
When 5GMM requests the establishment of a NAS-signalling connection, the RRC establishment cause used by the UE shall be selected according to one or more access identities (see subclause 4.5.2) and the determined access category as specified in table 4.5.6.1. If the determined access category is an operator-defined access category, then the RRC establishment cause used by the UE shall be selected according to table 4.5.6.1 based on one or more access identities (see subclause 4.5.2) and the standardized access category determined for the operator-defined access category as described in subclause 4.5.3.
Table 4.5.6.1: Mapping table for access identities/access categories and RRC establishment cause
	Access identities
	Access categories
	RRC establishment cause is set to

	0
	0 (= MT_acc)
	MT access

	
	1 (= delay tolerant)
	Not applicable (NOTE 1)

	
	2 (= emergency)
	Emergency call

	
	3 (= MO_sig)
	MO signalling

	
	4 (= MO MMTel voice)
	MO voice call

	
	5 (= MO MMTel video)
	FFS

	
	6 (= MO SMS and SMSoIP)
	FFS

	
	7 (= MO_data)
	MO data

	1
	Any category
	High priority access

	2
	Any category
	High priority access

	11, 15
	Any category
	High priority access

	12,13,14,
	Any category
	High priority access

	NOTE 1:
A UE using access category 1 for the access barring check will determine a second access category in the range 3 to 7 that is to be used for determination of the RRC establishment cause. See subclause 4.5.2, table 4.5.2.2, NOTE 6.

NOTE 2:
See subclause 4.5.2, table 4.5.2.1 for use of the access identities of 0, 1, 2, and 11-15.


Editor's note:
It is FFS how to determine RRC establishment causes for the access category 5, 6.
9. Annex B
5G-S-TMSI structure is extracted from 23.003 Section 2.11
9.1. Structure of the 5G-S-Temporary Mobile Subscriber Identity (5G-S-TMSI)

The 5G-S-TMSI is the shortened form of the 5G-GUTI to enable more efficient radio signalling procedures (e.g. paging and Service Request). For paging purposes, the mobile is paged with the 5G-S-TMSI. The 5G-S-TMSI shall be constructed from the AMF Set ID, the AMF Pointer and the 5G-TMSI:

<5G-S-TMSI> = <AMF Set ID><AMF Pointer><5G-TMSI>
**

From TS 23.003, section 20.10.1 we have the following: 

5G-TMSI shall be of 32 bits length.

AMF Region ID shall be of 8 bits length.

AMF Set ID shall be of 10 bits length.

AMF Pointer shall be of 6 bits length.

10. Annex C 
10.1. Overload Control extracts from System Level stage 2 Specifications

An extracts from clause 4.3.7.4 “MME Control of Overload” in TS 23.401 v15.4.0 is below:

“Using the OVERLOAD START message, the MME can request the eNodeB to:

-
reject RRC connection requests that are for non-emergency, non-exception reporting and non-high priority mobile originated services; or

NOTE 2:
This blocks PS service and service provided by MSC following an EPS/IMSI attach procedure.

-
reject new RRC connection requests for EPS Mobility Management signalling (e.g. for TA Updates) for that MME;

-
only permit RRC connection requests for emergency sessions and mobile terminated services for that MME. This blocks emergency session requests from UEs with USIMs provisioned with Access Classes 11 and 15 when they are in their HPLMN/EHPLMN and from UEs with USIMs provisioned with Access Classes 12, 13 and 14 when they are in their home country (defined as the MCC part of the IMSI, see TS 22.011 [67]); or.

NOTE 3:
The MME can restrict the number of responses to paging by not sending paging messages for a proportion of the events that initiate paging. As part of this process, the MME can provide preference for paging UEs with Emergency Bearer Services and terminations associated with MPS ARP.

-
only permit RRC connection requests for high priority sessions, exception reporting and mobile terminated services for that MME;

-
reject new RRC connection requests from UEs that access the network with low access priority;

-
not accept RRC connection requests with RRC establishment cause "mo-data" or "delayTolerantAccess" from UEs that only support Control Plane CIoT EPS Optimisation.

NOTE 4:
The RRC connection requests listed in this clause also include the request for RRC Connection Resume.”
An extract from clause 5.19.5.2 “AMF Overload Control” in TS 23.501 v15.3.0 is below:

Using the overload start procedure, the AMF can request the 5G-AN node to:

a)
reject 5G-AN signaling connection (RRC Connection over 3GPP access or UE-N3IWF connection over N3GPP access) requests that are for non-emergency and non-high priority mobile originated services; or

b)
reject new 5G-AN signaling connection requests for uplink NAS signalling transmission to that AMF;

c)
release 5G-AN signalling connection where the Requested NSSAI at AS layer only includes the indicated S-NSSAI(s) in the N2 overload control message.

d)
only permit 5G-AN signaling connection requests for emergency sessions and mobile terminated services for that AMF; or

e)
only permit 5G-AN signaling connection requests for high priority sessions and mobile terminated services for that AMF;

_______________ end _______________________________
� This is, for example, in order to share common AMF software between fixed and mobile access networks.
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