3GPP TSG-RAN WG2 Meeting #103bis
R2-1814693
Chengdu, China, 8th - 12th October 2018
Source: 
Huawei (Rapporteur)
Title: 
[103#51][NR late drop] MR-DC security aspects
Agenda Item:
10.5.1
Document for:
Discussion and decision
1
Introduction
This document is the email discussion report of the following email discussion:

[103#51][NR late drop] MR-DC security aspects [Huawei]:

•     Discuss possible open issues for MR-DC@5GC, e.g. handovers without key change, DRB Integrity Protection, etc. 

•     Note: this might apply to all MR-DC@5GC options: NGEN-DC, NE-DC and NR-DC

      Intended outcome: Report to next meeting

      Deadline:  Thursday 2018-09-20

2
Discussion
2.1
SN key derivation

For EN-DC, S-KgNB is derived from sk-Counter-r15 (integer from 0 to 65535) and KeNB.
We propose to confirm whether all companies agree that key derivation is similar for all MR-DC options, i.e.

1) For NGEN-DC, S-KgNB is derived from sk-Counter-r15 and KeNB

2) For NE-DC, S-KeNB is derived from sk-Counter-r15 (to be added in TS 38.331) and KgNB

3) For NR-DC, S-KgNB is derived from sk-Counter-r15 (to be added in TS 38.331) and KgNB

Question 1: Do companies agree with the above SN key derivation principles? (Note: exact name of IEs to be added and whether the new IE for NE-DC and for NR-DC is the same is not part of the question).

	Company
	Yes/No?
	Comments

	Nokia
	Yes
	The handling suggested is fine. 

	OPPO
	yes
	Keep EN-DC baseline.

	CATT
	Yes
	This is already specified in section A.16 of TS 33.501.

	Intel
	Yes
	To be confirmed by SA3. 

	Ericsson
	Yes
	As defined in SA3 spec (33.501), the KSN for dual connectivity is derived from Kng-eNB or KgNB and an SN counter. Most important is that same value of the SN counter is not used with the same KeNB/KgNB

	LG
	Yes
	

	vivo
	Yes
	We think the same principles apply

	NEC
	Yes
	

	ZTE
	Yes
	

	Samsung
	Yes
	

	MediaTek
	Yes
	We also understand that this is aligned with TS 33.501.

	Huawei, HisSilicon
	Yes
	


2.2
SN key change initiation
For EN-DC:
-
PSCell change does not always require a security key change

-
S-KgNB change may be intiated by the MN, e.g. upon KeNB change (e.g. due to change of PCell or before COUNT wrap around for MN-terminated bearers) or upon MN-initiated PSCell change when there are SN-terminated bearers 

-
S-KgNB change may be initiated by the SN, e.g. upon SN-initiated PSCell change when there are SN-terminated bearer before COUNT wrap around for SN-terminated bearers

The above description could be extended to NGEN-DC, NE-DC and NR-DC, while it remains to be confirmed whether both MN-terminated and SN-terminated bearers exist.

This would mean that:

1) The above description applicable to EN-DC is valid also for NGEN-DC

2) For NE-DC:

a. PSCell change does not always require a security key change

b. S-KeNB change may be intiated by the MN, e.g. upon KgNB change (e.g. due to change of PCell or before COUNT wrap around for MN-terminated bearers) or upon MN-initiated PSCell change when there are SN-terminated bearers

c. S-KeNB change may be initiated by the SN, e.g. upon SN-initiated PSCell change when there are SN-terminated bearer or before COUNT wrap around for SN-terminated bearers

3) For NR-DC

a. PSCell change does not always require a security key change

b. S-KgNB change may be intiated by the MN, e.g. upon KgNB change (e.g. due to change of PCell or before COUNT wrap around for MN-terminated bearers) or upon MN-initiated PSCell change when there are SN-terminated bearers

c. S-KgNB change may be initiated by the SN, e.g. upon SN-initiated PSCell change when there are SN-terminated bearer or before COUNT wrap around for SN-terminated bearers

Question 2: Do companies agree with the above SN key change initiation principles?

	Company
	Yes/No?
	Comments

	Nokia
	Yes
	The handling suggested is fine. We would like to clarify that key change in itself does not do anything to prevent COUNT wrap-around, i.e. by default the COUNT carries on (on AM DRBs)

	OPPO
	yes
	

	CATT
	Yes
	See also in section 6.10.2.2 of TS 33.501.

	Intel
	No for 2a.

Yes for the rest
	For NE-DC, E-UTRA is the SCG.  So far, we havent’ considered Primary cell change for E-UTRA without key change.  

	Ericsson
	Yes
	

	LG
	Yes
	We are fine to apply the same handling in all type of MR-DC. However, we would like to confirm that the only way to prevent COUNT from wrapping around is radio bearer release + addition. Therefore, the above description related COUNT should be deleted.

	vivo
	Yes 
	The principles are fine. but as Intel pointed out, for the case of 2a we may consider some enhancement to perform PSCell change without key change.

	NEC
	No for 2a, Yes for others
	For 2a (PSCell change w/o key change), same view as Intel.
For c (COUNT wrap around), same understanding as Nokia. minor follow-up response to LG comment, full configuration can be also applied to avoid wrap around.

	ZTE
	No for 2a and yes for others
	

	Samsung
	No for 2a, Yes for rest 
	The same key is not used for the same COUNT and DRB-ID. Therefore key needs to changed when COUNT is about to wrap around.

For security reasons, it is up to NW implementation when to trigger key change. However, the general principle is when the Master Key is updated the entire key hierarchy i.e. keys derived from Master key should also be refreshed.
Share same view as Intel for PSCell Change in NE-DC

	MediaTek
	Yes (except 2a)
	As suggested by CATT’s comment, this seems to align with the principles for DC described in TS 33.501.  We also agree with the exception for 2a as pointed out by Intel.

	Huawei, HiSilicon
	
	


For NE-DC and NR-DC, MN handover may not result in KgNB change, so there is the question whether in this case, S-KeNB (for NE-DC) or S-KgNB (for NR-DC) needs to be changed in this case?
Question 3: For NE-DC and NR-DC, upon change of PCell without KgNB change, should S-KeNB (for NE-DC) or S-KgNB (for NR-DC) be changed?

	Company
	Yes/No?
	Comments

	Nokia
	No
	

	OPPO
	NO
	It is up to PCell decision.

	CATT
	No
	

	Intel
	No
	When the Master key does not change, there is no reason to change the secondary node key. 

	Ericsson
	No
	If the UE perform handover without changing the KgNB, the SN can keep using the old KSN if the UE remain connected to the same SN. If the UE changes SN, it is up to SA3 whether KSN change is required.

	LG
	No
	

	vivo
	No
	

	NEC
	No
	

	ZTE
	No
	

	Samsung
	No
	

	MediaTek
	No
	The MN can decide to update the S-KeNB/S-KgNB at any time, but we don’t see any requirement to do it in this case.


2.3
PSCell change without and without key change
In 37.340, the PSCell change is described as follows:


[image: image1]
The text not in light grey is supposed to be applicable to all MR-DC options.
Question 4: Do you agree that the above description in black (i.e. excluding the text related to EN-DC), applies for NGEN-DC, for NE-DC and for NR-DC?
	Company
	Yes/No?
	Comments

	Nokia
	Yes
	 

	OPPO
	yes
	

	CATT
	Yes
	

	Intel
	Yes, mostly
	In line with our response to question 2 that PSCell change for E-UTRA always requires a key change, the first sentence should be updated to:  In MR-DC, when NR is PSCell, a PSCell change does not always require a security key change.

	Ericson
	No
	We agree with Intel, the second paragraph only applies to NR SCG. It doesn’t apply to NE-DC, because in LTE, PSCell change always requires a key change.

	LG
	Yes
	

	vivo
	Yes
	But agree with Intel and Ericsson that E-UTRA PSCell require key change

	NEC
	Yes mostly
	agree with Intel.

	ZTE
	Yes
	We also agree with Intel

	Samsung
	Partially Yes
	The black text description applies to NGEN-DC and NR-DC. For NE-DC the L2 actions and how to perform the synchronous SCG reconfiguration procedure with key change and without key change in stage-3 needs further discussion. 

	MediaTek
	Yes
	We agree with Intel’s point that E-UTRA PSCell change always requires a key change, but this doesn’t seem to invalidate the text.  It just means that the condition “If a security key change is not required” will never be met for NE-DC.


2.4
SRB security
For EN-DC:
-
NR SCG RRC message sent via MN MCG SRB is ciphered and integrity protected by MN

-
NR SCG RRC message sent via SRB3 is ciphered and integrity protected by SN

For NGEN-DC and NR-DC, SRB3 is supported. For NE-DC, there is no agreement to support SRB3.

For NR-DC, it is FFS if there are differences at stage 3 in how the SN configuration is carried by the RRC message generated by the MN.
However, the same principles could be confirmed for all MR-DC options:
1)
SN configuration (IE or message) sent via MN MCG SRB is ciphered and integrity protected by MN

2)
NR SCG RRC message sent via SRB3 (if supported), is ciphered and integrity protected by SN

Question 5: Do companies agree on the above principles applicable for all MR-DC options?

	Company
	Yes/No?
	Comments

	Nokia
	Yes
	Agree.

	OPPO
	yes
	

	CATT
	Yes
	In addition, we suggest the phrase “MCG” and “SCG” be revised to “MN-terminated” and “SN-terminated” respectively, in order to avoid confusion.

	Intel
	Yes
	 

	Ericsson
	Yes
	

	LG
	Yes
	

	vivo
	Yes
	

	NEC
	Yes
	On SRB3 support in NE-DC, RAN2 had the old agreement in NR Ad-hoc2 Qingdao: “SCG SRB is not supported on LTE (i.e. for NE-DC)”. at least for now, it is not supported. 

	ZTE
	Yes
	

	Samsung
	Yes
	

	MediaTek
	Yes
	


2.5
MR-DC configuration vs. security activation

EN-DC can only be configured after security activation in the MN. Such principle might be extended to NGEN-DC, NE-DC and NR-DC.

Question 6: Do companies agree that for all MR-DC options, MR-DC can only be configured after security activation in the MN?
	Company
	Yes/No?
	Comments

	Nokia
	Yes
	Agree.

	OPPO
	yes
	

	CATT
	Yes
	

	Intel
	Yes
	 

	Ericsson
	Yes
	

	LG
	Yes
	

	vivo
	Yes
	

	NEC
	Yes
	

	ZTE
	Yes
	

	Samsung
	Yes
	

	MediaTek
	Yes
	


2.6
Algorithm support for SN security
As captured in 37.340:

In EN-DC, the UE supports the NR security algorithms corresponding to the E-UTRA security algorithms signalled at NAS level and the UE NR AS Security capability is not signalled to the MN over RRC. Mapping from E-UTRA security algorithms to the corresponding NR security algorithms, where necessary, is performed at the MN.

Question 7: Can the above description be extended for NGEN-DC?

	Company
	Yes/No?
	Comments

	Nokia
	Yes
	Agree.

	OPPO
	NO
	Consider future NR and LTE algorithm evolution independently, it is better to report the LTE security capability and NR security capability respectively in the NAS.

For NGEN-DC, the NAS is NR NAS, so it is feasible to include both the LTE security capability and NR security capability in NR NAS. Currently, the NR NAS (TS24.501) already includes the LTE security capability and NR security capability.

	CATT
	Yes
	

	Intel
	Not fully
	UE signals both E-UTRA and NR security capability to 5GC as specified in NAS specs.  We agree UE should support the E-UTRA security algorithms corresponding to the NR algorithms signalled at NAS level.   And the UE AS Security capability is not signalled over RRC.
We should follow the solutions adopted for EN-DC.  The algorithms in RB config use NR code points.  The mapping between NR code points and the corresponding E-UTRA algorithms is performed if necessary in UE/eNB.  

	Ericson
	No
	According to 33.501 section 5.11.2, if a UE supports both NR and E-UTRA connected to 5GC, the UE 5G security capabilities will include both NR and LTE algorithms. Therefore, there is no need to map the algorithms and the above description is not applicable.

	LG
	Yes
	

	vivo
	No
	Agree with Ericsson

	NEC
	
	According to the point by Ericsson, it seems that the text for EN-DC above is no more valid for NGEN-DC. It is good to check with SA3 anyway.

	ZTE
	No
	Same view as Ericsson

	Samsung
	Yes
	For NGEN-DC all DRBs terminated at the MN will be established with NR PDCP. In principle, one may wonder whether any mapping from E-UTRA algorithms to corresponding NR security algorithms is needed. However, we understand, the SA3 decision indicated in R2-1806447/S3-181448 stating “SA3 is not planning to introduce NR algorithm identifiers to LTE RRC or LTE algorithm identifiers to NR RRC”. Therefore the mapping is needed.

	MediaTek
	No
	Agree with Ericsson’s comment.  This should not be necessary when connected to 5GC.


Question 8: For NE-DC, is mapping of security algorithm performed at the SN?
	Company
	Yes/No?
	Comments

	Nokia
	Yes
	Agree.

	OPPO
	NO
	Currently, the NR NAS (TS24.501) already includes the LTE security capability and NR security capability.

	CATT
	Yes
	

	Intel
	No
	We should follow the solutions adopted for EN-DC.  The algorithms in RB config use NR code points.  The mapping between NR code points and the corresponding E-UTRA algorithms is performed if necessary in UE/eNB. 

	Ericsson
	No
	See Q.7

	LG
	Yes
	

	vivo
	No
	

	NEC
	
	Firstly, the previous question (Q.7) should be clarified.

	ZTE
	No
	

	Samsung
	Yes
	For NE-DC all DRBs terminated at the SN will be established with NR PDCP. In principle, one may wonder whether any mapping from NR algorithms to corresponding E-UTRA security algorithms is needed. However, we understand, the SA3 decision indicated R2-1806447/S3-181448 stating “SA3 is not planning to introduce NR algorithm identifiers to LTE RRC or LTE algorithm identifiers to NR RRC”. Therefore the mapping is needed.

	MediaTek
	No
	Mapping should not be necessary as noted above.


For MR-DC with 5GC, UP integrity protection can be configured on a per radio bearer basis: this applies to NR-DC?

2.7

Support of DRB integrity protection (IP)
For LTE connected to 5GC, DRB IP is not supported in Rel-15. 
As a consequence, it seems that IP cannot be supported for MN-terminated DRBs in NGEN-DC and for SN-terminated DRBs in NE-DC.

Question 9: Do companies agree that integrity protection is not supported in Rel-15 in NGEN-DC for MN-terminated DRBs?

	Company
	Yes/No?
	Comments

	Nokia
	Yes
	Should be fine.

	OPPO
	NO
	Based on the agreement and text from TS33.501, the gNB will activate UP confidentiality and/or UP integrity protection per each DRB for one PDU session consistently, according to the received UP security policy from SMF. If the gNB can not follow the UP security policy, then the gNB should reject the PDU session.

For MR-DC, the MN and SN should activate UP confidentiality and/or UP integrity protection per each DRB for one PDU session in the same behaviour, according to the received UP security policy from SMF. If MN (or SN) can not follow UP security policy, the MN (or SN) should reject the PDU session.
However, in RAN2#101 meeting for eLTE, RAN2 agreed the eLTE will not support the DRB IP.

For NE-DC and NG-EN-DC, the PDU session which require the DRB IP cannot be carried over eLTE, it also means that this kind of PDU session will not across MN and SN.

However, the eLTE will be connected to the 5GC and the eLTE can get the UP security policy from SMF. Furthermore, the PDCP of DRB for eLTE will be NR PDCP. So we cannot see any obstacle to support the DRB IP in eLTE.

	CATT
	Yes
	

	Intel
	?
	With unified bearers, we do not think there is a need to differentiate between the termination point of the DRBs.  SA3 has indicated that they do not intend to support Integrity protection when LTE RRC is used for the master node.  Hence there is no need to support DRB-IP for NGEN-DC for MN or SN terminated bearers.  This should be confirmed with SA3.

	Ericsson
	Yes
	

	LG
	Yes
	

	vivo
	Acceptable 
	We can accept not to support IP in Rel-15 for NGEN-DC. But on the specification impact, as MN support NR PDCP and it is connected to 5GC, we do not see any reason not to consider IP on MN.

	NEC
	Yes
	

	ZTE
	Yes
	

	Samsung
	Yes
	Shouldn’t the question also applicable for SN-terminated DRBs ??

We would prefer consistency in DRB IP handling in EN-DC and NGEN-DC i.e. do not support DRB IP in both MN and SN

	MediaTek
	Yes
	

	Huawei
	Yes
	


Question 10: Do companies agree that integrity protection is not supported in Rel-15 in NE-DC for SN-terminated DRBs?

	Company
	Yes/No?
	Comments

	Nokia
	Yes
	Should be fine.

	OPPO
	NO
	See the reason above.

	CATT
	Yes
	

	Intel
	?
	With unified bearers, we do not think there is a need to differentiate between the termination point of the DRBs.  DRB-IP should be supported for NE-DC irrespective of the termination point of the DRB.

	Ericsson
	Yes
	It should be noted that in order to support DRB IP in MN terminated DRBs for NE-DC, UE requires to have a PDU session that has all its bearers terminated at the MN node.

	LG
	Yes
	

	vivo
	Yes
	Fine, as the SN may not always be directly connected to 5GC.

	NEC
	Yes
	

	ZTE
	Yes
	

	Samsung
	No
	Shouldn’t the question also applicable for MN-terminated DRBs ??

We would prefer consistency in DRB IP handling in NE-DC and NR-DC i.e. support DRB IP in both MN and SN

	MediaTek
	Yes
	Since we took the decision not to support DRB IP for eLTE, it would be strange to support it on the LTE side of NE-DC.

	Huawei
	Yes
	


There seems to be diverging views about support of UP integrity protection for NGEN-DC.

Question 11: Can/should integrity protection is supported in Rel-15 in NGEN-DC for SN-terminated DRBs? Why?
	Company
	Yes/No?
	Why?

	Nokia
	Yes
	We think this should be up to the network but considering the DRB-IP policy ‘preferred’, such support could be beneficial.

	OPPO
	yes
	

	CATT
	
	We do not have strong opinion.

Technically, there is no obstacle. We may ask SA3 to reconsider the current text description in section 6.10.4 of TS 33.501, if necessary.

	Intel
	?
	With unified bearers, we do not think there is a need to differentiate between the termination point of the DRBs.  SA3 has indicated that they do not intend to support Integrity protection when LTE RRC is used for the master node.  Hence there is no need to support DRB-IP for NGEN-DC for MN or SN terminated bearers.  This should be confirmed with SA3.

	Ericsson
	Yes
	If there is a PDU session with all its bearers terminated at the SN (gNB), then DRB IP can be supported for the bearers of that PDU session.

	LG
	Yes
	Same understanding with Ericsson.

	vivo
	Yes 
	

	NEC
	Yes/No
	yes for only SN-terminated SCG bearer (i.e. not for SN-terminated SCG split and SN-terminated MCG bearer).

	ZTE
	No
	Although it is feasible in theory to support this only on SN terminated bearers/PDU sessions, this results in unnecessary complexity when SN changes or is removed (considering the intention is to keep the IP the same throughout the life of the PDU session). So, our understanding is that this is not essential for NGEN-DC. In any case we would like to check with SA3 about the actual requirements before making any conclusions on this. 

	Samsung
	No
	Referring to Q9, it does not make sense to support DRB IP in one node and not support in another node involved in DC operation
We would prefer consistency in DRB IP handling in EN-DC and NGEN-DC i.e. do not support DRB IP in both MN and SN

	MediaTek
	No strong view
	Currently SA3 does not support this as noted by CATT and Intel, so we would need to ask them to change.  It seems technically possible to support.  Also see the next question.

	Huawei
	No
	We would prefer to keep Rel-15 simple and support DRB IP fpr all bearers in Rel-16


For NR-DC, there seems to be no obstacle to support UP integrity protection for MN and SN terminated DRBs.

Question 12: Do companies agree that UP integrity protection is supported in Rel-15 in NR-NR DC for any type of DRB (MN or SN terminated)?

	Company
	Yes/No?
	Comments

	Nokia
	Yes
	This should be fine. 

	OPPO
	yes
	

	CATT
	
	We do not have strong opinion.

Technically, there is no obstacle. We may ask SA3 to reconsider the current text description in section 6.10.4 of TS 33.501, if necessary.

	Intel
	Yes
	 

	Ericsson
	Yes
	

	LG
	Yes
	

	vivo
	Yes 
	

	NEC
	Yes
	

	ZTE
	Yes
	

	Samsung
	Yes
	There is no obstacle to support DRB IP for NE-DC in both MN and SN because all DRBs support PDCP. Therefore it would make sense to be consistent with support of DRB IP in NE-DC and NR-DC.
Referring to Q10, it does not make sense to support DRB IP in one node and not support in another node involved in DC operation

We would prefer consistency in DRB IP handling in NE-DC and NR-DC i.e. support DRB IP in both MN and SN

	MediaTek
	No strong view
	We think DRB IP clearly should be supported for MN terminated bearers in NR-DC, but for SN terminated bearers, SA3 currently indicate that it is not supported.  From RAN2 perspective there is no technical obstacle but SA3 would need to be consulted.

	Huawei
	Yes
	


2.8
Control of DRB IP activation
In [6], it is raised that the agreement that the agreement made at RAN2#101 “If integrity protected applies to a PDU session then it is applied to all DRBs of the PDU session” was not confirmed after the UP security policy value ‘preferred’ was introduced.
Question 13: Do companies agree that, if integrity protected applies to a PDU session then it is applied to all DRBs of the PDU session?

	Company
	Yes/No?
	Comments

	Nokia
	No
	PDU sessions split between MN and SN, combined with a DRB-IP policy ‘preferred’, may represent a case where such a restriction could be unnecessary.

	OPPO
	yes
	The security policy is from CN side, and it should be transparent for the RAN. 

	CATT
	Yes
	

	Intel
	Yes
	Same handling as in EN-DC.  UE configuration is per DRB but network restriction is applied that it is the same for all DRBs of a PDU session. 

	Ericsson
	Yes
	If UP IP is applied, it shall be applied to all DRBs in that PDU session. This was the decision made in SA3 and simplifies security handling.

	LG
	Yes
	

	vivo
	Yes
	

	NEC
	Yes
	We have some sympathy to Nokia point, but think that can be considered in e.g. Rel-16

	ZTE
	Yes
	

	Samsung
	Yes
	DRB IP support should be consistent across the nodes involved in DC operation across any MR-DC combination. Agree with the Intel comment.

	MediaTek
	SA3 clarification needed
	The SA3 requirement says that “The UP security policy shall be used to activate UP confidentiality and/or UP integrity for all DRBs belonging to the PDU session” (TS 33.501, section 6.6.1).  This is not really explicit about whether the setting shall be the same for all DRBs.  If SA3 have such a requirement, then we should align with it.  But if there is no such requirement, then the policy value “preferred” could create a situation where IP can be activated for only some DRBs (e.g. if the total bit rate of the DRBs exceeds the UE’s DRB IP capability).

	Huawei
	Depends
	We agree that a clarification from SA3 would be welcome.


In [6], it is raised that according to R2-1806655 “user plane integrity is a decision made upon PDU session activation and applies to all the traffic of the PDU session for the lifetime of the PDU session” so that, if a PDU session is activated that requires IP but the UE DRB IP would be exceeded, the RAN needs to either reject the PDU session activation of to release one or more PDU sessions.

Question 14: Do companies have the understanding that the RAN decides whether to use IP when a PDU session is activated and cannot change that decision for the lifetime of the PDU session?
	Company
	Yes/No?
	Comments

	Nokia
	No
	PDU sessions split between MN and SN, combined with a DRB-IP policy ‘preferred’, may represent a case where such a restriction could be unnecessary.

	OPPO
	yes
	The question is not clear. For our understanding:
1) Based on the agreement and text from TS33.501, the gNB will activate UP confidentiality and/or UP integrity protection per each DRB for one PDU session consistently, according to the received UP security policy from SMF. If the gNB cannot follow the UP security policy, then the gNB should reject the PDU session.
2) However, if the SMF changed the security policy, the RAN should update that according to the SMF configuration. If the security policy is “preferred”, the gNB can update it according to the UE capability.

	CATT
	Yes
	Current agreement should be followed, unless RAN3 or some other WG asks for change.

	Intel
	Yes
	 

	Ericsson
	No
	As long as all DRBs in the PDU-session have the same DRB IP configuration it should be possible to change the setting for all DRBs by releasing them and adding them with the changed DRB IP configuration without releasing the PDU session.

	LG
	Yes
	

	vivo
	No
	

	NEC
	Yes/No
	Yes for “required” case, but No for “preferred” case for DRB IP policy from the 5GC. For preferred case, agree with Ericsson.

	ZTE
	Yes in general (except when IP requirement is set to “preferred”)
	There is some flexibility at RAN when the DRB IP requirement is set to “preferred”. However, when the IP requirement is set to either "required" or "not required" we think this should stay for the life time of the PDU session as already agreed. For the case of IP requirement set to "preferred", we think this can be left to RAN node (i.e. in this case, the IP can be turned on and off based on RAN considerations). 

	Samsung
	Yes
	

	MediaTek

	No
	In case the policy is “preferred”, it seems it should be possible for the gNB to change the setting.  SA3 guidance on the above question would indicate whether this means that a change must always be made for all DRBs of the PDU session, or whether the gNB can change the setting for individual DRBs.


3
Conclusion

All companies agree on the key derivation principles for NGEN-DC, NE-DC and NR-DC, so it should be possible to confirm this.

Proposal 1: Confirm the key derivation principles for NGEN-DC, NE-DC and NR-DC:

1)
For NGEN-DC, S-KgNB is derived from sk-Counter-r15 and KeNB

2)
For NE-DC, S-KeNB is derived from sk-Counter-r15 (to be added in TS 38.331) and KgNB

3)
For NR-DC, S-KgNB is derived from sk-Counter-r15 (to be added in TS 38.331) and KgNB
All companies agree on the SN key change initiation principles for NGEN-DC.
Proposal 2a: Confirm the principles of SN key change initiation for NGEN-DC:

-
PSCell change does not always require a security key change
-
S-KgNB change may be initiated by the MN, e.g. upon KeNB change (e.g. due to change of PCell or before COUNT wrap around for MN-terminated bearers) or upon MN-initiated PSCell change when there are SN-terminated bearers

-
S-KgNB change may be initiated by the SN, e.g. upon SN-initiated PSCell change when there are SN-terminated bearer or before COUNT wrap around for SN-terminated bearers

For NE-DC, most companies who made comments indicated that PSCell change should require a security key change, so t is proposed to confirm whether this is agreeable.
Proposal 2b: Confirm the principles of SN key change initiation for NE-DC:

-
PSCell change always requires a security key change (since handover without key change is not supported in E-UTRAN
-
S-KeNB change may be initiated by the MN, e.g. upon KgNB change (e.g. due to change of PCell or to before COUNT wrap around for MN-terminated bearers) or upon MN-initiated PSCell change when there are SN-terminated bearers


-
PCell change without KgNB change does not require S-KgNB change

-
S-KeNB change may be initiated by the SN, e.g. upon SN-initiated PSCell change when there are SN-terminated bearer or before COUNT wrap around for SN-terminated bearers
For NR-DC, all companies also agree that PCell change without KgNB change does not trigger S-KgNB change
Proposal 2c: Confirm the principles of SN key change initiation for NR-DC:
-
PSCell change does not always requires a security key change

-
S-KgNB change may be initiated by the MN, e.g. upon KgNB change (e.g. due to change of PCell or before COUNT wrap around for MN-terminated bearers) or upon MN-initiated PSCell change when there are SN-terminated bearers

-
PCell change without KgNB change does not require S-KgNB change

-
S-KeNB change may be initiated by the SN, e.g. upon SN-initiated PSCell change when there are SN-terminated bearer or before COUNT wrap around for SN-terminated bearers

For the description of PSCell change in section 10.6, if the above proposals are agreed, the first sentence of 10.6 could be changed e.g. as follow:
In all MR-DC options other than NE-DC, a PSCell change does not always require a security key change.
Proposal 3: Discuss whether the description in section 10.6 for "if a security key change is required" is applicable without modification for the case of NE-DC.

All companies agree that for all MR-DC options, RRC message sent via MN-terminated SRB is ciphered and integrity protected and for all MR-DC options for which SRB3 is supported (all except NE-DC), 
Proposal 4: Confirm that for all MR-DC options:
-
SN RRC configuration (IE or message) sent via (MN-terminated/MCG SRB) is ciphered and integrity protected

-
NR RRC message sent via SRB3 (i.e. all options where SN is NR) is ciphered and integrity protected by SN 

The above is agreeable by all companies which provided feedback.
Proposal 5: MR-DC can only be configured after security activation in the MN.

About algorithm support, there are different opinions for NGEN-DC and for NE-DC. The rapporteur would like to try restating the questions.
According to current specifications:

-
36.331: all algorithms indicated are e(e/i)a(0/1/2/3)
-
38.331: all algorithms refers to n(e/i)a(0/1/2/3)

-
24.501:
1) 5GS algorithms for NAS security in N1 mode are applicable for AS security over NR, and

2) EPS algorithms applicable for AS security over E-UTRA connected to 5GC.

For MN-terminated bearers, algorithms indicated in 2) can be used. For SN-terminated bearers, of course, algorithms indicated in 1) can be used. However, there are only 3 algorithms defined for each and they are the same, so at least for these 3 algorithms, it seems that the values indicated in 1) and 2) should be the same. Of course, should SA3 decide to introduce algorithms supported only for NR or only for E-UTRA, this could change.

Proposal 6: Discuss how to determine with security algorithm are supported for NGEN-DC and NE-DC.

For NGEN-DC, there are different opinions:
-
DRB IP is not supported in Rel-15 (4 companies)
-
DRB IP is only supported for SN terminated bearers (4 companies + 1 company only for SCG bearers) 
-
DRB IP is supported for all bearer types (Oppo)
Proposal 7: Discuss whether in NGEN-DC in Rel-15 DRB IP is supported for all bearers, only for SN-terminated bearers or not supported.
For NE-DC, 9 companies think that DRB IP should not be supported for SN-terminated bearers, while 3 companies think it should.
Proposal 8: Discuss whether in NE-DC in Rel-15 DRB IP is supported for all bearers, only for MN-terminated bearers or not supported. 
For NR-DC, all companies 10 companies support that DRB IP is supported for all bearers while 2 have no strong opinion whether it should be supported for SN-terminated bearers.

Proposal 9: For NR-DC in Rel-15, DRB IP is supported for all bearers.

About whether, in the case that the policy for a PDU session on DRB IP is "preferred", DRB IP should be either activated for all bearers (MN and SN terminated) or deactivated for all bearers (MN and SN terminated), 10 company think it should be so while one company think such restriction should not exist in Rel-15 and another company think there is no such requirement from SA3.
Proposal 10: Discuss whether, for NR-DC in Rel-15, when the policy for a PDU section with respect to DRB IP is "preferred", DRB IP should be either activated for all MN- and SN-terminated bearers or whether it is possible for MN and SN to make a different decision for DRB activation.

When the policy for a PDU session on DRB IP is "preferred", some companies think that the DRB IP cannot be started/stopped after the PDU session is established, while other companies think it should be up to the RAN since this respects the policy.

Proposal 11: Discuss whether, for NR-DC in Rel-15, for a PDU session where DRB IP is "preferred", the RAN can (de)activate DRB IP for that PDU session one or multiple time during the lifetime of the PDU session.
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10.6	PSCell change


In MR-DC, a PSCell change does not always require a security key change.


If a security key change is required, this is performed through a synchronous SCG reconfiguration procedure towards the UE involving random access on PSCell and a security key change, during which the MAC entity configured for SCG is reset and RLC configured for SCG is re-established regardless of the bearer type(s) established on SCG. For SN terminated bearers, PDCP is re-established. In EN-DC, to perform this procedure within the same SN, the SN Modification procedure as described in section 10.3 is used, setting the PDCP Change Indication to indicate that a S-KgNB update is required when the procedure is initiated by the SN or including the SgNB Security Key when the procedure is initiated by the MN.


If a security key change is not required, this is performed through a synchronous SCG reconfiguration procedure without security key change towards the UE involving random access on PSCell, during which the MAC entity configured for SCG is reset and RLC configured for SCG is re-established regardless of the bearer type(s) established on SCG. for bearers using RLC AM mode PDCP data recovery applies, for bearers using RLC UM no action is performed in PDCP while for SRBs PDCP discards all stored SDUs and PDUs. In EN-DC, unless MN terminated SCG or split bearers are configured, this does not require MN involvement. In case of MN terminated SCG or split bearers, the SN initiated SN Modification procedure as described in section 10.3 is used, setting the PDCP Change Indication to indicate that a PDCP data recovery is required.
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