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Introduction
In the latest version of the RRC specifications discussed during ASN.1 review in the preparations for RAN2#103 meeting in Gothenburg, there was the following FFS regarding the handling of timer T380 upon the reception of RRCReject:
Editor’s note: FFS Handling of timer T380 upon Reject e.g. stop, re-start, etc.
Associated to that, two RIL issues were raised and marked to be discussed (L210 [1] and C204 [2]). In this contribution we provide our views on the issue and propose a way forward. 
A companion CR can be found in R2-1814643 [3].
[bookmark: _Ref178064866]Discussion
The main functionality of the periodic RNAU timer T380 is to enable the UE and the network to synchronize their state from time to time. The timer is initiated upon the reception of a suspend configuration in RRCRelease e.g. when the UE enters RRC_INACTIVE. And, upon its expiry, the UE shall trigger an RRC resume procedure, as described below:
***************************************************************************************************************************
[bookmark: _Hlk523384487]5.3.8.3	Reception of the RRCRelease by the UE
The UE shall:
. . . 
2>	start timer T380, with the timer value set to t380;
. . . 
2> enter RRC_INACTIVE and perform procedures as specified in TS 38.304 [21]
***************************************************************************************************************************
5.3.13.8	RNA update
Upon entering RRC_INACTIVE state, the UE shall:
1>	if T380 expires; or
1>	if upon cell reselection the UE enters an RNA not belonging to the configured ran-NotificationAreaInfo:
2>	if upper layers request resumption of an RRC connection;
3>	initiate RRC connection resume procedure in 5.3.13.2 with cause value set in accordance with the information received from upper layers;
2>	else:
3>	initiate RRC connection resume procedure in 5.3.13.2 with cause value set to ‘rna-Update’;
. . . 
***************************************************************************************************************************

Handling of RAN updates upon reception of RRCReject
In RAN2#102 in Busan, it has been agreed that an RNA update becomes pending in case a resume request with RNA update is rejected:
Agreements
1	Upon receiving an RRC Reject with wait time in response to an RRC Resume Request triggered by an RNAU (periodic or mobility), UE starts the wait timer.
2	Upon the expiry of wait timer after receiving an RRC Reject with wait time in response to an RRC Resume Request triggered by an RNAU (trigger by periodic or mobility), UE sends the pending RNAU. (at least for the no cell change during running of the wait timer)
. . .

That has been captured in the specification, but there have been no discussions regarding the behaviour of timer T380, which is reflected by the FFS:
Editor’s note: FFS Handling of timer T380 upon Reject e.g. stop, re-start, etc.
The handling of timer T380 seems relevant in the following cases:
· Case 1/ UE triggers a periodic RNA update and receives RRCReject;
· Case 2/ UE triggers a mobility RNA update and receives RRCReject;
· Case 3/ UE triggers other resume procedure (not RNA update) and receives RRCReject;

In Case 1/ it has been agreed that the procedure becomes pending and current RRC specification do not define any actions regarding T380. Hence, while the wait timer T302 is running the network expects the periodic RNA update. As RRCReject is sent on SRB0 the network is not certain if the periodic RNA update has been rejected or if something else has happened e.g. UE is out of coverage. However, as the values of wait time on RRCReject over SRB0 are rather limited so that an attacker cannot deny a service for too long, making the attack less attractive (up to 16 seconds), a sensitive network implementation should consider that possibility before taking drastic actions or, if it really wants to confirm what is happening to the UE, it can always trigger paging (as that is not barred by timer T302). Hence, there is no need of additional handling of timer T380 in Case 1/.
There is no need of additional handling of timer T380 in the case UE triggers a periodic RNA update and receives RRCReject.
As in Case1/, in Case 2/ it has also been agreed that the procedure becomes pending and current RRC specification do not define any actions regarding T380. However, differently from Case 1/, while the wait timer T302 is running there is a risk that timer T380 expiry and, as RNA updates are barred by timer T302, the UE shall not initiate a periodic RNA update. On the network side this is similar to Case 1/ and a sensitive network implementation can handle without taking drastic actions, i.e., not a problem. However, the specifications are not clear on what the UE shall do if a periodic RNA update is triggered while T302 is running and, if there is already a pending RNA update. In our view that may lead to complicated rules based on these pending procedures, which may be anyway a quite rare case. Case 3/ is somewhat similar to Case 2/ in the sense that timer T380 may expiry while wait timer T302 is running and, as there is no pending RNA update, an additional rule would possibly need to be defined.
A periodic RNAU may be triggered while timer T302 is running. That may require some complex rules to handle an existing pending RNA updates (which should be avoided).

To address these potential issues and avoid additional complexities in the specifications the simplest solution is either to stop the timer T380 or re-start the timer T380 upon the reception of RRCReject. 

Solution a) Timer T380 is re-started upon reception of RRCReject
The possible values for the timer T380 are {min5, min10, min20, min30, min60, min120, min360, min720} and infinity (in case field is not provided). And, the possible values for the timer T302 are {1 second, 2 seconds, . . . , 16 seconds}. Hence, thanks to that, if the UE re-starts the timer T380 with its stored value, a periodic RNA update will never be triggered while timer T302 is running. And, if upon alleviation any other procedure is triggered by RRC or NAS, a periodic RNA update will only be sent when the timer expires again. The figure below shows an example, for the RNA update case.
[image: ]
Figure 1: Example of timer T380 re-start

Solution b) Timer T380 is stopped upon reception of RRCReject
Stopping the timer T380 is perhaps even simpler than solution a), and, to certain extent it can be seen as a special case of a) as that is equivalent to re-start the timer T380 with its infinity value (equivalent to the absence of the field in RRCRelease). A drawback here is that if there is no pending procedure after barring is alleviated (or if NAS does not request resume initiation) the UE may never synchronize with the network and network may need to page the UE to find out whether it is still reachable.

Solution c) Pending RNA update upon the expiry of Timer T380 while T302 is running
In the previous solutions a) and b), there is no risk that the periodic RNAU timer T380 expires while T302 is running, which would lead to a periodic RNA update. However, upon reception of RRCReject all access categories are barred (except emergency calls and paging). Hence, the UE cannot send an RNA update and should consider it pending. 
Compared to the previous solutions a) and b), the benefit of this solution is the shorter delays to get a periodic RNA update in this case (in the worst case this would be maximum value of timer T302, which is 16 seconds). 


Discuss whether a) the timer T380 is stopped, b) re-started upon the reception of RRCReject or c) if T380 expiries while T302 is running RNAU becomes pending


Remaining issues
In the current specification, the start conditions, stop conditions and actions upon expiry for timer T380 are defined as follows:
	Timer
	Start
	Stop
	At expiry

	T380
	Upon reception of RRCRelease including suspendConfig .
	Upon reception of RRCResume, RRCSetup or RRCRelease.

	Perform the actions as specified in 5.3.13.




That seems to be inconsistent with current procedure text where the UE stops the timer T380 only upon the initiation of the RRC resume procedure, as shown below:
***************************************************************************************************************************
. . . 
1>	apply the default MAC Cell Group configuration as specified in 9.2.x1;
1>	release delayBudgetReportingConfig, if configured and stop timer T3xx, if running;
1>	apply the CCCH configuration as specified in 9.1.1.x2;
 
1>	apply the timeAlignmentTimerCommon included in SIB1;
1>	start timer T319;
1>	stop timer T380, if running;
1>	initiate transmission of the RRCResumeRequest message or RRCResumeRequest1 in accordance with 5.3.13.3;
Editor’s Note: FFS Requirements on up to date system information acquisiton before connection resumption. 
***************************************************************************************************************************

In our view, despite the inconsistency, a similar result is achieved. Upon sending an RRCResumeRequest the UE may get in response an RRCResume, RRCSetup, RRCRelease or RRCReject. In the case of RRCReject, the discussion above at least points to the possibility of having a different behaviour e.g. re-starting the timer T380 as in proposal 1 or do nothing, as proposed in [1]. Hence, for future proofness it seems more suitable to align the procedure text with the informative description in section 7.  
Based on the discussion, the following is proposed:
[bookmark: _Ref190406817][bookmark: _Toc226862296][bookmark: _Toc347823621][bookmark: _Toc347824073][bookmark: _Toc347824246]Timer T380 is stopped upon RRCRelease, RRCResume and RRCSetup.

A companion CR implements proposal 1 and solution c) of proposal 2 in R2-1814643 [3], as an example.
Agree CR R2-1814643.
Conclusion
Based on the discussion in section 2 we propose the following:
1. Timer T302 is stopped upon reception of RRCSetup, RRCResume, RRCRelease and upon cell selection (in addition to stopping upon cell reselection).
1. Timer T380 is stopped upon RRCRelease, RRCResume and RRCSetup.
1. Agree CR R2-1814643.
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