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1 Introduction
RAN2 discussed a potential privacy/security risk when IMSI is used as the UE_ID to calculate the Paging Frame (PF) and Paging Occasion (PO) in NR [1]. Based on the feedback from SA3 [2] RAN2 agreed to use the 5G-S-TMSI as the UE_ID to calculate the PF/PO [3]. The last 10 bits of the 5G-S-TMSI, instead of last 10 bits of the IMSI, are used to calculate the PF/PO to monitor the paging channel for RAN and CN paging.

In this contribution the potential impact of this RAN2 agreement on other working groups and specifications is discussed further. 
2 Background
RAN3

The UE and gNB need to be coordinated which PF/PO to use to page the UE. The UE Identity Index value IE included in the Paging message from AMF to gNB (NG interface) is used by the gNB to calculate the PF/PO of the UE. The Paging message includes the UE Identity Index value IE, to calculate the PF/PO, the UE Paging Identity IE, to indicate the ue-Identity in the pagingRecord in the RRC Paging message, and the Paging DRX IE, i.e. UE specific DRX cycle value negotiated between UE and AMF during registration (see section 9.2.4.1 in 38.413 draft v15.1.0): 
9.2.4.1
PAGING

This message is sent by the AMF and is used to page a UE in one or several tracking areas.
Direction: AMF ( gNB

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.3.1.1
	
	YES
	ignore

	UE Identity Index Value
	M
	
	9.3.3.23
	
	YES
	ignore

	UE Paging Identity
	M
	
	9.3.3.18
	
	YES
	ignore

	Paging DRX
	O
	
	9.3.1.90
	
	YES
	ignore


…
The UE Identity Index value IE is defined as a 10-bit bitstring:
9.3.3.23
UE Identity Index Value

This IE is used by the NG-RAN node to calculate the Paging Frame as specified in TS 38.304 [12].
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	CHOICE UE Identity Index Value
	
	
	
	

	>Index Length 10
	
	
	
	

	>>Index Length 10
	M
	
	BIT STRING (SIZE(10))
	Coded as specified in TS 38.304 [12].


This matches the 10 bits that the UE uses from the UE_ID to calculate the PF/PO (see section 7.1 in 38.304):

…

UE_ID: 5G-S-TMSI mod 1024
Parameters nB, PF_offset, and the length of default DRX Cycle are signaled in SystemInformationBlock1.

If the UE has no 5G-S-TMSI, for instance when the UE has not yet registered onto the network, the UE shall use as default identity UE_ID = 0 in the PF and i_s formulas above.

5G-S-TMSI is a 48 bit long bit string as defined in [xx]. 5G-S-TMSI shall in the formulae above be interpreted as a binary number where the left most bit represents the most significant bit.
SA2:
In 23.501 “System Architecture for the 5G System, Stage 2” (v15.2.0) it is specified that the AMF may provide RRC Inactive Assistance Information IE in INITIAL CONTEXT SETUP REQUEST, UE CONTEXT MODIFICATION REQUEST, HANDOVER REQUEST or PATH SWITCH REQUEST ACKNOWLEDGE message which includes a UE permanent identifier (IMSI) to calculate the PO: 
5.3.3.2.5
CM-CONNECTED with RRC Inactive state

RRC Inactive state applies to NG-RAN.

The AMF, based on network configuration may provide assistance information to the NG-RAN, to assist the NG-RAN's decision whether the UE can be sent to RRC Inactive state.

Editor's note:
It is FFS if the UE provides indication of support for RRC inactive state on NAS or AS layer.

The "RRC Inactive Assistance Information" includes:

-
UE specific DRX values;

-
The Registration Area provided to the UE;

-
Periodic Registration Update timer;

-
If the AMF has enabled MICO mode for the UE, an indication that the UE is in MICO mode;

-
Information from the UE permanent identifier, as defined in TS 38.304 [50], that allows the RAN to calculate the UE's RAN paging occasions.
The UE Identity Index value IE in the RRC Inactive Assistance Information IE in 38.413 is defined as a 10-bit bitstring: 
9.3.1.15
Core Network Assistance Information

This IE provides assistance information for e.g. RRC_INACTIVE configuration.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	UE Identity Index Value
	M
	
	9.3.3.23
	

	UE Specific DRX
	O
	
	Paging DRX

9.3.1.90
	


…

CT1:
In section 5.6.2 in 24.501 “Non-Access-Stratum (NAS) protocol for 5G System (5GS);” (v15.0.0) the paging procedure is specified. The NAS layer is not aware of when the UE exactly monitors the paging channel, or what UE identity is used for that. 
3 Discussion
No specification impact is foreseen on RAN3, SA2 and CT1 specifications due to the RAN2 agreement to use 5G-S-TMSI instead of the IMSI to calculate the PF/PO (except for the description of the "RRC Inactive Assistance Information" IE in 23.501 which should refer to a temporary identifier instead of permanent identifier). 
It is proposed to inform RAN3, SA2, and CT1 about the RAN2 agreement and let the WGs double check if there is any specification impact: 

Proposal 1: Send an LS to RAN3, SA2, and CT1 to inform them about the RAN2 agreement to use the 5G-S-TMSI to calculate the PF/PO of the UE. 

A draft LS is provided in [4].

In case the eNB is connected to 5GC the eNB receives a paging message which includes a UE Identity Index value IE based on the 5G-S-TMSI of the UE. In such case the UE should calculate the PF/PO using the last 10 bits of the 5G-S-TMSI:
Observation 1: When eNB is connected to 5GC the UE shall use 5G-S-TMSI as the UE_ID to calculate PF/PO.

A CR is provided for discussion and agreement in [5].
4 Summary

RAN2 is kindly asked to discuss the use of 5G-S-TMSI to calculate PF/PO in NR: 

Proposal 1: Send an LS to RAN3, SA2, and CT1 to inform those working groups about the RAN2 agreement to use the 5G-S-TMSI as the UE_ID to calculate the PF/PO of the UE. 
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