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[bookmark: _Ref504493148]Introduction
In Rel-15 MO UP-EDT solution, a necessary condition for the UE to initiate the EDT procedure is that it should have been provided with a NCC value during the preceding suspend procedure, i.e., in the RRCConnectionRelease with suspend indication. However, the UE only uses this NCC value to derive new AS keys when it resumes the suspended connection, i.e., at the transmission of RRCConnectionResumeRequest in Msg3 [1]. This is different from the legacy (Rel-13) Suspend/Resume solution in which a NCC value is provided in the RRCConnectionResume in Msg4 and upon reception of this message, the UE shall immediately use this NCC to derive new AS keys. A discussion point raised among the companies during RAN2#103 meeting is in UP-EDT whether there is a need to store both the old NCC value (before suspension) and the new NCC (received at suspension) until the derivation of new AS keys or in general, to capture this somehow RRC specification. 
We clarify our view on this issue in this contribution. Other remaining issues in MO EDT are discussed in [2]. We note that this issue exists also in the context of RRC_INACTIVE and LTE connected to 5GC. Thus, any observations and proposal discussed in this contribution are applicable to those contexts.
[bookmark: _Ref178064866]Discussion
As described in TS 33.401 [3], in legacy, when the UE receives the RRCConnectionResume message, it shall check if the received NCC value is different from the current NCC value stored in the UE itself. If the NCC values differ then the UE needs to synchronize its locally kept NH. The UE then performs vertical key derivation if a new NCC value was received or horizontal key derivation otherwise.
In UP-EDT, our understanding is that the UE needs to ensure that it shall perform right key derivation, i.e., vertical or horizontal derivation based on the right NCC value at the transmission of the RRCConnectionResumeRequest. That is, the UE shall do vertical key derivation if the NCC value received in the RRCConnectionRelease is different from the old NCC value. Otherwise, the UE shall do horizontal key derivation.
[bookmark: _Toc525821757]The UE determines whether to perform vertical or horizontal key derivation at transmission of the RRCConnectionResumeRequest based on whether it received a new NCC value at suspension or not, respectively.
This raises a concern that if the UE does store only one NCC value from suspension, i.e., reception of an RRCConnectionRelease until resumption, i.e., transmission of an RRCConnectionResumeRequest, how the UE can know what type of key derivation it shall perform at resume?
A straightforward way for the UE to determine whether to perform vertical or horizonal key derivation at resume is the UE could maintain a flag for derivation type from suspension. This can be done differently in UE implementations. In addition, the test case for the behaviour would be to provide NCC and test whether the UE performs horizontal/vertical derivation correctly. There is no need to add a new UE requirement if this cannot be tested. The details are up to the UE to store any required information e.g. in the AS/security context. We think we should not mandate a specific implementation when there is no need to.
[bookmark: _Toc525821758]Given that the UE can already determine vertical or horizontal key derivation at suspension, no need to store the old NCC value.

[bookmark: _Toc525821759]It is up to UE implementation how to determine type of key derivation based on the NCC value received at suspension.
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In section 2 we made the following observations:
Observation 1	The UE determines whether to perform vertical or horizontal key derivation at transmission of the RRCConnectionResumeRequest based on whether it received a new NCC value at suspension or not, respectively.
Observation 2	Given that the UE can already determine vertical or horizontal key derivation at suspension, no need to store the old NCC value.

[bookmark: _GoBack]Based on the discussion in section 2 we propose the following:
Proposal 1	It is up to UE implementation how to determine type of key derivation based on the NCC value received at suspension.
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