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	Reason for change:
	There are some aspects in MO EDT that need to be corrected and/or clarified, as listed below. Some are discussed in R2-1814332.

· Current definition of EDT stating that EDT is without esblishing or resuming an RRC connection, which is confusing and needs to be updated; 

· No need for handing the fallback case due to legacy grant received in Msg2 in UP-EDT in 5.3.3.3c (including restarting T300 timer);

· UE may perform connection re-establishment upon integrity check failure of RRC message in Msg4 indicated by lower layers; 

· Description of connection release excludes UP-EDT; 

· NOTE1 in 5.3.12 about ciphering of RRCConnectionResume needs to be updated to cover UP-EDT;

· Description of establishmentCause IE of RRCEarlyDataRequest;

· RRCConnectionReject sent unprotected after security activation in UP-EDT, but this is not possible in legacy.

	Summary of change:
	· Update EDT definition in section 3.1;

· Remove the text “the fallback is not due to the UL grant provided in Random Access Response not being for EDT” in section 5.3.3.3c;

· Add “when T300 is not running” to the initiation of RRC connection re-establishment to exclude the UP-EDT case in section 5.3.7;

· Add “to complete the UP-EDT procedure, which includes release or suspension of the established radio bearers” to the general description of RRC connection release in section 5.3.8.1;

· Update NOTE1 in section 5.3.12 to exclude the UP-EDT case;

· Update description of establishmentCause IE of RRCEarlyDataRequest in section 6.2.2;
· Add text to clarify that RRCConnectionReject is sent unprotected after security activation in UP-EDT in Annex A.6
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No issue with inter-operability.
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3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Anchor carrier: In NB-IoT, a carrier where the UE assumes that NPSS/NSSS/NPBCH/SIB-NB for FDD or NPSS/NSSS/NPBCH for TDD are transmitted.
Bandwidth Reduced: Refers to operation in downlink and uplink with a limited channel bandwidth of 6 PRBs.

Cellular IoT EPS Optimisation: Provides improved support of small data transfer, as defined in TS 24.301 [35].

Commercial Mobile Alert System: Public Warning System that delivers Warning Notifications provided by Warning Notification Providers to CMAS capable UEs.

Common access barring parameters: The common access barring parameters refer to the access class barring parameters that are broadcast in SystemInformationBlockType2 outside the list of PLMN specific parameters (i.e. in ac-BarringPerPLMN-List).

Control plane CIoT EPS optimisation: Enables support of efficient transport of user data (IP, non-IP or SMS) over control plane via the MME without triggering data radio bearer establishment, as defined in TS 24.301 [35].
Control plane EDT: Early Data Transmission used with the Control plane CIoT EPS optimisation.
CSG member cell: A cell broadcasting the identity of the selected PLMN, registered PLMN or equivalent PLMN and for which the CSG whitelist of the UE includes an entry comprising cell's CSG ID and the respective PLMN identity.

Dual Connectivity: A UE in RRC_CONNECTED is configured with Dual Connectivity when configured with a Master and a Secondary Cell Group.

Early Data Transmission: Allows one uplink data transmission optionally followed by one downlink data transmission during the random access procedure as specified in TS 36.300 [9]. The S1 connection is established or resumed upon reception of the uplink data and may be released or suspended along with the transmission of the downlink data. Early data transmission refers to both CP-EDT and UP-EDT.
E-UTRA-NR Dual Connectivity: A form of dual connectivity, defined in TS 37.340 [81], in which a UE in RRC_CONNECTED is configured with MCG cells using E-UTRA and SCG cells using NR as defined in TS 37.340 [81].
EU-Alert: Public Warning System that delivers Warning Notifications provided by Warning Notification Providers using the same AS mechanisms as defined for CMAS.

Field: The individual contents of an information element are referred as fields.

Floor: Mathematical function used to 'round down' i.e. to the nearest integer having a lower or equal value.

Information element: A structural element containing a single or multiple fields is referred as information element.

Korean Public Alert System (KPAS): Public Warning System that delivers Warning Notifications provided by Warning Notification Providers using the same AS mechanisms as defined for CMAS.

Master Cell Group: For a UE not configured with DC, the MCG comprises all serving cells. For a UE configured with DC, the MCG concerns a subset of the serving cells comprising of the PCell and zero or more secondary cells.
Mixed Operation Mode: In NB-IoT FDD, multi-carrier operation where the anchor carrier is in standalone mode while the non-anchor carrier is in inband or guardand mode, and vice versa. See TS 36.300 [9]. 

MBMS service: MBMS bearer service as defined in TS 23.246 [56] (i.e. provided via an MRB or an SC-MRB).

NB-IoT: NB-IoT allows access to network services via E-UTRA with a channel bandwidth limited to 200 kHz.

NB-IoT UE: A UE that uses NB-IoT.

NCSG: Network controlled small gap as defined in TS 36.133 [16].

Non-anchor carrier: In NB-IoT, a carrier where the UE does not assume that NPSS/NSSS/NPBCH/SIB-NB for FDD or NPSS/NSSS/NPBCH for TDD are transmitted.
Primary Cell: The cell, operating on the primary frequency, in which the UE either performs the initial connection establishment procedure or initiates the connection re-establishment procedure, or the cell indicated as the primary cell in the handover procedure.

Primary Secondary Cell: The SCG cell in which the UE is instructed to perform random access or initial PUSCH transmission if random access procedure is skipped when performing the SCG change procedure.
Primary Timing Advance Group: Timing Advance Group containing the PCell or the PSCell.

PUCCH SCell: An SCell configured with PUCCH.

RLC bearer configuration: The lower layer part of the radio bearer configuration comprising the RLC and logical channel configurations.
Secondary Cell: A cell, operating on a secondary frequency, which may be configured once an RRC connection is established and which may be used to provide additional radio resources. Except for the case of EN-DC, the PSCell is considered to be an SCell.

Secondary Cell Group: For a UE configured with DC, the subset of serving cells not part of the MCG, i.e. comprising of the PSCell and zero or more other secondary cells.
Secondary Timing Advance Group: Timing Advance Group neither containing the PCell nor the PSCell. A secondary timing advance group contains at least one cell with configured uplink.

Serving Cell: For a UE in RRC_CONNECTED not configured with CA/ DC there is only one serving cell comprising of the primary cell. For a UE in RRC_CONNECTED configured with CA/ DC the term 'serving cells' is used to denote the set of one or more cells comprising of the primary cell and all secondary cells.
Sidelink: UE to UE interface for sidelink communication, V2X sidelink communication and sidelink discovery. The sidelink corresponds to the PC5 interface as defined in TS 23.303 [68].

Sidelink communication: AS functionality enabling ProSe Direct Communication as defined in TS 23.303 [68], between two or more nearby UEs, using E-UTRA technology but not traversing any network node. In this version, the terminology "sidelink communication" without "V2X" prefix only concerns PS unless specifically stated otherwise.
Sidelink discovery: AS functionality enabling ProSe Direct Discovery as defined in TS 23.303 [68], using E-UTRA technology but not traversing any network node.

Sidelink operation: Includes sidelink communication, V2X sidelink communication and sidelink discovery.

Split SRB: in MR-DC, an SRB between the MN and the UE, allowing selection of either the direct path or the path via the SN as well as duplication of RRC PDUs across both paths as defined in TS 37.340 [81].

UE in CE: Refers to a UE that is capable of using coverage enhancement, and requires coverage enhancement mode to access a cell or is configured in a coverage enhancement mode.

User plane CIoT EPS optimisation: Enables support for change from EMM-IDLE mode to EMM-CONNECTED mode without the need for using the Service Request procedure, as defined in TS 24.301 [35].

User plane EDT: Early Data Transmission used with the User plane CIoT EPS optimisation.
Timing Advance Group: A group of serving cells that is configured by RRC and that, for the cells with an UL configured, use the same timing reference cell and the same Timing Advance value. A Timing Advance Group only includes cells of the same cell group i.e. it either includes MCG cells or SCG cells.

V2X Sidelink communication: AS functionality enabling V2X Communication as defined in TS 23.285 [78], between nearby UEs, using E-UTRA technology but not traversing any network node.
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5.3.3.3c
UE actions upon receiving EDT fallback indication from lower layers 
Upon indication from lower layers that EDT is cancelled, the UE shall:

1>
start or restart timer T300;

1>
if the fallback is indicated by lower layers in response to the RRCEarlyDataRequest:
2>
initiate transmission of RRCConnectionRequest message in accordance with 5.3.3.3;

1>
else if the fallback is indicated by lower layers in response to the RRCConnectionResumeRequest for EDT:
2>
perform the actions upon abortion of UP-EDT as specified in 5.3.3.9a;

2>
initiate transmission of the RRCConnectionResumeRequest message in accordance with 5.3.3.3a;
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5.3.7
RRC connection re-establishment

5.3.7.2
Initiation

The UE shall only initiate the procedure either when AS security has been activated or for a NB-IoT UE supporting RRC connection re-establishment for the Control Plane CIoT EPS optimisation. The UE initiates the procedure when one of the following conditions is met:

1>
upon detecting radio link failure, in accordance with 5.3.11; or

1>
upon handover failure, in accordance with 5.3.5.6; or

1>
upon mobility from E-UTRA failure, in accordance with 5.4.3.5; or

1>
except for UP-EDT, upon integrity check failure indication from lower layers concerning SRB1 or SRB2; or

1>
upon an RRC connection reconfiguration failure, in accordance with 5.3.5.5; or

1>
upon an RRC connection reconfiguration failure, in accordance with TS38.331 [82, 5.3.5.5].

Upon initiation of the procedure, the UE shall:

1>
stop timer T310, if running;

1>
stop timer T312, if running;

1>
stop timer T313, if running;

1>
stop timer T307, if running;

1>
start timer T311;

1>
stop timer T370, if running;

1>
release uplinkDataCompression, if configured;
1>
suspend all RBs, including RBs configured with NR PDCP, except SRB0;

1>
reset MAC;

1>
release the MCG SCell(s), if configured, in accordance with 5.3.10.3a;

1>
apply the default physical channel configuration as specified in 9.2.4;

1>
except for NB-IoT, for the MCG, apply the default semi-persistent scheduling configuration as specified in 9.2.3;

1>
for the MCG, apply the default MAC main configuration as specified in 9.2.2;

1>
release powerPrefIndicationConfig, if configured and stop timer T340, if running;

1>
release reportProximityConfig, if configured and clear any associated proximity status reporting timer;

1>
release obtainLocationConfig, if configured;

1>
release idc-Config, if configured;

1>
release sps-AssistanceInfoReport, if configured;
1>
release measSubframePatternPCell, if configured;

1>
release the entire SCG configuration, if configured, except for the DRB configuration (as configured by drb-ToAddModListSCG);

1>
if EN-DC is configured:

2>
perform EN-DC release, as specified in TS 38.331[82, 5.3.5.10];

1>
release naics-Info for the PCell, if configured;

1>
if connected as an RN and configured with an RN subframe configuration:

2>
release the RN subframe configuration;

1>
release the LWA configuration, if configured, as described in 5.6.14.3;

1>
release the LWIP configuration, if configured, as described in 5.6.17.3;

1>
release delayBudgetReportingConfig, if configured and stop timer T342, if running;

1>
perform cell selection in accordance with the cell selection process as specified in TS 36.304 [4];

1>
release bw-PreferenceIndicationTimer, if configured and stop timer T341, if running;

1>
release overheatingAssistanceConfig, if configured and stop timer T345, if running;
1>
release ailc-BitConfig, if configured;
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5.3.8
RRC connection release

5.3.8.1
General


[image: image1.emf] 
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Figure 5.3.8.1-1: RRC connection release, successful

The purpose of this procedure is:

-
to release the RRC connection, which includes the release of the established radio bearers as well as all radio resources; or

-
to suspend the RRC connection for both suspended RRC connection or RRC_INACTIVE, which includes the suspension of the established radio bearers.
-
to complete the UP-EDT procedure, which includes release or suspension of the established radio bearers.
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5.3.12
UE actions upon leaving RRC_CONNECTED or RRC_INACTIVE
Upon entering RRC_IDLE, the UE shall:

1>
reset MAC;

1>
stop all timers that are running except T320, T322, T325, T330;

1>
if leaving RRC_CONNECTED was triggered by suspension of the RRC:

2>
re-establish RLC entities for all SRBs and DRBs, including RBs configured with NR PDCP;
2>
store the UE AS Context including the current RRC configuration, the current security context, the PDCP state including ROHC state, C-RNTI used in the source PCell, the cellIdentity and the physical cell identity of the source PCell;

2>
store the following information provided by E-UTRAN:

3>
the resumeIdentity;

3>
the nextHopChainingCount, if present;
3>
the drb-ContinueROHC, if present;
2>
suspend all SRB(s) and DRB(s), including RBs configured with NR PDCP, except SRB0;

2>
indicate the suspension of the RRC connection to upper layers;

2>
configure lower layers to suspend integrity protection and ciphering;

NOTE 1:
Except for UP-EDT, ciphering is not applied for the subsequent RRCConnectionResume message used to resume the connection. An integrity check is performed by lower layers, but merely upon request from RRC.

1>
else:

2>
release all radio resources, including release of the RLC entity, the MAC configuration and the associated PDCP entity for all established RBs;

2>
indicate the release of the RRC connection to upper layers together with the release cause;

1>
if leaving RRC_CONNECTED was triggered neither by reception of the MobilityFromEUTRACommand message nor by selecting an inter-RAT cell while T311 was running:

2>
if timer T350 is configured:

3>
start timer T350;

3>
apply rclwi-Configuration if configured, otherwise apply the wlan-Id-List corresponding to the RPLMN included in SystemInformationBlockType17;

2>
else:

3>
release the wlan-OffloadConfigDedicated, if received;

3>
if the wlan-OffloadConfigCommon corresponding to the RPLMN is broadcast by the cell:

4>
apply the wlan-OffloadConfigCommon corresponding to the RPLMN included in SystemInformationBlockType17;

4>
apply steerToWLAN if configured, otherwise apply the wlan-Id-List corresponding to the RPLMN included in SystemInformationBlockType17;
2>
enter RRC_IDLE and perform procedures as specified in TS 36.304 [4, 5.2.7];
1>
else:

2>
release the wlan-OffloadConfigDedicated, if received;

NOTE 2:
BL UEs or UEs in CE verifies validity of SI when released to RRC_IDLE.
1>
release the LWA configuration, if configured, as described in 5.6.14.3;
1>
release the LWIP configuration, if configured, as described in 5.6.17.3;
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6.2
RRC messages

6.2.2
Message definitions

<omitted text>

–
RRCEarlyDataRequest
The RRCEarlyDataRequest message is used to initiate CP-EDT.

Signalling radio bearer: SRB0

RLC-SAP: TM

Logical channel: CCCH

Direction: UE to E‑UTRAN

RRCEarlyDataRequest message
-- ASN1START

RRCEarlyDataRequest-r15 ::=

SEQUENCE {


criticalExtensions




CHOICE {



rrcEarlyDataRequest-r15



RRCEarlyDataRequest-r15-IEs,



criticalExtensionsFuture


SEQUENCE {}


}

}

RRCEarlyDataRequest-r15-IEs ::=
SEQUENCE {


s-TMSI-r15





S-TMSI,



establishmentCause-r15


ENUMERATED {
mo-Data-r15, delayTolerantAccess-r15},


dedicatedInfoNAS-r15



DedicatedInfoNAS,


nonCriticalExtension



SEQUENCE {}


OPTIONAL

}

-- ASN1STOP
	RRCEarlyDataRequest field descriptions

	establishmentCause

Provides the establishment cause for the RRC early data request as provided by the upper layers. W.r.t. the cause value names: 'mo' stands for 'Mobile Originating’. eNB is not expected to reject a RRCEarlyDataRequest due to unknown cause value being used by the UE.
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A.6
Protection of RRC messages (informative)

The following list provides information which messages can be sent (unprotected) prior to security activation and which messages can be sent unprotected after security activation. Those messages indicated "-" in "P" column should never be sent unprotected by eNB or UE. Further requirements are defined in the procedural text.

P…Messages that can be sent (unprotected) prior to security activation

A - I…Messages that can be sent without integrity protection after security activation

A - C…Messages that can be sent unciphered after security activation

NA… Message can never be sent after security activation

	Message
	P
	A-I
	A-C
	Comment

	CSFBParametersRequestCDMA2000
	+
	-
	-
	

	CSFBParametersResponseCDMA2000
	+
	-
	-
	

	CounterCheck
	-
	- 
	- 
	

	CounterCheckResponse
	-
	- 
	- 
	

	DelayBudgetReport
	-
	-
	-
	

	DLInformationTransfer
	+
	-
	-
	

	HandoverFromEUTRAPreparationRequest (CDMA2000)
	-
	- 
	- 
	

	InDeviceCoexIndication
	-
	- 
	- 
	

	InterFreqRSTDMeasurementIndication
	-
	-
	-
	

	LoggedMeasurementsConfiguration
	-
	-
	-
	

	MasterInformationBlock
	+
	+
	+
	

	MBMSCountingRequest
	+
	+
	+
	

	MBMSCountingResponse
	-
	-
	-
	

	MBMSInterestIndication
	+
	-
	-
	

	MBSFNAreaConfiguration
	+
	+
	+
	

	MeasurementReport
	-
	-
	-
	Measurement configuration may be sent prior to security activation. But: In order to protect privacy of UEs, MEASUREMENT REPORT is only sent from the UE after successful security activation.

	MobilityFromEUTRACommand
	-
	- 
	-
	

	Paging
	+
	+
	+
	

	ProximityIndication
	-
	-
	-
	

	RNReconfiguration
	-
	-
	-
	

	RNReconfigurationComplete
	-
	-
	-
	

	RRCConnectionReconfiguration
	+
	-
	-
	The message shall not be sent unprotected before security activation if it is used to perform handover or to establish SRB2, SRB4 and DRBs

	RRCConnectionReconfigurationComplete
	+
	-
	-
	Unprotected, if sent as response to RRCConnectionReconfiguration which was sent before security activation

	RRCConnectionReestablishment
	-
	+
	+
	This message is not protected by PDCP operation.

	RRCConnectionReestablishmentComplete
	-
	-
	-
	

	RRCConnectionReestablishmentReject
	-
	+
	+
	One reason to send this may be that the security context has been lost, therefore sent as unprotected. 

	RRCConnectionReestablishmentRequest
	-
	-
	+
	This message is not protected by PDCP operation. However, a short MAC-I is included.

	RRCConnectionReject
	+
	NA (except for UP-EDT)
	NA (except for UP-EDT)
	For UP-EDT, the message can be sent unprotected after security activation in response to an RRCConnectionResumeRequest.

	RRCConnectionRelease
	+
	-
	-
	Justification for P: If the RRC connection only for signalling not requiring DRBs or ciphered messages, or the signalling connection has to be released prematurely, this message is sent as unprotected.
For UP-EDT, the message is only sent after successful security activation.
If redirectedCarrierInfo is set geran, the message is only sent after successful security activation when UE is connected to 5GC.

	RRCConnectionRequest
	+
	NA
	NA
	

	RRCConnectionResume
	-
	-
	+
	When this message is transmitted, security is activated but suspended. Integrity verification is done after the message received by RRC.
For UP-EDT, the message is only sent after successful security activation.
For RRC_INACTIVE state, the message is protected with both integrity and ciphering.

	RRCConnectionResumeRequest
	-
	-
	+
	This message is not protected by PDCP operation. However, a short MAC-I is included.

	RRCConnectionResumeComplete
	-
	-
	-
	

	RRCConnectionSetup
	+
	NA
	NA
	

	RRCConnectionSetupComplete
	+
	NA
	NA
	

	RRCEarlyDataRequest
	+
	NA
	NA
	

	RRCEarlyDataComplete
	+
	NA
	NA
	

	SCGFailureInformation
	-
	-
	-
	

	SCGFailureInformationNR
	-
	-
	-
	

	SCPTMConfiguration
	+
	+
	+
	

	SecurityModeCommand
	+
	NA
	NA
	Integrity protection applied, but no ciphering (integrity verification done after the message received by RRC)

	SecurityModeComplete
	-
	NA
	NA
	Integrity protection applied, but no ciphering. Ciphering is applied after completing the procedure.

	SecurityModeFailure
	+
	NA
	NA
	Neither integrity protection nor ciphering applied.

	SidelinkUEInformation
	+
	-
	-
	

	SystemInformation
	+
	+
	+
	

	SystemInformationBlockType1
	+
	+
	+
	

	UEAssistanceInformation
	-
	-
	-
	

	UECapabilityEnquiry
	+
	-
	-
	

	UECapabilityInformation
	+
	-
	-
	

	UEInformationRequest
	-
	-
	-
	

	UEInformationResponse
	-
	-
	-
	In order to protect privacy of UEs, UEInformationResponse is only sent from the UE after successful security activation

	ULHandoverPreparationTransfer (CDMA2000)
	-
	-
	-
	This message should follow HandoverFromEUTRAPreparationRequest

	ULInformationTransfer
	+
	-
	-
	

	ULInformationTransferMRDC
	-
	-
	-
	

	WLANConnectionStatusReport
	-
	-
	-
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