3GPP TSG-RAN WG2 Meeting #103bis 
R2-1814135
Chengdu, China, 08th - 12th Oct 2018








Agenda item:
10.4.1.3.9
Source: 
Huawei, HiSilicon

Title: 
Discussion on security algorithm negotiation issue for Resume, RNAU and Reestablishment
Document for:
Discussion and Decision
1   Introduction
According to S3-183168 [1], SA3 has initiated a Study on 256-bit algorithms for 5G, and it is an R16 study. In this document, we would like to discuss possible impacts if 256-bit algorithm is involved in R16, and proposes three proposals to define security negotiation procedure for Resume, RNAU and Reestablishment. 
2   Discussion
2.2   Security Negotiation Scenario

According to clause 5.11.2 in TS 33.501 [2], the basic requirements for algorithm selection are: the serving network shall select the algorithms to use dependent on the UE security capabilities of the UE, and the configured allowed list of security capabilities of the currently serving network entity. Each selected algorithm shall be indicated to a UE in a protected manner such that a UE is ensured that the integrity of algorithm selection is protected against manipulation.

Observation 1: The basic requirements for algorithm selection are: the serving network shall select the algorithms dependent on the UE security capabilities, and the configured allowed list of security capabilities of the currently serving network entity. Each selected algorithm shall be indicated to a UE in a protected manner such that a UE is ensured that the integrity of algorithm selection is protected against manipulation.
According to clause 5.2.2 and 5.3.2 in TS 33.501 [2], in R15, the UE and the gNB SHALL implement NEA0, 128-NEA1, 128-NEA2, and the UE and the gNB MAY implement 128-NEA3. All of these algorithms are 128bit based solution which is implemented in chip.

According to S3-183168 [1], SA3 has initiated a Study on 256-bit algorithms for 5G, and it is an R16 study, which means that SA3 will bring 256bit algorithm in R16.
Current 128bit algorithm is implemented in chip, and it cannot be upgraded to support 256bit algorithm if operator does not update the hardware. 
Consider that UE contacts to gNB1 before, and then moves to gNB2, following cases may lead gNB2 not to use old algorithms used by UE and gNB1, which requires to perform security negotiation procedure.
Table 1
Possible Cases to trigger security negotiation procedure

	UE
	gNB1
	gNB2
	result

	R15, implement NEA3
	R15, not implement NEA3
Priority List: NEA2, NEA1, NEA0
	R15, implement NEA3
Priority List: NEA3, NEA2, NEA1, NEA0
	The gNB2 does not implement old alg, security negotiation is needed.

	R15, implement NEA3
	R15, implement NEA3
Priority List: NEA3, NEA2, NEA1, NEA0
	R15, implement NEA3
Priority List: NEA2, NEA3, NEA1, NEA0
	The gNB2 implements old alg, but it is not the highest priority of algorithm priority list, security negotiation is needed.

	R16, implement 256bit algorithm
	R16, implement 256bit algorithm
Priority List: 256bit,128bit
	R15, not implement 256bit alg
Priority List: 128bit
	The gNB2 does not implement old alg, security negotiation is needed


Case 1 may meet in R15, because operators may buy two R15 gNBs from different vendors, however, vendor1 implement NEA3, but vendor2 does not implement NEA3, the operators may configure different algorithm priority list on the two gNBs. However, it could be solved according to local configuration.
Case 2 may meet in R15, because the UE may move from operator1’s gNB1 to operator2’s gNB2, two operators may configure different algorithm priority lists.
Case 3 may meet in R16 frequently, because it is hard to update 256bit algorithms on R15 gNB since the security algorithm is implemented in chip. Operator needs to update hardware, which is difficult. Thus, when the operator deploys R16 gNB next to the R15 gNB, the 256bit algorithm in R16 gNB will be configured with high priority since it is more secure, R15 gNB does not implement the old algorithm.
Observation 2: When SA3 introduces 256bit algorithm in R16, security negotiation will be general case, because it is hard to update security algorithm in R15 gNB since it is implemented in chip.
If we don't define suitable security negotiation procedure in R15, any enhancement in R16 cannot solve backward compatibility problem. In case that R16 UE communicates with R16 gNB with 256bit algorithm at first, then, the R16 UE moves to the R15 gNB, who may never implement 256bit algorithm, the current defined security negotiation procedure will run.
Observation 3: If we don't define suitable security negotiation procedure in R15, any enhancement in R16 cannot solve backward compatibility problem.
2.3   Current Procedure

There are three mobility related procedures, which may require security negotiation, i.e. Handover Procedure (Xn or N2), INACTIVE related procedure (resume or RANU), and Reestablishment procedure.

2.3.1   Handover

Xn Handover
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Figure 1
Current Security Negotiation procedure for Xn Handover

1. Source gNB shall send HO Request message to the target gNB, including UE security capability and old algorithm used between UE and source gNB. 

2. Target gNB shall check whether the old algorithm is the highest priority according to algorithm priority list. If not, the target gNB shall select the new algorithm according to UE security capability. The target constructs RRC container including new algorithm.
3. The target gNB sends HO request ACK message including RRC container to the source gNB.

4. The source gNB sends RRCReconfiguration message to the UE including the new algorithm. The RRCReconfiguration message is protected using the old Krrc-int and old algorithm by the source gNB.
5. The UE shall decipher the RRCReconfiguration message using old Krrc-int and old algorithm, and get new algorithm in the message.

6. The UE shall protect the RRCReconfigurationComplete message with new Krrc-int and new algorithm.

7. The UE shall send the RRCReconfigurationComplete message to the target gNB.

N2 Handover
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Figure 2
Current Security Negotiation procedure for N2 Handover

1. Source gNB shall send HO Required message to the source AMF, including old algorithm included in source to target container. 

2. Source AMF shall send Namf_Communication_CreateUEContext Request message to the target AMF, including UE security capability stored in the AMF, and source to target container.

3. The target AMF shall send HO Request message to the target gNB, including UE security capability and source to target container.

4. Target gNB shall check whether the old algorithm is the highest priority according to algorithm priority list. If not, the target gNB shall select the new algorithm according to UE security capability and security priority list. The target gNB constructs RRC container including new algorithm.

5. The target gNB shall send HO request ACK message to the target AMF.

6. The target AMF shall send Namf_Communication_CreateUEContext Response message to the source AMF.
7. The source AMF shall send HO Command message to the source gNB.

8. The source gNB shall send RRCReconfiguration message to the UE including the new algorithm. The RRCReconfiguration message is protected using the old Krrc-int and old algorithm by the source gNB.

9. The UE shall decipher the RRCReconfiguration message using old Krrc-int and old algorithm, and get new algorithm in the message.

10. The UE shall protect the RRCReconfigurationComplete message with new Krrc-int and new algorithm.

11. The UE shall send the RRCReconfigurationComplete message to the target gNB.

Observation 4: Current security negotiation procedure for handover is efficient, we don't need to modify the procedure.
2.3.2   INACTIVE
In RAN2#101b meeting, it is agreed on security algorithm negotiation for INACTIVE in R2-1806457 [1]:

“I) Security algorithm negotiation
RAN2 think that security algorithms negotiation can be achieved in the following way:


-  if the new gNB wishes to use the algorithms used by the last serving gNB, the new gNB can send msg4 ciphered and integrity protected using these algorithms, either to move the UE to RRC_CONNECTED or to move back the UE to RRC_INACTIVE including a new I-RNTI;


- if the new gNB wishes to use different algorithms, the new gNB can send msg4 (RRCSetup) without integrity protection and without ciphering and security will be activated with a subsequent RRC message (similar to SecurityModeCommand in LTE) like in the case of the transition from RRC_IDLE to RRC_CONNECTED”

The current security negotiation procedure for INACTIVE is shown in figure 3.
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Figure 3
Current security negotiation for INACTIVE
1. UE shall send RRCResumeRequest message to target gNB. Note that after sending the RRCResumeRequest message, the UE has already derived a new KgNB* according to stored NCC. 
2. The target gNB shall send Retrieve UE Context Request message to source gNB to fetch UE context.

3. After successful verification of ResumeMAC-I, the source gNB shall send the UE context to the target gNB, including KgNB*, UE security capability and old ciphering and integrity algorithms used between the UE and the source gNB.

4. When receiving the UE security capability and the old algorithm, the target gNB may not use the old algorithm, i.e. the target gNB does not implement old algorithm, or, the target gNB implements the old algorithm, but it is not the highest priority of algorithm priority list.

5. The target gNB shall send RRCSetup message to the UE.

6. The UE shall delete all the AS context and indicate to upper layers fallback of the RRC connection.

7. When receiving the indicator from RRC layer, the UE will perform NAS recovery procedure. The UE may send an initial NAS message to the AMF, e.g. Service Request.

8. The AMF shall send Initial Context Setup Request message to the gNB with new UE AS security context, including KgNB’ derived from current Kamf and uplink NAS COUNT, and UE security capability, etc.

9. The gNB shall select suitable security algorithms according to the UE security capability, derive RRC keys, and send AS SMC with selected algorithms integrity protected by derived Krrc-int to the UE.

10. The UE shall derive KgNB’ according to current Kamf and uplink NAS COUNT, and derive RRC keys according to selected algorithm in SecurityModeCommand message. The UE shall send SecurityModeComplete message protected by the RRC keys to the target gNB.

11. The target gNB may send RRCReconfiguration message to the UE to reconfigure the DRB.

According to the call flow above, fallback procedure requests the UE to go to IDLE, release all the AS context, and request AMF to re-establish AS security. It seems that when R16 UE resumes to R15 gNB fetching UE context from R16 gNB, INACTIVE feature has gone, UE always performs as in IDLE, even worse, the source R15 gNB needs to keep UE context before the UE resumes.

However, security negotiation procedure for Handover is very simple, i.e. involve a parameter selected algorithms in existing RRC Connection Reconfiguration message. So, the fallback procedure is complicated for security negotiation procedure.

Observation 5: The security negotiation procedure for resume or RNAU procedure is complicated comparing with security negotiation procedure for Handover.

2.3.3   Reestablishment
Currently, we don't define any security negotiation procedure for reestablishment. Thus, when the UE re-establishes to the target gNB when HO is failed, the UE will fail to re-establish to the cell if the target gNB does not use the old algorithm.
Observation 6: There is no security negotiation procedure for reestablishment procedure yet.
2.4   Proposed Solution

2.4.1   INACTIVE
Since MSG4 is ciphered, the UE cannot know the new algorithm sent in the ciphertext, thus, the new algorithm cannot be included in the MSG4.

According to cases described in clause 2.1, there are two conditions which may trigger security negotiation:

1. Target gNB implements old algorithm, but it is not the highest priority of algorithm priority list.

2. Target gNB does not implement old algorithm.

For both cases, current solution will force UE to IDLE, and do NAS recovery. We need to find the solution to simply this procedure.
2.4.1.2   When target gNB implements old algorithm

For condition 1, since target gNB implements old algorithm, the target gNB could reuse the old algorithm to keep session continuity. The target gNB could send the new algorithm in the RRCRelease message, the new algorithm can be used for the next resume or RNAU.
Resume case: 
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Figure 4 Security Negotiation Solution for resume or RNAU in case that target gNB implements old algorithm
1. UE sends RRCResumeRequest message to target gNB. Note that after sending the RRCResumeRequest message, the UE has already derived a new KgNB* according to stored NCC. The UE shall compute ResumeMAC-I according to stored algorithms alg1.
2. The target gNB sends Retrieve UE Context Request message to source gNB to fetch UE context.

3. After successful verification of ResumeMAC-I, the source gNB sends the UE context to the target gNB, including KgNB*, UE security capability and old ciphering and integrity algorithms alg1 used between the UE and the source gNB.
4. When receiving alg1, the target gNB may implement the alg1, but the alg1 is not the highest priority of algorithm priority list, the target gNB will still use the alg1 to protect the RRCResume.
5. The target gNB sends RRCResume message to the UE. The UE shall decipher and verify the RRCResume message with alg1 used to calculate ResumeMAC-I in MSG3.
6. The UE sends RRCResumeComplete message to the target gNB.
7. The target gNB sends RRCRelease message including alg2 to the UE. The target gNB shall select the new algorithm alg2 according to UE security capability and algorithm priority list. The target gNB shall replace old algorithm alg1 to alg2
8. When receiving RRCRelease message, after successful verification of the message, the UE shall replace old algorithm alg1 to alg2. The alg2 will be used for the next resume or RNAU.
RNAU case:
For RNAU, step 5 and step 6 in figure 4 can be skipped.

When the target gNB implements old algorithms, but the old algorithm is not the highest priority of algorithm priority list, the solution introduces selected algorithm in RRCRelease message to send the UE to INACTIVE, and the selected algorithm is used for the next resume or RNAU procedure. Comparing with current security negotiation solution, the proposed solution has the same behaviour with resume or RNAU procedure, which means four RRC signalling with additional NAS and N2 signalling is reduced. There is no additional signalling overhead, the UE and the gNB could negotiate the security algorithms smoothly in both Resume and RNAU procedure.
Proposal 1: Include in the RRCRelease message to send the UE to INACTIVE the algorithm to use for the next resume or RNAU.
 A corresponding CR is provided in [5].
2.4.1.3   When target gNB does not implement old algorithm

For condition 2, the reason why target gNB triggers a fallback procedure is that the target gNB cannot continue to use old algorithms used between UE and source gNB. However, the other parameters in UE AS context are available and correct, because the target gNB has already received the UE AS context from the source gNB. There is no need to retrieve UE AS context from the AMF in N2: Initial Context Setup message. So, NAS recovery is not needed, since it involves unnecessary RRC, NAS signalling and N2 signalling.
SecurityModeCommand message is used for security negotiation. However, according TS 38.331 [4], when receiving SecurityModeCommand message from the target gNB, the UE shall derive KgNB’ according Kamf as described in step 10 in figure 3. If there is no NAS message to the AMF, the target gNB cannot get a new KgNB from the AMF. 

However, target gNB has already received a KgNB* from the source gNB, and the UE has already derived KgNB* after sending MSG3. Thus, if UE does not perform NAS recovery, since the KgNB* is fresh, the UE and the target gNB could use this key to derive RRC keys.

Thus, there are two options.
Option 1:
Resume case:
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Figure 5 Security Negotiation Solution Option 1 for resume or RNAU in case that target gNB does not implement old algorithm
1. UE sends RRCResumeRequest message to target gNB. Note that after sending the RRCResumeRequest message, the UE has already derived a new KgNB* according to stored NCC.

2. The target gNB sends Retrieve UE Context Request message to source gNB to fetch UE context.

3. After successful verification of ResumeMAC-I, the source gNB sends the UE context to the target gNB, including KgNB*, UE security capability and old ciphering and integrity algorithms used between the UE and the source gNB.
4. When receiving old algorithms, the target gNB may not implement the old algorithm.
5. The target gNB shall select the new algorithm alg2 according to UE security capability and algorithm priority list. The target gNB shall derive Krrc-int according to KgNB* in the UE AS context and new integrity algorithm. The chosen algorithms and NoRootKeyDerivation are indicated to the UE in SecurityModeCommand message. The target gNB shall replace old algorithm to new algorithm.
6. When receiving SecurityModeCommand message, and if NoRootKeyDerivation is included, the UE does not derive a new KgNB. The UE derives Krrc-int and Krrc-enc according to current AS key KgNB* and new integrity and ciphering algorithms indicated in AS SMC. The UE verifies AS SMC message according Krrc-int and new integrity algorithm. The UE shall replace old algorithm to new algorithm.
7. After successful verification, the UE shall send SecurityModeComplete message to the target gNB. Thus, UE and target gNB have successfully negotiate the security algorithm.
8. The target gNB sends RRCResume message to the UE.
9. The UE sends RRCResumeComplete message to the target gNB.
10. The target gNB sends RRCRelease message to the UE.
RNAU case:
For RNAU, step 8 and step 9 in figure 5 can be skipped.

Evaluation: 
When the target gNB does not implement old algorithms, the option 1 solution introduces SecurityModeCommand procedure between RRCResumeRequest and RRCResume message to negotiate security algorithms since the UE context is available in the target gNB. Comparing with current security negotiation solution, the proposed solution reduces 2 RRC signalling with additional NAS and N2 signalling. However, there may be a problem that since reception of SecurityModeCommand in response to RRCResumeRequest is currently not supported and SecurityModeCommand is normally sent on SRB1 while in this case the UE expects ciphered messages on SRB1. Consider that the selected algorithm shall be sent to the UE with integrity protection, the SecurityModeCommand message cannot be sent in SRB0. Thus, additional indicator with cleartext may be added to tell the UE the message is not ciphered. Since it may have more impact on protocol, option 2 is proposed.

Option 2:
Resume case:
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Figure 6 Security Negotiation Solution Option 2 for resume or RNAU in case that target gNB does not implement old algorithm
1. UE sends RRCResumeRequest message to target gNB. Note that after sending the RRCResumeRequest message, the UE has already derived a new KgNB* according to stored NCC.

2. The target gNB sends Retrieve UE Context Request message to source gNB to fetch UE context.

3. After successful verification of ResumeMAC-I, the source gNB sends the UE context to the target gNB, including KgNB*, UE security capability and old ciphering and integrity algorithms used between the UE and the source gNB.
4. When receiving old algorithms, the target gNB may not implement the old algorithm, the target gNB shall keep the current AS security context.
5. The target gNB sends RRCSetup message to the UE. The RRCSetup message includes NoNASRecovery indicator.
6. When the NoNASRecovery is included, the UE does not indicate to upper layers that the RRC connection resume has been fallbacked, the UE also keeps the current UE AS security context. So, the UE will not send any NAS message to the network. 
7. The UE sends RRCSetupComplete message to the target gNB.
8. The target gNB shall select the new algorithm according to UE security capability and algorithm priority list. The target gNB shall derive Krrc-int according to KgNB* in the UE security AS context and new integrity algorithm. The chosen algorithms and NoRootKeyDerivation are indicated to the UE in SecurityModeCommand message. The target gNB shall replace old algorithm to new algorithm.
9. When receiving SecurityModeCommand message, and if NoRootKeyDerivation is included, the UE does not derive a new KgNB. The UE derives Krrc-int and Krrc-enc according to current AS key KgNB* and new integrity and ciphering algorithms indicated in AS SMC. The UE verifies AS SMC message according Krrc-int and new integrity algorithm.
10. After successful verification, the UE shall send SecurityModeComplete message to the target gNB. Thus, UE and target gNB have successfully negotiate the security algorithm.
11. The target gNB may send RRCReconfiguration message to the UE to reconfigure the DRB.
12. The target gNB may send RRCRelease message to the UE.
RNAU case:
For RNAU, step 11 in figure 6 can be skipped.

Evaluation: 

When the target gNB does not implement old algorithms, the option 2 solution follows current fallback procedure, the difference is to introduce two IEs in the current RRC signalling. The protocol change is simpler comparing with option 1, and reduces unnecessary NAS and N2 signalling.
Proposal 2: For resume and RNAU procedure, when the target gNB does not implement old algorithms, it is proposed to include NoNASRecovery indicator in RRCSetup message to indicate the UE not to perform a NAS recovery and keep UE AS security context. In addition, the NoRootKeyDerivation shall be included in the SecurityModeCommand message to tell UE not to derive KgNB, and derive Krrc according to KgNB* derived after MSG3.

2.4.2   Reestablishment
It is agreed in RAN2#103, RRCReestablishment message shall be integrity protected only. Thus, MSG4 is similar with SecurityModeCommand message which is integrity protected by new algorithm. It is proposed to involve new algorithm in the RRCReestablishment message, and integrity protect the RRCReestablishment message with new algorithm just like SecurityModeCommand message.
After involving new algorithm in the RRCReestablishment message, RRCReestablishment procedure will support security negotiation, in case that HO failed, and the UE re-establishes to the target gNB, but the target gNB does not use old algorithms (including gNB does not implement the old algorithm, or the old algorithm is not the highest priority of algorithm priority list), the RRCReestablishment procedure will be successful.

Proposal 3: For reestablishment procedure, when the target gNB does not use old algorithms, it is proposed to include selected algorithm in RRCReestablishment message.

A corresponding CR is provided in [6].
3   Conclusion
In this paper, we made the following proposal:
Observation 1: The basic requirements for algorithm selection are: the serving network shall select the algorithms dependent on the UE security capabilities, and the configured allowed list of security capabilities of the currently serving network entity. Each selected algorithm shall be indicated to a UE in a protected manner such that a UE is ensured that the integrity of algorithm selection is protected against manipulation.

Observation 2: When SA3 introduces 256bit algorithm in R16, security negotiation will be general case, because it is hard to update security algorithm in R15 gNB since it is implemented in chip.
Observation 3: If we don't define suitable security negotiation procedure in R15, any enhancement in R16 cannot solve backward compatibility problem.
Observation 4: Current security negotiation procedure for handover is efficient, we don't need to modify the procedure.

Observation 5: The security negotiation procedure for resume or RNAU procedure is complicated comparing with security negotiation procedure for Handover.

Observation 6: There is no security negotiation procedure for reestablishment procedure yet.
Proposal 1: Include in the RRCRelease message to send the UE to INACTIVE the algorithm to use for the next resume or RNAU.

Proposal 2: For resume and RNAU procedure, when the target gNB does not implement old algorithms, it is proposed to include NoNASRecovery indicator in RRCSetup message to indicate the UE not to perform a NAS recovery and keep UE AS security context. In addition, the NoRootKeyDerivation shall be included in the SecurityModeCommand message to tell UE not to derive KgNB, and derive Krrc according to KgNB* derived after MSG3.
Proposal 3: For reestablishment procedure, when the target gNB does not use old algorithms, it is proposed to include selected algorithm in RRCReestablishment message.
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