3GPP TSG-RAN WG2 Meeting #103bis 
R2-1814131
Chengdu, China, 08th - 12th Oct 2018
(resubmission of R2-1812497)
Agenda item:
10.4.1.3.9
Source: 
Huawei, HiSilicon

Title: 
Security of MSG4 in case of RNAU without context relocation
Document for:
Discussion and Decision
1   Introduction
In RAN3#100, to support RNAU without context relocation in some scenarios, it was agreed that [1]:

· A RRC container (carrying the RRC Release message as an octet string) is added as an optional element to the failure message (from the last serving gNB to the gNB that initiated the procedure).  

· The new target gNB should transparently forward the content of this container to the UE.
In this paper, we will consider the protection of the RRC Release in the container generated by the last serving gNB.
2   Discussion
2.2   Key for MSG3
As discussed in [2], there will be an indicator to inform UE of the used source C-RNTI and PCI for calculation of resumeMAC-I for next MSG3. For the Key used for calculation of resumeMAC-I, there are two cases.  The possible solutions are present in the below figure.
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Fig 1. The Key used for calculation of MSG3
One is to reuse the old key in the anchor gNB if the indicator is received showed in case 1. In other words, if the indicator is included in the RRCRelease message, all the information will fallback to the one in the anchor gNB, including security context, C-RNTI and PCI. 
The alternative way is to continue the key derivation as showed in case 2. Then, the key for resumeMAC-I is always updated even without anchor relocation. This can meet the security requirement of SA3 that the same key should not be used in different gNBs, e.g., case 2-2. Besides, it can greatly avoid replay attack in case the anchor is not changed and the UE triggers RRCResumeRequet message in the same target more than one times, e.g., case 2-1.
Proposal 1: The key used for calculation of resumeMAC-I is always updated even without anchor relocation.

2.3   Key for MSG4
Based on the aforesaid agreement, it was agreed that RNAU without UE context relocation will be supported in NR. Consequently, the anchor (last serving) gNB remains unchanged in case of RNAU in some scenarios. From the network perspective, the UE seems to be served by the anchor gNB all the time. The AMF is unable to know the real case and also considers that the UE is still within the serving coverage of the anchor gNB. There is no requirement to vertically update the KgNB key based on new {NH, NCC} for both anchor gNB and AMF in case of RNAU without UE context relocation.

Proposal 2: No PATH SWITCH procedure is triggered for RNAU without UE context relocation.

In the above scheme, the anchor gNB cannot obtain new pair of {NH, NCC}. When the anchor gNB decides not to relocate INACTIVE UE context and reconfigures INACTIVE UE into INACTIVE, it can provide the old NCC in the generated MSG4. 
For next resume request, triggered by RNAU or other causes, the UE can derive the new KgNB* key horizontally by comparing the received NCC and the stored one. If the anchor gNB does not relocate INACTIVE UE context for RNAU for continuous times, there will be multiple horizontal KgNB* key derivations with the same value of NCC. 
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Fig.2 KgNB* key derivation for RNAU without context relocation

Observation: The KgNB* key may be derived horizontally multiple times in case of RNAU without UE context relocation.
It is necessary to confirm whether the above proposals can meet the security requirement in SA3.

Proposal 3: Send LS[3] to SA3 to confirm:

· The key used for the calculation of resumeMAC-I is always updated even without anchor relocation;

· whether multiple horizontal KgNB* key derivations is acceptable.
3   Conclusion
In this paper, we discuss the potential issues for key derivation in case of RNAU without context relocation. We have the following observation and proposals:
Proposal 1: The key used for calculation of resumeMAC-I is always updated even without anchor relocation.

Proposal 2: No PATH SWITCH procedure is triggered for RNAU without UE context relocation.

Observation: The KgNB* key may be derived horizontally multiple times in case of RNAU without UE context relocation.

Proposal 3: Send LS[3] to SA3 to confirm:

· The key used for the calculation of resumeMAC-I is always updated even without anchor relocation;

· whether multiple horizontal KgNB* key derivations is acceptable.
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