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Introduction
In RAN2#101bis in Sanya, the following agreement was reached concerning the calculation of the security token (called resumeMAC-I) to be included in the RRC resume request message in NR:
Input parameters for resumeMAC-I will be at least the same as in LTE apart from the resume discriminator. FFS whether the resume discriminator is needed and possibly new one(s) for replay attack. We will wait for SA3 progress on inputs to the resumeMAC-I

In RAN2#103 in Gothenburg, the above FFS was highlighted again during the ASN.1 review of 38.331. The open issue was whether the resume discriminator is needed for the calculation of the resumeMAC-I. The discussion that followed resulted in the following agreement:
 R2-1812168	[E537] Need for protocol discriminator in resumeMAC-I calculation	Ericsson	discussion	Rel-15	NR_newRAT-Core
=>	Remove resumeDiscriminator from VarResumeMAC-Input from the variable in 38.331
=>	Above agreement also to be captured in the LTE/5GC running CR


In this contribution we question the agreement to remove the resume discriminator and argue why using separate inputs for the resume and re-establishment security token calculations is good security practice.
[bookmark: _Ref525848433]Discussion
[bookmark: _Hlk525845069]Both the RRC resume request and RRC re-establishment request contains a security token (called resumeMAC-I and shortMAC-I, respectively) that allows the last serving gNB to verify the UE and continue context fetching procedure. The security token is calculated using the security key of the last serving gNB, KgNB, and an input variable (called VarResumeMAC-Input and VarShortMAC-Input, respectively) containing the source PCI, the source C-RNTI and the target Cell ID. The following is an excerpt from 38.331 [1]:
–	VarResumeMAC-Input
The UE variable VarResumeMAC-Input specifies the input used to generate the resumeMAC-I during RRC Connection Resume procedure.
VarResumeMAC-Input variable
-- ASN1START
-- TAG-VAR-RESUMEMACINPUT-START

VarResumeMAC-Input  ::=     SEQUENCE {
    sourcePhysCellId                        PhysCellId,
    targetCellIdentity                      CellIdentity,
    source-c-RNTI                           RNTI-Value

}

-- TAG-VAR-RESUMEMACINPUT-STOP
-- ASN1STOP

…
[bookmark: _Toc525763634]–	VarShortMAC-Input
The UE variable VarShortMAC-Input specifies the input used to generate the shortMAC-I during RRC Connection Reestablishment procedure.
VarShortMAC-Input variable
-- ASN1START
-- TAG-VAR-SHORTMACINPUT-START

VarShortMAC-Input   ::=                 SEQUENCE {
    sourcePhysCellId                        PhysCellId,
    targetCellIdentity                      CellIdentity,
    source-c-RNTI                           RNTI-Value
}

-- TAG-VAR- SHORTMACINPUT-STOP
-- ASN1STOP

 
As can be seen the resumeMAC-I (used for resume procedure) and the shortMAC-I (used for re-establishment procedure) are calculated using exactly the same key and exactly the same inputs, and are hence indistinguishable. This indistinguishability means that the shortMAC-I can be used in resume procedure, and the resumeMAC-I can be used in re-establishment procedure leading to, in principle, un-intended behavior. Trigerring such an un-intended behavior is popularly known in security world as "type confusion" attack.
[bookmark: _Toc525849318][bookmark: _Toc525850255]The resumeMAC-I (used for resume procedure) and the shortMAC-I (used for re-establishment procedure) are currently calculated using exactly the same key and exactly the same inputs, and are hence indistinguishable.
Such attack is illustrated in the following example where an attacker performs a resume using a shortMAC-I generated by a legitimate UE for a re-establishment.
1. The gNB decides to suspend a UE in RRC_CONNECTED state and therefore sends a suspend message.
2. The attacker blocks the suspend message from reaching the UE and at the same time acknowledges the reception of the suspend message at lower layers (i.e. MAC and RLC)  towards the gNB, thereby fooling the gNB to believe the UE has entered RRC_INACTIVE.
3. The blocking of the suspend message will cause the UE to declare RLF and trigger RRC connection re-establishment and the attacker will then intercept the shortMAC-I in the RRC re-establishment request.
4. Assuming the attacker can determine the I-RNTI of the UE (e.g. because it is assigned in a predictable manner or because the UE identifying part of the I-RNTI is short enough so that it can be guessed), the attacker can send an RRC resume request to the gNB with the intercepted shortMAC-I as resumeMAC-I.
5. As the resumeMAC-I and shortMAC-I are calculated in the exactly the same way the gNB will accept the resumeMAC-I as valid.
Attacks like the one above are effectively denial of service attacks as the state mismatch between the UE and network causes the UE to become unreachable. Typically, the UE would recover from this situation relatively quickly as various timers will expire which will cause a recovery procedure to be triggered to resolve the state mismatch. As denial of service can also be achieved by simple radio jamming it can be argued that this type of attack is not that severe and therefore does not need to be protected against.  However, the resume and re-establishment procedures will likely evolve in the future and hence it is possible that more severe attacks will arise.
It is a security best practice to prevent "type confusion" attack. More alarmingly, it is bad security practice to remove an existing mechanism that prevents "type confusion" attack. By existing mechanism, we refer to the resume discriminator (called resumeDiscriminator) which was added to LTE Rel-13 [2]:

[bookmark: _Toc518999207]–	VarShortResumeMAC-Input
The UE variable VarShortResumeMAC-Input specifies the input used to generate the shortResumeMAC-I during RRC Connection Resume procedure.
VarShortResumeMAC-Input UE variable
-- ASN1START

VarShortResumeMAC-Input-r13 ::=		SEQUENCE {
	cellIdentity-r13						CellIdentity,
	physCellId-r13							PhysCellId,
	c-RNTI-r13								C-RNTI,
	resumeDiscriminator-r13					BIT STRING(SIZE(1))
}

-- ASN1STOP



By re-introducing the resume discriminator in NR we can avoid the "type confusion" attack.
[bookmark: _Toc525848467][bookmark: _Toc525849183][bookmark: _Toc525849322][bookmark: _Toc525850258]To avoid “type confusion” attacks, the resume discriminator should be re-introduced in VarResumeMAC-Input in NR.
To align NR and eLTE the resume discriminator should also be introduced in eLTE.
[bookmark: _Toc525848468][bookmark: _Toc525849184][bookmark: _Toc525849323][bookmark: _Toc525850259]The resume discriminator should also be introduced in VarResumeMAC-Input in eLTE.
Conclusion
In this paper we discussed the need for the resume discriminator in the resumeMAC-I calculation. In section 2 we made the following observation:
Observation 1	The resumeMAC-I (used for resume procedure) and the shortMAC-I (used for re-establishment procedure) are currently calculated using exactly the same key and exactly the same inputs, and are hence indistinguishable.

Based on the discussion in section 2 we propose the following:
Proposal 1	To avoid “type confusion” attacks, the resume discriminator should be re-introduced in VarResumeMAC-Input in NR.
Proposal 2	The resume discriminator should also be introduced in VarResumeMAC-Input in eLTE.
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