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[bookmark: _Toc510018436][bookmark: _Toc524434225]
[bookmark: _Toc524434290]5.3.5.3	Reception of an RRCReconfiguration by the UE
The UE shall perform the following actions upon reception of the RRCReconfiguration:
1>	if the RRCReconfiguration includes the fullConfig:
2>	perform the radio configuration procedure as specified in 5.3.5.11;
1>	if the RRCReconfiguration includes the masterCellGroup:
2>	perform the cell group configuration for the received masterCellGroup according to 5.3.5.5;
1> if the RRCReconfiguration includes the masterKeyUpdate: or
1> if the RRCReconfiguration includes the sk-Counter:
2>	perform security key update procedure as specified in 5.3.5.7;
1>	if the RRCReconfiguration includes the secondaryCellGroup:
2>	perform the cell group configuration for the SCG according to 5.3.5.5;
1>	if the RRCReconfiguration message contains the radioBearerConfig:
2>	perform the radio bearer configuration according to 5.3.5.6;
1>	if the RRCReconfiguration message includes the measConfig:
2>	perform the measurement configuration procedure as specified in 5.5.2;
1>	if the RRCReconfiguration message includes the dedicatedSIB1-Delivery:
2>	perform the action upon reception of SIB1 as specified in 5.2.2.4.2;
1>	if the RRCReconfiguration message includes the dedicatedSystemInformationDelivery:
2>	perform the action upon reception of System Information as specified in 5.2.2.4;
1>	set the content of RRCReconfigurationComplete message as follows:
2>	if the RRCReconfiguration includes the masterCellGroup containing the reportUplinkTxDirectCurrent, or;
2>	if the RRCReconfiguration includes the secondaryCellGroup containing the reportUplinkTxDirectCurrent:
3> include the uplinkTxDirectCurrentList;
1>	if the UE is configured with E-UTRA nr-SecondaryCellGroupConfig (MCG is E-UTRA):
2>	if RRCReconfiguration was received via SRB1:
3>	submit the RRCReconfigurationComplete via the EUTRA MCG embedded in E-UTRA RRC message RRCConnectionReconfigurationComplete as specified in TS 36.331 [10];
3>	if reconfigurationWithSync was included in spCellConfig of an SCG:
4>	initiate the random access procedure on the SpCell, as specified in TS 38.321 [3]; 
3>	else:
4>	the procedure ends;
NOTE:	The order the UE sends the RRCConnectionReconfigurationComplete message and performs the Random Access procedure towards the SCG is left to UE implementation.
2>	else (RRCReconfiguration was received via SRB3):
3>	submit the RRCReconfigurationComplete message via SRB3 to lower layers for transmission using the new configuration;
NOTE:	For EN-DC, in the case of SRB1, the random access is triggered by RRC layer itself as there is not necessarily other UL transmission. In the case of SRB3, the random access is triggered by the MAC layer due to arrival of RRCReconfigurationComplete.
1> else:
2> submit the RRCReconfigurationComplete message via SRB1 to lower layers for transmission using the new configuration;
1>	if reconfigurationWithSync was included in spCellConfig of an MCG or SCG, and when MAC of an NR cell group successfully completes a random access procedure triggered above;
2>	stop timer T304 for that cell group;
2>	apply the parts of the CQI reporting configuration, the scheduling request configuration and the sounding RS configuration that do not require the UE to know the SFN of the respective target SpCell, if any;
2>	apply the parts of the measurement and the radio resource configuration that require the UE to know the SFN of the respective target SpCell (e.g. measurement gaps, periodic CQI reporting, scheduling request configuration, sounding RS configuration), if any, upon acquiring the SFN of that target SpCell;
2>	if the reconfigurationWithSync was included in spCellConfig of an MCG:
3>	if the active downlink BWP, which is indicated by the firstActiveDownlinkBWP-Id for the target SpCell of the MCG, has a common search space configured:
4>	acquire the SIB1 of the target SpCell of the MCG, as specified in 5.2.2.3.1;
2>	the procedure ends.
NOTE:	The UE is only required to acquire broadcasted SIB1 if the UE can acquire it without disrupting unicast data reception, i.e. the broadcast and unicast beams are quasi co-located.
[bookmark: _Toc510393431][bookmark: _Toc524434305]END OF FIRST CHANGES

START OF SECOND CHANGES
5.3.5.6.3	SRB addition/modification
The UE shall:
1>	for each srb-Identity value included in the srb-ToAddModList that is not part of the current UE configuration (SRB establishment or reconfiguration from E-UTRA PDCP to NR PDCP):
2>		 if the UE is connected to 5GC and the current UE configuration as configured by E-UTRA in TS 36.331 [10] includes an SRB identified with the same srb-Identity value:
3>	establish a PDCP entity and configure it with the security algorithms and apply the keys (KRRCenc and KRRCint) configured/derived as specified in E-UTRA in TS 36.331 [10] associated with the master key (KeNB) or secondary key (S-KeNB) as indicated in keyToUse;
2>	else:
32>	establish a PDCP entity and configure it with the security algorithms according to securityConfig and apply the keys (KRRCenc and KRRCint) associated with the master key (KeNB/ KgNB) or secondary key (S-KgNB) as indicated in keyToUse, if applicable;
2>	if the current UE configuration as configured by E-UTRA in TS 36.331 [10] includes an SRB identified with the same srb-Identity value:
3>	associate the E-UTRA RLC entity and DCCH of this SRB with the NR PDCP entity;
3>	release the E-UTRA PDCP entity of this SRB;
2>	if the pdcp-Config is included:
3>	configure the PDCP entity in accordance with the received pdcp-Config;
2>	else:
3>	configure the PDCP entity in accordance with the default configuration defined in 9.2.1 for the corresponding SRB;
1>	for each srb-Identity value included in the srb-ToAddModList that is part of the current UE configuration:
2>	if the reestablishPDCP is set:
3>		if the UE is connected to 5GC and the current UE configuration as configured by E-UTRA in TS 36.331 [10] includes an SRB identified with the same srb-Identity value:
3>	if target RAT is E-UTRA/5GC:
4>	configure the PDCP entity to apply the integrity protection algorithm and KRRCint key configured/derived as specified in TS 36.331 [10, 5.4.2.3] associated with the master key (KeNB) or secondary key (S-KeNB) as indicated in keyToUse, i.e. the integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
4>	configure the PDCP entity to apply the ciphering algorithm and KRRCenc key configured/derived as specified in TS 36.331 [10, 5.4.2.3] associated with the master key (KeNB) or secondary key (S-KeNB) as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
3>	else:
4>	configure the PDCP entity to apply the integrity protection algorithm and KRRCint key associated with the master key (KeNB/KgNB) or secondary key (S-KgNB), as indicated in keyToUse, i.e. the integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
4>	configure the PDCP entity to apply the ciphering algorithm and KRRCenc key associated with the master key (KeNB/KgNB) or secondary key (S-KgNB) as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
4>	re-establish the PDCP entity of this SRB as specified in 38.323 [5];
2>	else, if the discardOnPDCP is set:
3>	trigger the PDCP entity to perform SDU discard as specified in TS 38.323 [5];
2>	if the pdcp-Config is included:
3>	reconfigure the PDCP entity in accordance with the received pdcp-Config.
END OF SECOND CHANGES

START OF THIRD CHANGES
[bookmark: _Toc524434307]5.3.5.6.5	DRB addition/modification
The UE shall:
1>	for each drb-Identity value included in the drb-ToAddModList that is not part of the current UE configuration (DRB establishment including the case when full configuration option is used):
2> if an sdap-Config is included:
3> if an SDAP entity with the received pdu-Session does not exist:
4> establish an SDAP entity as specified in TS 37.324 [24] section 5.1.1;
3> configure the SDAP entity in accordance with the received sdap-Config as specified in TS 37.324 [24] and associate the DRB with the SDAP entity;  
2>	establish a PDCP entity and configure it in accordance with the received pdcp-Config;
2>		if the UE is connected to 5GC and the current UE configuration as configured by E-UTRA in TS 36.331 [10] includes an DRB identified with the same drb-Identity value:
3>	if the PDCP entity of this DRB is not configured with cipheringDisabled:
4>configure the PDCP entity with the ciphering algorithms and apply the KUPenc key configured/derived as specified in TS 36.331 [10] associated with the master key (KeNB) or secondary key (S-KeNB) as indicated in keyToUse; 
2>	else:
3>	if the PDCP entity of this DRB is not configured with cipheringDisabled:
34>configure the PDCP entity with the ciphering algorithms according to securityConfig and apply the KUPenc key associated with the master key (KeNB/KgNB) or the secondary key (S-KgNB) as indicated in keyToUse; 
3> if the PDCP entity of this DRB is configured with integrityProtection:
34> configure the PDCP entity with the integrity protection algorithms according to securityConfig and apply the KUPint key associated with the master (KeNB/KgNB) or the secondary key (S-KgNB) as indicated in keyToUse;
2>	if the UE is operating in EN-DC:
3>if the DRB was configured with the same eps-BearerIdentity either by NR or E-UTRA prior to receiving this reconfiguration:
4> associate the established DRB with the corresponding eps-BearerIdentity;
3> else:
4>	indicate the establishment of the DRB(s) and the eps-BearerIdentity of the established DRB(s) to upper layers;
1>	for each drb-Identity value included in the drb-ToAddModList that is part of the current UE configuration:
2> if an sdap-Config is included, reconfigure the SDAP entity in accordance with the received sdap-Config as specified in TS 37.324 [24];
2>	if the reestablishPDCP is set:
3>		if the UE is connected to 5GC and the current UE configuration as configured by E-UTRA in TS 36.331 [10] includes an DRB identified with the same drb-Identity value:
3>	if target RAT is E-UTRA/5GC:
4>	if the PDCP entity of this DRB is not configured with cipheringDisabled:
5>	configure the PDCP entity with the ciphering algorithm and KUPenc key configured/derived as specified in TS 36.331 [10, 5.4.2.3] associated with the master key (KeNB) or secondary key (S-KeNB) as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent PDCP PDUs received and sent by the UE;
3>	else:
4>	if the PDCP entity of this DRB is not configured with cipheringDisabled:
5>	configure the PDCP entity with the ciphering algorithm and KUPenc key associated with the master key or secondary key (KeNB/KgNB) (KeNB/S-KgNB/KgNB)or secondary key (S-KgNB) as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent PDCP PDUs received and sent by the UE;
4> if the PDCP entity of this DRB is configured with integrityProtection:
5> configure the PDCP entity with the integrity protection algorithms according to securityConfig and apply the KUPint key associated with the master (KeNB/KgNB) or the secondary key (S-KgNB) as indicated in keyToUse, i.e. the integrity protection configuration shall be applied to all subsequent PDCP PDUs received and sent by the UE;
3>	re-establish the PDCP entity of this DRB as specified in 38.323 [5], section 5.1.2;
2>	else, if the recoverPDCP is set:
3>	trigger the PDCP entity of this DRB to perform data recovery as specified in 38.323 [5];
2>	if the pdcp-Config is included:
3>	reconfigure the PDCP entity in accordance with the received pdcp-Config.
NOTE 1:	Removal and addition of the same drb-Identity in a single radioResourceConfig is not supported. In case drb-Identity is removed and added due to reconfiguration with sync or re-establishment with the full configuration option, the network can use the same value of drb-Identity.
NOTE 2:	When determining whether a drb-Identity value is part of the current UE configuration, the UE does not distinguish which RadioBearerConfig and DRB-ToAddModList that DRB was originally configured in.  To re-associate a DRB with a different key (KeNB to S-KeNB or vice versa), the network provides the drb-Identity value in the (target) drb-ToAddModList and sets the reestablishPDCP flag. The network does not list the drb-Identity in the (source) drb-ToReleaseList.   
NOTE 3:	When setting the reestablishPDCP flag for a radio bearer, the network ensures that the RLC receiver entities do not deliver old PDCP PDUs to the re-established PDCP entity. It does that e.g. by triggering a reconfiguration with sync of the cell group hosting the old RLC entity or by releasing the old RLC entity.
NOTE 4: 	In this specification, UE configuration refers to the parameters configured by NR RRC unless otherwise stated.
NOTE 5: Ciphering and integrity protection can be enabled or disabled for a DRB. The enabling/disabling of ciphering or integrity protection can be changed only by releasing and adding the DRB.
END OF THIRD CHANGES

START OF FOURTH CHANGES
[bookmark: _Toc524434308]5.3.5.7	Security key update 
The UE shall:
1>	if the UE is operating in EN-DC or NGEN-DC:
2> upon reception of sk-Counter as specified in TS 36.331 [10]:
3>	update the S-KgNB key based on the KeNB key and using the received sk-Counter value, as specified in TS 33.401 [11REF] for EN-DC or 33.501 [11] for NGEN-DC;
3>	derive KRRCenc and KUPenc key as specified in TS 33.401 [11REF] for EN-DC or 33.501 [11] for NGEN-DC;
3>	derive the KRRCint and KUPint key as specified in TS 33.401 [11REF] for EN-DC or 33.501 [11] for NGEN-DC.;
1>	else:
2>	if the nas-Container is included in the received masterKeyUpdate:
3>	forward the nas-Container to the upper layers;
2>	if the keySetChangeIndicator is set to TRUE:
3>	derive or update the KgNB key based on the KAMF key, as specified in TS 33.501 [11];
2>	else:
3>	derive or update the KgNB key based on the current KgNB or the NH, using the nextHopChainingCount value indicated in the received masterKeyUpdate, as specified in TS 33.501 [11];
2>	store the nextHopChainingCount value;
2>	derive the keys associated with KgNB as follows:
2>	if the securityAlgorithmConfig is included in SecurityConfig:
3>	derive KRRCenc and KUPenc key associated with the cipheringAlgorithm indicated in the securityAlgorithmConfig, as specified in TS 33.501 [11];
3>	derive the KRRCint and KUPint key associated with the integrityProtAlgorithm indicated in the securityAlgorithmConfig, as specified in TS 33.501 [11];
2>	else: 
3>	derive KRRCenc and KUPenc key associated with the current cipheringAlgorithm, as specified in TS 33.501 [11];
3>	derive the KRRCint and KUPint key associated with the current integrityProtAlgorithm, as specified in TS 33.501 [11].
NOTE:	Ciphering and integrity protection are optional to configure for the DRBs.
2>	if the sk-Counter is included in the RRCReconfiguration or RRCResume message:
3>	if the UE is operating in NE-DC:
4>	derive or update the S-KeNB key based on the KgNB key and using the received sk-Counter value, as specified in TS 33.501 [11];
4>	derive the KRRCenc and the KUPenc key as specified in TS 33.401 [REF] using the ciphering algorithms as configured by E-UTRA as specified in TS 36.331 [10];
4>	derive the KRRCint key as specified in TS 33.401 [REF] using the integrity protection algorithms as configured by E-UTRA as specified in TS 36.331 [10];
Editor’s note: It is FFS which IE will contain the E-UTRA security algorithms for the SN.
3>		else (if the UE is operating in NR-DC):
4>	derive or update the S-KgNB key based on the KgNB key and using the received sk-Counter value, as specified in TS 33.501 [11];
4>	derive the KRRCenc key and the KUPenc key as specified in TS 33.501 [11] using the integrity protection algorithms indicated in the RadioBearerConfig associated with the secondary key (S-KgNB) as indicated by keyToUse;
4>	derive the KRRCint key and the KUPint key as specified in TS 33.501 [11] using the ciphering algorithms indicated in the RadioBearerConfig associated with the secondary key (S-KgNB) as indicated by keyToUse;
END OF FOURTH CHANGES

START OF FIFTH CHANGES

[bookmark: _Toc510018567][bookmark: _Toc524434453]6.2.2	Message definitions
[bookmark: _Toc510018570][bookmark: _Toc524434465]–	RRCReconfiguration
The RRCReconfiguration message is the command to modify an RRC connection. It may convey information for measurement configuration, mobility control, radio resource configuration (including RBs, MAC main configuration and physical channel configuration) including and security configuration.
Signalling radio bearer: SRB1 or SRB3
RLC-SAP: AM
Logical channel: DCCH
Direction: Network to UE
RRCReconfiguration message
-- ASN1START
-- TAG-RRCRECONFIGURATION-START

RRCReconfiguration ::=              SEQUENCE {
    rrc-TransactionIdentifier           RRC-TransactionIdentifier,
    criticalExtensions                  CHOICE {
        rrcReconfiguration                  RRCReconfiguration-IEs,
        criticalExtensionsFuture            SEQUENCE {}
    }
}

RRCReconfiguration-IEs ::=          SEQUENCE {
    radioBearerConfig                       RadioBearerConfig                                                      OPTIONAL, -- Need M
    secondaryCellGroup                      OCTET STRING (CONTAINING CellGroupConfig)                              OPTIONAL, -- Need M
    measConfig                              MeasConfig                                                             OPTIONAL, -- Need M
    lateNonCriticalExtension                OCTET STRING                                                           OPTIONAL,
    nonCriticalExtension                    RRCReconfiguration-v1530-IEs                                           OPTIONAL
}

RRCReconfiguration-v1530-IEs ::=            SEQUENCE {
    masterCellGroup                         OCTET STRING (CONTAINING CellGroupConfig)                              OPTIONAL, -- Need M
    fullConfig                              ENUMERATED {true}                                                      OPTIONAL, -- Cond FullConfig
    dedicatedNAS-MessageList                SEQUENCE (SIZE(1..maxDRB)) OF DedicatedNAS-Message                     OPTIONAL, -- Cond nonHO
    masterKeyUpdate                         MasterKeyUpdate                                                        OPTIONAL, -- Cond MasterKeyChange
    dedicatedSIB1-Delivery                  OCTET STRING (CONTAINING SIB1)                                         OPTIONAL, -- Need N
    dedicatedSystemInformationDelivery      OCTET STRING (CONTAINING SystemInformation)                            OPTIONAL, -- Need N
    otherConfig                             OtherConfig                                                           OPTIONAL,   -- Need N
    nonCriticalExtension                    RRCReconfiguration-v15xy-IEs                                                           OPTIONAL
}

RRCReconfiguration-v15xy-IEs ::=            SEQUENCE {
    sk-Counter-r15                          INTEGER (0..65535)                                                  OPTIONAL,
    nonCriticalExtension                    SEQUENCE {}                                                           OPTIONAL

MasterKeyUpdate ::=                 SEQUENCE {
    keySetChangeIndicator           BOOLEAN,   
    nextHopChainingCount            NextHopChainingCount,
    nas-Container                   OCTET STRING                                                    			OPTIONAL,    -- Cond securityNASC
    ...
}

-- TAG-RRCRECONFIGURATION-STOP
-- ASN1STOP

	RRCReconfiguration-IEs field descriptions

	dedicatedNAS-MessageList
This field is used to transfer UE specific NAS layer information between the network and the UE. The RRC layer is transparent for each PDU in the list. 

	fullConfig
Indicates that the full configuration option is applicable for the RRCReconfiguration message.

	keySetChangeIndicator
True is used in an intra-cell handover when a KgNB key is derived from a KAMF key taken into use through the latest successful NAS SMC procedure, or N2 handover procedure with KAMF change, as described in TS 33.501 [11] for KgNB re-keying. False is used in an intra-NR handover when the new KgNB key is obtained from the current KgNB key or from the NH as described in TS 33.501 [11].

	masterCellGroup
Configuration of master cell group.

	nas-Container 
This field is used to transfer UE specific NAS layer information between the network and the UE. The RRC layer is transparent for this field, although it affects activation of AS- security after inter-system handover to NR. The content is defined in TS 24.501 [23].

	nextHopChainingCount
Parameter NCC: See TS 33.501 [11]

	radioBearerConfig
Configuration of Radio Bearers (DRBs, SRBs) including SDAP/PDCP. In EN-DC this field may only be present if the RRCReconfiguration is transmitted over SRB3.

	secondaryCellGroup
Configuration of secondary cell group (EN-DC and MR-DC).

	sk-Counter
A one-shot counter used upon initial configuration of SN security for NR-DC and NE-DC, as well as upon refresh of S-KgNB or S-KeNB. In case of NR-DC; this field is mandatory upon PSCell addition, and optionally present, Need N upon PSCell modification. In case of NGEN-DC, this field is mandatory upon PSCell addition or modification. Otherwise, the field is absent.



	Conditional Presence
	Explanation

	nonHO
	The field is not present in case of reconfiguration with sync within NR or to NR; otherwise it is optionally present, need N.

	securityNASC
	This field is mandatory present in case of inter system handover. Otherwise the field is optionally present, need N.

	MasterKeyChange
	This field is mandatory present in case the security algorithms associated to the master key are modified (as indicated in SecurityAlgorithmConfig in SecurityConfig, included in the received RadioBearerConfig). Else if ReconfigurationWithSync is included, this field is optionally present, need N, otherwise the field is absent.

	FullConfig
	It is optionally present, Need N, during reconfiguration with sync and also in first reconfiguration after reestablishment. It is not present otherwise.



END OF FIFTH CHANGES

START OF SIXTH CHANGES


[bookmark: _Toc510018577][bookmark: _Toc524434498]6.3.2	Radio resource control information elements
[bookmark: _Toc524434630]–	RadioBearerConfig
The IE RadioBearerConfig is used to add, modify and release signalling and/or data radio bearers. Specifically, this IE carries the parameters for PDCP and, if applicable, SDAP entities for the radio bearers.
RadioBearerConfig information element
-- ASN1START
-- TAG-RADIO-BEARER-CONFIG-START

RadioBearerConfig ::=                   SEQUENCE {
    srb-ToAddModList                        SRB-ToAddModList                                        OPTIONAL,   -- Cond HO-Conn
    srb3-ToRelease                          ENUMERATED{true}                                        OPTIONAL,   -- Need N
    drb-ToAddModList                        DRB-ToAddModList                                        OPTIONAL,   -- Cond HO-toNR
    drb-ToReleaseList                       DRB-ToReleaseList                                       OPTIONAL,   -- Need N
    securityConfig                          SecurityConfig                                          OPTIONAL,   -- Need M
    ...
}

SRB-ToAddModList ::=                    SEQUENCE (SIZE (1..2)) OF SRB-ToAddMod
SRB-ToAddMod ::=                        SEQUENCE {
    srb-Identity                            SRB-Identity,
    reestablishPDCP                         ENUMERATED{true}                                        OPTIONAL,   -- Need N
    discardOnPDCP                           ENUMERATED{true}                                        OPTIONAL,   -- Need N
    pdcp-Config                             PDCP-Config                                             OPTIONAL,   -- Cond PDCP
    ...
}

DRB-ToAddModList ::=                    SEQUENCE (SIZE (1..maxDRB)) OF DRB-ToAddMod
DRB-ToAddMod ::=                        SEQUENCE {
    cnAssociation                           CHOICE {
        eps-BearerIdentity                      INTEGER (0..15),                                    -- EPS-DRB-Setup
        sdap-Config                             SDAP-Config                                         -- 5GC
    }                                       OPTIONAL, -- Cond DRBSetup
    drb-Identity                            DRB-Identity,
    reestablishPDCP                         ENUMERATED{true}                                        OPTIONAL,   -- Need N
    recoverPDCP                             ENUMERATED{true}                                        OPTIONAL,   -- Need N
    pdcp-Config                             PDCP-Config                                             OPTIONAL,   -- Cond PDCP
    ...
}
DRB-ToReleaseList ::=                   SEQUENCE (SIZE (1..maxDRB)) OF DRB-Identity

SecurityConfig ::=                      SEQUENCE {  
    securityAlgorithmConfig                 SecurityAlgorithmConfig                                 OPTIONAL,   -- Cond RBTermChange2
    keyToUse                                ENUMERATED{master, secondary}                           OPTIONAL,   -- Cond RBTermChange
    ...
}



-- TAG-RADIO-BEARER-CONFIG-STOP
-- ASN1STOP

	DRB-ToAddMod field descriptions

	cnAssociation
Indicates if the bearer is associated with the eps-bearerIdentity (when connected to EPC) or sdap-Config (when connected to 5GC).

	drb-Identity
In case of DC, the DRB identity is unique within the scope of the UE, i.e. an MCG DRB cannot use the same value as a split DRB. For a split DRB the same identity is used for the MCG and SCG parts of the configuration.

	eps-BearerIdentity
The EPS bearer ID determines the EPS bearer when NR connects to EPC using EN-DC

	reestablishPDCP
Indicates that PDCP should be re-established. Network sets this to TRUE whenever the security key used for this radio bearer changes. Key change could for example be due to termination point change for the bearer, reconfiguration with sync, resuming an RRC connection, or the first reconfiguration after reestablishment. It is also applicable for LTE procedures when NR PDCP is configured.

	recoverPDCP 
Indicates that PDCP should perform recovery according to TS38.323.

	sdap-Config
The SDAP configuration determines how to map QoS flows to DRBs when NR connects to the 5GC and presence/absence of UL/DL SDAP headers.



	RadioBearerConfig field descriptions

	securityConfig
Indicates the security algorithm and key to use for the signalling and data radio bearers configured with the list in this radioBearerConfig When the field is not included, the UE shall continue to use the currently configured keyToUse and security algorithm for the radio bearers reconfigured with the lists in this radioBearerConfig. If the radio bearers (re)configured with the list in this radioBearerConfig terminate in an ng-eNB the security algorithms will not be usedexcept for mobility from NR to E-UTRA/5GC.

	srb3-ToRelease
Release SRB3. SRB3 release can only be done at SCG release and reconfiguration with sync.



	SecurityConfig field descriptions

	keyToUse
Indicates if the bearers configured with the list in this radioBearerConfig is using the master key or the secondary key for deriving ciphering and/or integrity protection keys. For EN-DC, network should not configure SRB1 and SRB2 with secondary key and SRB3 with the master key. When the field is not included, the UE shall continue to use the currently configured keyToUse for the radio bearers reconfigured with the lists in this radioBearerConfig except for mobility from NR to E-UTRA/5GC. If EN-DC is not configured, this field is set to master.

	securityAlgorithmConfig
Indicates the security algorithm for the signalling and data radio bearers configured with the list in this radioBearerConfig. When the field is not included, the UE shall continue to use the currently configured security algorithm for the radio bearers reconfigured with the lists in this radioBearerConfig except for radio bearers terminating in an ng-eNBmobility from NR to E-UTRA/5GC.



	SRB-ToAddMod field descriptions

	discardOnPDCP 
Indicates that PDCP should discard stored SDU and PDU according to TS38.323.

	reestablishPDCP
Indicates that PDCP should be re-established. Network sets this to TRUE whenever the security key used for this radio bearer changes. Key change could for example be due to reconfig with sync, and for SRB2 when resuming an RRC connection the first reconfiguration after RRC connection reestablishment in NR. For LTE SRBs using NR PDCP, it could be for handover, RRC connection reestablishment or resume.

	srb-Identity
Value 1 is applicable for SRB1 only. Value 2 is applicable for SRB2 only. Value 3 is applicable for SRB3 only.



	Conditional Presence
	Explanation

	RBTermChange
	The field is mandatory present in case of set up of signalling and data radio bearer and change of termination point for the radio bearer between MN and SN. It is optionally present otherwise, Need S.

	RBTermChange2
	The field is mandatory present in case of set up of signalling and data radio bearer and change of termination point for the radio bearer between MN and SN. It is optionally present otherwise, Need S. This field is not present for radio bearer terminating in an ng-eNB.

	PDCP
	The field is mandatory present if the corresponding DRB is being setup or corresponding RB is reconfigured with NR PDCP; otherwise the field is optionally present, need M.

	DRBSetup
	The field is mandatory present if the corresponding DRB is being setup; otherwise the field is optionally present, need M.

	HO-Conn
	The field is mandatory present in case of inter-system handover from E-UTRA (connected to EPC) to E-UTRA (connected to 5GC) or NR, or when the fullConfig is included in the RRCReconfiguration message, or in case of RRCSetup; otherwise the field is optionally present, need N. Upon RRCSetup, only SRB1 can be present.

	HO-toNR
	The field is mandatory present in case of inter-system handover from E-UTRA (connected to EPC) to E-UTRA (connected to 5GC) or NR, or when the fullConfig is included in the RRCReconfiguration message. In case of RRCSetup and RRCReestablishment, the field is not present; otherwise the field is optionally present, need N.
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