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Introduction
During the email discussion 103#51, it was concluded that the KSN will be derived based on the sk-Counter as in LTE. However, during RAN2#102, it was agreed that for E-UTRA connected to 5GC, the security algorithms would be configured using LTE code points:

Agreements
1	For eLTE system, during configuration of NR PDCP for any RB using NR RadioBearerConfig IE, do not use Optional NR securityAlgorithmConfig IE having NR only code points.
2	For eLTE AS Security Algorithms configuration use LTE SMC Signalling with LTE Code Points and during HO Signalling use LTE securityConfigHO IE with LTE Code Points.
3	NR code points would not be extended, in future, to indicate any LTE only algorithms

This contribution discuss the implication of these agreements in relation to MR-DC. An accompanying CR is provided in R2-1814095.
[bookmark: _Ref178064866]Discussion
Derivation of secondary key
Similar to EN-DC, the derivation of the security keys for the SN in MR-DC will be based on the master node key (KeNB or KgNB) and a 16 bit counter called sk-Counter (similar to the scg-Counter used for LTE DC). As the key refresh material for the master node key were placed in a IE, with mandatory fields for e.g. NCC and keySetChangeIndicator, the sk-Counter, must be placed elsewhere. In EN-DC, the sk-Counter is placed in the top level of the RRCConnectionReconfiguration message and a similar approach should be applied in NR for MR-DC.
[bookmark: _Toc525208253][bookmark: _Toc525208912][bookmark: _Toc525556013][bookmark: _Toc525760743][bookmark: _Toc525825274]The sk-Counter, used for derivation of the KSN for NR-DC and NE-DC is placed in the RRCReconfiguration message.
In LTE DC, the derivation of the S-KeNB and the algorithm keys is performed in the SCG reconfiguration section. However, for EN-DC, the corresponding derivations are placed in TS 38.331 in the section for security key update. The security procedures for MR-DC should follow the procedures of EN-DC and thus place the key derivation in the same section as for the master key update (i.e. section 5.3.5.7. of TS 38.331).

[bookmark: _Toc525208913][bookmark: _Toc525556014][bookmark: _Toc525760744][bookmark: _Toc525825275]The procedures for the derivation of the KSN and the algorithm keys should be placed in the security key update section of TS 38.331.

Since it has been agreed that LTE/5GC will use LTE code points for the algorithms, the derivation of the algorithm keys must distinguish between whether the SN is an ng-eNB (in case of NE-DC) or a gNB (in case of NR-DC or NGEN-DC). If the SN is an ng-eNB, the security algorithms, and thus the derivation of the algorithm keys will be based on EPS security procedures defined in TS 33.401, while if the SN is a gNB, the security algorithms and the derivation of the algorithm keys will be based on 5GS security procedures defined in TS 33.501.

[bookmark: _Toc525208915][bookmark: _Toc525556009][bookmark: _Toc525760739][bookmark: _Toc525825270]Which security algorithm to use and how to derive the algorithm keys in node will depend on whether the MN or SN is a gNB or an ng-eNB
Since the key derivation procedures for the secondary key for NGEN-DC will be the same as for EN-DC, the security key update procedures for EN-DC should be updated to also cover NGEN-DC.
[bookmark: _Toc525556015][bookmark: _Toc525760745][bookmark: _Toc525825276]The procedures for derivation of the secondary key for EN-DC are extended to also apply to NGEN-DC
Configuration of security algorithms
In NR, the security algorithms are configured for the PDCP entities when an RB is added or modified, i.e. in section 5.3.5.6 (Radio Bearer configuration) in TS 38.331. For inter-system handover from NR to LTE/5GC, procedures to apply algorithm using LTE code points were introduced for the RB modification, with the procedure condition (‘if target RAT is E-UTRA/5GC’). However, the condition is vague in how to determine what the target RAT is, and in case of MR-DC, the term ‘target RAT’ may be ambiguous whether it refers to the MN or the SN. Considering that if the UE connected to 5GC, is configured to terminate a bearer in an ng-eNB with NR PDCP, the srb-toAddModList and/or the drb-toAddModList in the RadioResourceConfigDedicated in the RRCConnectionReconfiguration message in LTE will contain the same srb-Identity/drb-Identity as the srb-toAddModList/drb-toAddModList in RadioBearerConfig in RRCReconfiguration in NR. The absence of E-UTRA PDCP-Config in the E-UTRA RadioResourceConfigDedicated indicates that the bearer should be configured with NR PDCP.
[bookmark: _Toc525556010][bookmark: _Toc525760740][bookmark: _Toc525825271]An SRB and/or DRB terminating in an E-UTRA node configured with NR PDCP will receive srb-ToAddModList/drb-ToAddModList in both E-UTRA and NR with the same srb-Identity/drb-Identity. 
[bookmark: _Toc525556011][bookmark: _Toc525760741][bookmark: _Toc525825272]Absence or presence of PDCP-Config in RadioBearerConfig for the srb-Identity/drb-Identity indicate whether to use E-UTRA or NR PDCP.
[bookmark: _Toc525556012][bookmark: _Toc525760742][bookmark: _Toc525825273]A bearer terminating in an E-UTRA node connected to 5GC (ng-eNB) will use LTE security algorithms, while an E-UTRA node connected to EPC using NR PDCP (eNB in EN-DC) will use NR security algorithms.
[bookmark: _Toc525556016][bookmark: _Toc525760746][bookmark: _Toc525825277]Procedures for which security algorithm to use during bearer modification should be based on parameters the UE receives (implicitly or explicitly).
In addition, the procedures for addition of radio bearers currently do not allow configuring LTE algorithms, either for DRB or SRB addition.
[bookmark: _Toc525556017][bookmark: _Toc525760747][bookmark: _Toc525825278]Add procedures in TS 38.331 to configure LTE security algorithms during SRB and DRB addition procedures

We have provided a CR in R2-1814095.detailing the required changes to TS 38.331 to support the security configurations for MR-DC.
[bookmark: _Toc525208914][bookmark: _Toc525556018][bookmark: _Toc525760748][bookmark: _Toc525825279]Agree to the CR in R2-1814095.
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Conclusion
In section 2 we made the following observations:
Observation 1	Which security algorithm to use and how to derive the algorithm keys in node will depend on whether the MN or SN is a gNB or an ng-eNB
Observation 2	An SRB and/or DRB terminating in an E-UTRA node configured with NR PDCP will receive srb-ToAddModList/drb-ToAddModList in both E-UTRA and NR with the same srb-Identity/drb-Identity.
Observation 3	Absence or presence of PDCP-Config in RadioBearerConfig for the srb-Identity/drb-Identity indicate whether to use E-UTRA or NR PDCP.
Observation 4	A bearer terminating in an E-UTRA node connected to 5GC (ng-eNB) will use LTE security algorithms, while an E-UTRA node connected to EPC using NR PDCP (eNB in EN-DC) will use NR security algorithms.

Based on the discussion in section 2 we propose the following:
Proposal 1	The sk-Counter, used for derivation of the KSN for NR-DC and NE-DC is placed in the RRCReconfiguration message.
Proposal 2	The procedures for the derivation of the KSN and the algorithm keys should be placed in the security key update section of TS 38.331.
Proposal 3	The procedures for derivation of the secondary key for EN-DC are extended to also apply to NGEN-DC
Proposal 4	Procedures for which security algorithm to use during bearer modification should be based on parameters the UE receives (implicitly or explicitly).
Proposal 5	Add procedures in TS 38.331 to configure LTE security algorithms during SRB and DRB addition procedures
Proposal 6	Agree to the CR in R2-1814095.
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