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[bookmark: _Toc510018567]6.2.2	Message definitions
<Partially omitted>
–	RRCRelease
The RRCRelease message is used to command the release of an RRC connection or the suspension of the RRC connection.
Signalling radio bearer: SRB1
RLC-SAP: AM
Logical channel: DCCH
Direction: Network to UE
RRCRelease message
-- ASN1START
-- TAG-RRCRELEASE-START

RRCRelease ::=			SEQUENCE {
	rrc-TransactionIdentifier			RRC-TransactionIdentifier,
	criticalExtensions					CHOICE {
		rrcRelease							RRCRelease-IEs,
		criticalExtensionsFuture			SEQUENCE {}
	}
}

[bookmark: _Hlk523300272]RRCRelease-IEs ::=		SEQUENCE {
	redirectedCarrierInfo				RedirectedCarrierInfo				OPTIONAL,	-- Need N
	cellReselectionPriorities			CellReselectionPriorities							OPTIONAL,	-- Need R
	suspendConfig						SuspendConfig						OPTIONAL,	-- Need R

[bookmark: _Hlk523300687]	deprioritisationReq				SEQUENCE {
		deprioritisationType				ENUMERATED {frequency, nr},
		deprioritisationTimer				ENUMERATED {min5, min10, min15, min30}
	}																												OPTIONAL,	-- Need N
	lateNonCriticalExtension				OCTET STRING															OPTIONAL,
	nonCriticalExtension					SEQUENCE{}																OPTIONAL

}


[bookmark: _Hlk523303094]RedirectedCarrierInfo ::=			CHOICE {
	nr									CarrierInfoNR,
	eutra								RedirectedCarrierInfo-EUTRA,
	...
}


RedirectedCarrierInfo-EUTRA ::=			SEQUENCE {
	eutraFrequency							ARFCN-ValueEUTRA,
	cnType-r15                     			ENUMERATED {epc,fiveGC}			OPTIONAL
}

CarrierInfoNR ::= SEQUENCE {
	carrierFreq							ARFCN-ValueNR,
    ssbSubcarrierSpacing				SubcarrierSpacing,
	smtc								SSB-MTC 								OPTIONAL,      -- Need S
...
}

SuspendConfig ::= SEQUENCE {
	fullI-RNTI							I-RNTI-Value,
	shortI-RNTI 						ShortI-RNTI-Value,
[bookmark: _Hlk522014134]	ran-PagingCycle						PagingCycle,
	ran-NotificationAreaInfo			RAN-NotificationAreaInfo 	OPTIONAL,	-- Need M
	t380								PeriodicRNAU-TimerValue 	OPTIONAL,	-- Need R
	nextHopChainingCount				NextHopChainingCount,
	...
}


PeriodicRNAU-TimerValue ::=		ENUMERATED { min5, min10, min20, min30, min60, min120, min360, min720}


CellReselectionPriorities ::=		SEQUENCE {
	freqPriorityListEUTRA				FreqPriorityListEUTRA			OPTIONAL,		-- Need M
	freqPriorityListNR					FreqPriorityListNR				OPTIONAL, 		-- Need M		
	t320								ENUMERATED {
											min5, min10, min20, min30, min60, min120, min180,
											spare1}						OPTIONAL,		-- Need R
	...
}

PagingCycle ::=				ENUMERATED {rf32, rf64, rf128, rf256}

FreqPriorityListEUTRA ::=			SEQUENCE (SIZE (1..maxFreq)) OF FreqPriorityEUTRA

FreqPriorityListNR ::=				SEQUENCE (SIZE (1..maxFreq)) OF FreqPriorityNR

FreqPriorityEUTRA ::=				SEQUENCE {
	carrierFreq							ARFCN-ValueEUTRA,
	cellReselectionPriority				CellReselectionPriority,
	cellReselectionSubPriority			CellReselectionSubPriority		OPTIONAL 		-- Need R
}

FreqPriorityNR ::=				SEQUENCE {
	carrierFreq							ARFCN-ValueNR,
	cellReselectionPriority				CellReselectionPriority,
	cellReselectionSubPriority			CellReselectionSubPriority		OPTIONAL 		-- Need R
}

RAN-NotificationAreaInfo ::=  CHOICE {
	cellList				PLMN-RAN-AreaCellList,	
	ran-AreaConfigList		PLMN-RAN-AreaConfigList,
	...
}

PLMN-RAN-AreaCellList ::=			SEQUENCE (SIZE (1.. maxPLMNIdentities)) OF PLMN-RAN-AreaCell

-- Sum of cells from all PLMNs does not exceed 32
PLMN-RAN-AreaCell ::=	SEQUENCE {     
	plmn-Identity				PLMN-Identity													OPTIONAL,	-- Need S		 
	ran-AreaCells				SEQUENCE (SIZE (1..32)) OF	CellIdentity		
}

PLMN-RAN-AreaConfigList	::=			SEQUENCE (SIZE (1..maxPLMNIdentities)) OF PLMN-RAN-AreaConfig

PLMN-RAN-AreaConfig ::=	SEQUENCE {     
	plmn-Identity				PLMN-Identity													OPTIONAL,	-- Need S		 
	ran-Area					SEQUENCE (SIZE (1..16)) OF	RAN-AreaConfig		
}

RAN-AreaConfig ::=	SEQUENCE {
	trackingAreaCode			TrackingAreaCode,		
--Sum of RAN-AreaCodes all PLMNs does not exceed 32
	ran-AreaCodeList			SEQUENCE (SIZE (1..32)) OF	RAN-AreaCode		OPTIONAL	-- Need R
}

-- TAG-RRCRELEASE-STOP
-- ASN1STOP
[bookmark: _Hlk512511925]
  
Editor’s Note: FFS Whether RejectWaitTimer is needed in RRCRelease message. 

	RRCRelease field descriptions

	cnType
Indicate that the UE is redirected to EPC or 5GC.

	deprioritisationReq
Indicates whether the current frequency or RAT is to be de-prioritised. The UE shall be able to store a depriotisation request for up to X frequencies (applicable when receiving another frequency specific deprioritisation request before T325 expiry). . This field can only be included after successful AS security activation.

	deprioritisationTimer
Indicates the period for which either the current carrier frequency or NR is deprioritised. Value minN corresponds to N minutes.

	suspendConfig
Indicates configuration for the RRC_INACTIVE state. . This field can only be included after successful AS security activation.

	t380
Refers to the timer that triggers the periodic RNAU procedure in UE. Value min5 corresponds to 5 minutes, value min10 corresponds to 10 minutes and so on.

	ran-PagingCycle
Refers to the UE specific cycle for RAN-initiated paging. Value rf32 corresponds to 32 radio frames, rf64 corresponds to 64 radio frames and so on.

	redirectedCarrierInfo
Indicates a carrier frequency (downlink for FDD) and is used to redirect the UE to an NR or an inter-RAT carrier frequency, by means of the cell selection upon leaving RRC_CONNECTED as specified in TS 38.304 [20]. This field can only be included after successful AS security activation. 

	cellReselectionPriorities
Provides dedicated cell reselection priorities. Used for cell reselection as specified in TS 38.304 [20]. This field can only be included after successful AS security activation.



	CarrierInfoNR field descriptions

	carrierFreq
Indicates the redirected NR frequency.

	ssbSubcarrierSpacing
Subcarrier spacing of SSB in the redirected SSB frequency. Only the values 15 or 30 (<6GHz), 120 kHz or 240 kHz (>6GHz) are applicable.

	smtc
The SSB periodicity/offset/duration configuration for the redirected SSB frequency. It is based on timing reference of PCell. If the field is absent, the UE uses the SMTC configured in the measObjectNR having the same SSB frequency and subcarrier spacing.



	RAN-NotificationAreaInfo field descriptions

	cellList
A list of cells configured as RAN area.

	ran-AreaConfigList
A list of RAN area codes or RA code(s) as RAN area.





	PLMN-RAN-AreaConfig field descriptions

	plmn-Identity
PLMN Identity to which the cells in ran-AreaCells belong. If the field is absent the UE uses the ID of the registered PLMN.

	ran-Area
Indicates whether TA code(s) or RAN area code(s) are used for the RAN notification area. The network uses only TA code(s) or RAN area code(s) to configure a UE.



	PLMN-RAN-AreaCell field descriptions

	plmn-Identity
PLMN Identity to which the cells in ran-AreaCells belong. If the field is absent the UE uses the ID of the registered PLMN.



Editor’s Note: FFS Confirm the number X of deprioritisation frequencies the UE shall be able to store. 
NEXT CLAUSE
B.1	Protection of RRC messages (informative) 
The following list provides information which messages can be sent (unprotected) prior to security activation and which messages can be sent unprotected after security activation. Those messages indicated "-" in "P" column should never be sent unprotected by gNB or UE. Further requirements are defined in the procedural text.
P…Messages that can be sent (unprotected) prior to security activation
A - I…Messages that can be sent without integrity protection after security activation
A - C…Messages that can be sent unciphered after security activation
NA… Message can never be sent after security activation
	Message
	P
	A-I
	A-C
	Comment

	DLInformationTransfer
	+
	-
	-
	

	LocationMeasurementIndication
	-
	-
	-
	

	MIB
	+
	+
	+
	

	MeasurementReport
	-
	-
	-
	Measurement configuration may be sent prior to security activation. But: In order to protect privacy of UEs, MEASUREMENT REPORT is only sent from the UE after successful security activation.

	Paging
	+
	+
	+
	

	RRCReconfiguration
	+
	-
	-
	The message shall not be sent unprotected before security activation if it is used to perform handover or to establish SRB2 and DRBs

	RRCReconfigurationComplete
	+
	-
	-
	Unprotected, if sent as response to RRCConnectionReconfiguration which was sent before security activation

	RRCReestablishment
	-
	-
	+
	Integrity protection applied, but no ciphering.

	RRCReestablishmentComplete
	-
	-
	-
	

	RRCReestablishmentRequest
	-
	-
	+
	This message is not protected by PDCP operation. However, a short MAC-I is included.

	RRCReject
	+
	NA
	NA
	

	RRCRelease
	+
	-
	-
	Justification for P: If the RRC connection only for signalling not requiring DRBs or ciphered messages, or the signalling connection has to be released prematurely, this message is sent as unprotected. No re-direction or prioritization information may be included in this message if it is sent prior to successful AS security activation.

	RRCRequest
	+
	NA
	NA
	

	RRCResume
	-
	-
	-
	

	RRCResumeRequest
	-
	-
	+
	This message is not protected by PDCP operation. However, a short MAC-I is included.

	RRCResumeComplete
	-
	-
	-
	

	RRCSetup
	+
	NA
	NA
	

	RRCSetupComplete
	+
	NA
	NA
	

	RRCSystemInfoRequest
	+
	NA
	NA
	

	SecurityModeCommand
	+
	NA
	NA
	Integrity protection applied, but no ciphering (integrity verification done after the message received by RRC)

	SecurityModeComplete
	-
	NA
	NA
	Integrity protection applied, but no ciphering. Ciphering is applied after completing the procedure.

	SecurityModeFailure
	+
	NA
	NA
	Neither integrity protection nor ciphering applied.

	SystemInformation
	+
	+
	+
	

	SIB1
	+
	+
	+
	

	UECapabilityEnquiry
	+
	-
	-
	

	UECapabilityInformation
	+
	-
	-
	

	ULInformationTransfer
	+
	-
	-
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