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1	Introduction
At the last meeting RAN2 received an LS from SA3 regarding the security of the RRC release with re-direct message. 
 R2-1813247	Reply LS on security requirements for RRC connection release (S3-182542; contact: Huawei)	SA3	LS in	Rel-15	5GS_Ph1-SEC	To:RAN2	Cc:RAN3
=>	How to address these requirement for NR and LTE/5GC can be considered at the next meeting.
=>	Noted

[bookmark: _GoBack]In the LS it is SA3 finds it necessary for RAN2 to ensure that RRC connection release message is at least integrity protected in case it contains information related to re-direction, frequency selection priorities, or carrier de-prioritization. This is required to enable the UE to validate the authenticity of the source of the message and prevent fake base station attack.  
[bookmark: _Toc525808067]SA3 finds it necessary for RAN2 to ensure that RRC connection release message is at least integrity protected in case it contains information related to re-direction, frequency selection priorities, or carrier de-prioritization.
This paper discusses the consequences of this assumption for NR and LTE connected to 5GC.
[bookmark: _Ref178064866]2	Discussion
2.1	Protection of the RRC release message
Currently in NR RRC 38.331 the RRC release message is always sent on SRB1, this means that once security has been established the RRC release message is always integrity protected (and encrypted).
Prior to security establishment is however it is stated in annex B.1 that the RRCRelese message can be sent without integrity protection. See below:
	RRCRelease
	+
	-
	-
	Justification for P: If the RRC connection only for signalling not requiring DRBs or ciphered messages, or the signalling connection has to be released prematurely, this message is sent as unprotected.



[bookmark: _Toc525808068]Current NR RRC CR assumes RRCRelease can be sent prior to security establishment.
Currently in LTE RRC 36.331 it is allowed for the network to include Re-direct information in an unprotected RRC message. For LTE/5GC a restriction has been introduced about re-direct to GERAN. 
[bookmark: _Toc525808069]In LTE it is currently allowed to send RRCConnectionRelease prior to security establishment.
Given that the main issue for SA3 seems to be related to the case when the RRC message is used for re-direction, frequency selection priorities, or carrier de-prioritization, it should be possible to only demand protection in those cases. In order to do this, it would require that conditions or field descriptions are introduced for what information is allowed to be sent in the RRCRelease message prior to security establishment. For LTE, it is assumed, similar conditions should be introduced for UEs capable of connecting to 5GC in cells supporting 5GC.

[bookmark: _Toc525808070]Conditions should be introduced in NR and LTE/5GC on the content of the RRCRelease and RRCConnectionRelease message prior to security establishment. 
[bookmark: _Toc525808071]It is proposed to agree to the draft CR in R2-1814081 and R2-1814082 clarifying what information can be included in RRC release message prior to security establishment as well as updating the table in annex B.1.

Conclusion
In the previous sections we made the following observations: 
Observation 1	SA3 finds it necessary for RAN2 to ensure that RRC connection release message is at least integrity protected in case it contains information related to re-direction, frequency selection priorities, or carrier de-prioritization.
Observation 2	Current NR RRC CR assumes RRCRelease can be sent prior to security establishment.
Observation 3	In LTE it is currently allowed to send RRCConnectionRelease prior to security establishment.


Based on the discussion in the previous sections we propose the following:
Proposal 1	Conditions should be introduced in NR and LTE/5GC on the content of the RRCRelease and RRCConnectionRelease message prior to security establishment.
Proposal 2	It is proposed to agree to the draft CR in R2-1814081 and R2-1814082 clarifying what information can be included in RRC release message prior to security establishment as well as updating the table in annex B.1.
[bookmark: _Ref174151459][bookmark: _Ref189809556]
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