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Introduction
During email discussion [103#51][NR late drop] MR-DC security aspects, the applicability of integrity protection for DRBs for the different MR-DC combinations were discussed.  This document discusses the topic of which architectures and bearer types DRB-IP is applicable for.
Discussion
SA3 in their LS R2-1801752/S3-180348 provided the following feedback:
SA3 is not planning to update the LTE protocols to support negotiation and use of integrity protection for user plane. However, if RAN2 adopts corresponding NR protocols to LTE eNB, the feature can be optionally activated based on the UE capabilities in the same way as NR.
Based on this, RAN2 concluded not support DRB-IP for eLTE. 
However, the requirements for MR-DC is even less clear in SA3 specs.  
RAN2 uses the concept of unified bearers for MR-DC where the UE handling is not based on termination point of the bearer (MN or SN terminated) nor based on the radio interface used for the transfer of data (MSG, SCG, split).  
Based on SA3 TS 38.501, the following observations are made:
1) SA3 TS 38.501 does not consider the concept of unified bearers.  SA3 TS instead mentions security requirements in terms of “user data between the UE and the gNB.”  This seems to be based on LTE DC concept of MCG and SCG bearers. The architectural diagrams too reinforce this.  
2) [bookmark: _GoBack]SA3 TS does not consider split bearers or new bearer “types” such as SN terminated MCG bearer
3) TS 38.501 refers to TS33.401 for E-UTRA requirements related to 5GC but TS 33.401 does not mention any such requirements (yet).  
Based on these observations and RAN2 concept of unified bearer it is difficult to conclude the DRB-IP requirements for MR-DC.
Observation #1: SA3 LS and SA3 specifications do not clearly provide requirements for MR-DC with regard to integrity protection for DRBs.
From RAN2 perspective, the impact to LTE RRC to support DRB-IP for NG-EN-DC is minimal.   The following changes are identified and can be copied from NR-RRC:
1) Text for key derivation for DRB IP keys
2) DRB IP activation in Resume
3) Reporting of SCG Integrity check failure over MCG RRC
Further since NE-DC also uses NR PDCP, no additional impact to LTE spec is identified beyond the ones listed above.  
Observation #2: Supporting DRB-IP for all MR-DC architectures is possible with minimal RAN2 specification impact.
Based on the above discussion, it is hence proposed to check with SA3 the requirements to support DRB-IP for MR-DC.  RAN2 should also explain the concept of unified bearers and the combination of radio interface/termination points supported.
Proposal #1: Send LS to SA3 to explain the RAN2 unified bearer concept and request feedback from SA3 for which architectures DRB-IP has to be supported.
Summary and proposal
This document examined that requirements for supporting integrity protection for the DRBs for MR-DC architecture.  The following observations and proposals were made.
Observation #1: SA3 LS and SA3 specifications do not clearly provide requirements for MR-DC.
Observation #2: Supporting DRB-IP for all MR-DC architectures is possible with minimal RAN2 
specification impact.
Proposal #1: Send LS to SA3 to explain the RAN2 unified bearer concept and request feedback from SA3 for which architectures DRB-IP has to be supported.
