3GPP TSG RAN WG2 Meeting  #103bis                                    
 R2-1813981
Chengdu, China, 8 - 12 Oct 2018















Agenda item:

10.4.2.2
Source:


Intel Corporation

Title:

Security handling on inter RAT HO
Document for:
 
Discussion and decision
1 Introduction

In last meeting, RAN2 agreed the security handling on HO from NR to E-UTRA/5GC, i.e. 

LTE security code point is used for E-UTRA/5GC, and also the HO from NR to E-UTRA/5GC. The corresponding changes on LTE and NR RRC specifications are agreed in [1] and [2]. During the offline discussion, some additional issues were raised on security aspects:
Issue 1:
 How to handle security code points during HO between LTE/EPC -> LTE/5GC and without HO 
Issue 2:
 How to enable per DRB security ciphering activation/deactivation for Intra E-UTRA/5GC HO and without HO case? 
In this contribution, we discuss how to solve the problem. 
2 Discussion
Issue 1:
 How to handle security code points during HO between LTE/EPC -> LTE/5GC and without HO 
For E-UTRA/5GC without HO, DRB handling in LTE RRC is described as

5.3.5.3 
1>
if the received RRCConnectionReconfiguration includes the nr-RadioBearerConfig1:

2>
perform radio bearer configuration as specified in TS 38.331 [82, 5.3.5.6];

1>
if the received RRCConnectionReconfiguration includes the nr-RadioBearerConfig2:

2>
perform radio bearer configuration as specified in TS 38.331 [82, 5.3.5.6];

The handling on NR radioBearerConfig defined in TS38.331 is
For DRB

2> if the PDCP entity of this DRB is not configured with cipheringDisabled:

3>configure the PDCP entity with the ciphering algorithms according to securityConfig and apply the KUPenc key associated with the master key (KeNB/KgNB) or the secondary key (S-KgNB) as indicated in keyToUse;

2> if the PDCP entity of this DRB is configured with integrityProtection:

3> configure the PDCP entity with the integrity algorithms according to securityConfig and apply the KUPint key associated with the master (KeNB/KgNB) or the secondary key (S-KgNB) as indicated in keyToUse;
There should be similar problem as mentioned in [4], i.e. the handling on security key/algorithm configuration and configuration to PDCP are duplicated in both LTE RRC and NR RRC.
To avoid the problem, similar solution shall be done as in [1], i.e. define a new NR PDCP handling dedicated for E-UTRA/5GC, the changes are:

5.3.5.6.5
DRB addition/modification

3>
if target RAT of handover is E-UTRA/5GC or:
3>
if the UE is only connected to E-UTRA/5GC:
4>
if the PDCP entity of this DRB is not configured with cipheringDisabled:

5>
configure the PDCP entity with the ciphering algorithm and KUPenc key configured/derived as specified in TS 36.331 [10,], i.e. the ciphering configuration shall be applied to all subsequent PDCP PDUs received and sent by the UE;

Proposal1: to agree the changes as above. 
For HO from E-UTRA/EPC to E-UTRA/5GC, and intra E-UTRA/5GC, the above changes are sufficient.  

Issue 2:
 How to enable per DRB security ciphering activation/deactivation for Intra E-UTRA/5GC HO and without HO case? 
As mentioned in [3], SA3 agreed “the requirement for per-DRB activation/deactivation of ciphering holds for the ng-eNB case as well (i.e., for E-UTRA connected to 5GC).”.

For NR, the activation/deactivation of ciphering is supported by a new field cipheringDisabled in PDCP configuration. 

    cipheringDisabled       ENUMERATED {true}                                                       OPTIONAL    -- Cond ConnectedTo5GC

As captured in [1], for HO from NR to E-UTRA/5GC, we reused this bit to enable the per DRB security activation/deactivation as:
5.3.5.6.5
DRB addition/modification

2>
if the reestablishPDCP is set:

3>
if target RAT is E-UTRA/5GC:

4>
if the PDCP entity of this DRB is not configured with cipheringDisabled:
5>
configure the PDCP entity with the ciphering algorithm and KUPenc key configured/derived as specified in TS 36.331 [10, 5.4.2.3], i.e. the ciphering configuration shall be applied to all subsequent PDCP PDUs received and sent by the UE;

For E-UTRA/5GC without HO, and intra E-UTRA/5GC, we could either introduce a new field in LTE specification, or reuse the same bit in NR RRC specification. We do not see the motivation to introduce a new field if existing one can work well. 
Proposal2: to support per DRB ciphering activation/deactivation for E-UTRA/5GC, the field cipheringDisabled defined in NR specification is reused;  The Changes have been covered by the changes in Proposal 1. 
3 Conclusion

In this contribution, we discuss the handling on security configuration for E-UTRA/5GC, and have follow proposals:
Proposal1: to agree the changes as below in TS38.331 on security handling: 
5.3.5.6.5
DRB addition/modification

3>
if target RAT of handover is E-UTRA/5GC or:
3>
if the UE is only connected to E-UTRA/5GC:
4>
if the PDCP entity of this DRB is not configured with cipheringDisabled:

5>
configure the PDCP entity with the ciphering algorithm and KUPenc key configured/derived as specified in TS 36.331 [10,], i.e. the ciphering configuration shall be applied to all subsequent PDCP PDUs received and sent by the UE;

Proposal2: to support per DRB ciphering activation/deactivation for E-UTRA/5GC, the field cipheringDisabled defined in NR specification is reused; The Changes have been covered by the changes in Proposal 1.
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