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1 Introduction
In this contribution, we will discuss following remaining issue for EDT in TS 36.331:

· EDT definition

· AS context handling

· security issues

· Others.
2 Discussion 
2.1 EDT definition
Currently, EDT definition in TS 36.331 is shown below:
Early Data Transmission: Allows one uplink data transmission optionally followed by one downlink data transmission during the random access procedure as specified in TS 36.300 [9] without establishing or resuming the RRC connection. The S1 connection is established or resumed upon reception of the uplink data and may be released or suspended along with the transmission of the downlink data. Early data transmission refers to both CP-EDT and UP-EDT.
However, in Stage 2 description as shown below, it is said there is no transition to RRC_CONNECTED. 

	7.3b.2
EDT for Control Plane CIoT EPS optimizations

EDT for Control Plane CIoT EPS optimizations, as defined in TS 24.301 [20], is characterized as below:

-
Uplink user data are transmitted in a NAS message concatenated in UL RRCEarlyDataRequest message on CCCH;

-
Downlink user data are optionally transmitted in a NAS message concatenated in DL RRCEarlyDataComplete message on CCCH;

-
There is no transition to RRC CONNECTED.
7.3b.3
EDT for User Plane CIoT EPS optimizations

EDT for User Plane CIoT EPS optimizations, as defined in TS 24.301 [20], is characterized as below:

-
The UE has been provided with a NextHopChainingCount in the RRCConnectionRelease message with suspend indication;

-
Uplink user data are transmitted on DTCH multiplexed with UL RRCConnectionResumeRequest message on CCCH;

-
Downlink user data are optionally transmitted on DTCH multiplexed with DL RRCConnectionRelease message on DCCH;

-
The short resume MAC-I is reused as the authentication token for RRCConnectionResumeRequest message and is calculated using the integrity key from the previous connection;

-
The user data in uplink and downlink are ciphered. The keys are derived using the NextHopChainingCount provided in the RRCConnectionRelease message of the previous RRC connection;

-
The RRCConnectionRelease message is integrity protected and ciphered using the newly derived keys;

-
There is no transition to RRC CONNECTED.



Therefore, we propose to use the same wording for the EDT definition for RRC specification below.
	Early Data Transmission: Allows one uplink data transmission optionally followed by one downlink data transmission during the random access procedure as specified in TS 36.300 [9] without transition to RRC_CONNECTED establishing or resuming the RRC connection. The S1 connection is established or resumed upon reception of the uplink data and may be released or suspended along with the transmission of the downlink data. Early data transmission refers to both CP-EDT and UP-EDT.


Proposal1: Capture the definition of EDT which is without transition to RRC_CONNECTED.
2.2 AS context handling
Another problem is whether drb-ROCHContinue and the NCC are part of the stored AS Context (as they are stored after storing the AS Context). See 5.3.12 below.
	5.3.12
UE actions upon leaving RRC_CONNECTED

2>
store the UE AS Context including the current RRC configuration, the current security context, the PDCP state including ROHC state, C-RNTI used in the source PCell, the cellIdentity and the physical cell identity of the source PCell;

2>
store the following information provided by E-UTRAN:

3>
the resumeIdentity;

3>
the nextHopChainingCount, if present;

3>
the drb-ContinueROHC, if present;




And whether they should be discarded separately in section 5.3.3.4a, the same as in section 5.3.3.4.

	5.3.3.4
Reception of the RRCConnectionSetup by the UE

NOTE 1:
Prior to this, lower layer signalling is used to allocate a C-RNTI. For further details see TS 36.321 [6];

The UE shall:

1>
if the RRCConnectionSetup is received in response to an RRCConnectionResumeRequest:
2>
discard the stored UE AS context and resumeIdentity;

2>
if stored, discard the stored nextHopChainingCount;

2>
if stored, discard the stored drb-ContinueROHC;

5.3.3.4a
Reception of the RRCConnectionResume by the UE

1>
discard the stored UE AS context and resumeIdentity;



Considering that the UE AS context includes the RRC configuration, the security context, the PDCP state including ROHC state, C-RNTI, cellIdentity and the physical cell identity, it is reasonable to include the nextHopChainingCount and the drb-ContinueROHC received in the RRCConnectionRlease message into the UE AS context. Then there is no need to handle them separately from the stored UE AS context. 
Proposal2: The parameters nextHopChainingCount and drb-ContinueROHC received in the RRCConnectionRelease message are included in the stored UE AS context. There is no need to handle them separately in section 5.3.3.4.
	5.3.3.4
Reception of the RRCConnectionSetup by the UE

NOTE 1:
Prior to this, lower layer signalling is used to allocate a C-RNTI. For further details see TS 36.321 [6];

The UE shall:

1>
if the RRCConnectionSetup is received in response to an RRCConnectionResumeRequest:
2>
discard the stored UE AS context and resumeIdentity;

2>
if stored, discard the stored nextHopChainingCount;

2>
if stored, discard the stored drb-ContinueROHC;

2>
indicate to upper layers that the RRC connection resume has been fallbacked;

1>
perform the radio resource configuration procedure in accordance with the received radioResourceConfigDedicated and as specified in 5.3.10;




2.3 Security issues
In TS 36.331, when the UE initiates UP-EDT, the UE shall derive new keys using the NCC provided in previous RRCConnectionRelease message. After the UE receives the RRCConnectionRelease message, the UE shall not overwrite the NCC stored prior to the RRCConnectionRelease message since it will be used for the next RRC connection resumption procedure. Then, there are two NCC values in the UE and it is unclear to refer to the stored value of nextHopChainingCount in section 5.3.3.3a.
Observation1: Since the UE stores two values of NCC during initiation of UP-EDT, it is unclear to refer to “the stored value of nextHopChainingCount”.
	5.3.3.3a
Actions related to transmission of RRCConnectionResumeRequest message

The UE shall set the contents of RRCConnectionResumeRequest message as follows:

<Omitted>
2>
resume all SRBs and all DRBs;

2>
derive the KeNB key based on the KASME key to which the current KeNB is associated, using the stored value of nextHopChainingCount, as specified in TS 33.401 [32];

2>
derive the KRRCint key associated with the previously configured integrity algorithm, as specified in TS 33.401 [32];

2>
derive the KRRCenc key and the KUPenc key associated with the previously configured ciphering algorithm, as specified in TS 33.401 [32];

2>
configure lower layers to resume integrity protection using the previously configured algorithm and the KRRCint key derived in this subclause to all subsequent messages received and sent by the UE;

2>
configure lower layers to resume ciphering and to apply the ciphering algorithm and the KRRCenc key derived in this subclause to all subsequent messages received and sent by the UE;

2>
configure lower layers to resume ciphering and to apply the ciphering algorithm and the KUPenc key derived in this subclause immediately to the user data sent and received by the UE;

2>
configure the lower layers to use EDT;
<Omitted>


Then we can differentiate the NCC used for UL-EDT from the other one by replacing above highlighted part with “using the stored value of nextHopChainingCount received in the RRCConnectionRelease message”.
Proposal3a: In section 5.3.3.3a, replace “using the stored value of nextHopChainingCount” with “using the stored value of nextHopChainingCount received in the RRCConnectionRelease message”.
In its security context, the UE stores the pair (KeNB, NCC), where NCC is the value used to derive the KeNB, key. The stored NCC will be used later on to decide how to perform the next KeNB derivation.
In legacy this is specified as follows:

	2>
update the KeNB key based on the KASME key to which the current KeNB is associated, using the nextHopChainingCount value indicated in the RRCConnectionResume message, as specified in TS 33.401 [32];

2>
store the nextHopChainingCount value;


For EDT, the used NCC is already stored in the UE. However, it still needs to be associated with the newly derived KeNB for future reference.

Proposal3b: In section 5.3.3.3a, clarify that the UE associates the newly derived key with the used NCC

	2>
derive the KeNB key based on the KASME key to which the current KeNB is associated, using the stored value of nextHopChainingCount received in the RRCConnectionRelease message, as specified in TS 33.401 [32];

2>
associate the derived key with the used nextHopChainingCount;


2.4 Other issues
Besides, in section 5.3.8.1, it is specified that the RRCConnectionRelease message is used to release the RRC connection or to suspend the RRC connection. 
	5.3.8.1
General
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Figure 5.3.8.1-1: RRC connection release, successful

The purpose of this procedure is:

-
to release the RRC connection, which includes the release of the established radio bearers as well as all radio resources; or

-
to suspend the RRC connection, which includes the suspension of the established radio bearers.




UP–EDT procedure is different from the legacy resume/suspend procedure. Therefore, we propose to introduce a new purpose to the RRC Connection Release procedure.
Proposal4: Introduce a new purpose for the RRC Connection Release procedure that is to complete the UP-EDT procedure.
Another issue is the field description of the IE establishmentCause included in RRCEarlyDataRequest-NB is missing in current specification.
	–
RRCEarlyDataRequest-NB
The RRCEarlyDataRequest-NB message is used to initiate CP-EDT.

Signalling radio bearer: SRB0

RLC-SAP: TM

Logical channel: CCCH

Direction: UE to E‑UTRAN

RRCEarlyDataRequest-NB message
-- ASN1START

RRCEarlyDataRequest-NB-r15 ::=

SEQUENCE {


criticalExtensions




CHOICE {



rrcEarlyDataRequest-r15



RRCEarlyDataRequest-NB-r15-IEs,



criticalExtensionsFuture


SEQUENCE {}


}

}

RRCEarlyDataRequest-NB-r15-IEs ::=
SEQUENCE {


s-TMSI-r15






S-TMSI,


establishmentCause-r15



ENUMERATED {mo-Data-r15, mo-ExceptionData-r15,












delayTolerantAccess-r15, spare1},


cqi-NPDCCH-r15





CQI-NPDCCH-NB-r14 


OPTIONAL,

dedicatedInfoNAS-r15



DedicatedInfoNAS,


nonCriticalExtension



SEQUENCE {}




OPTIONAL

}

-- ASN1STOP




We propose to add the definition in the field descriptions table.
Proposal5: Introduce the field description of establishmentCause in RRCEarlyDataRequest-NB.
	RRCEarlyDataRequest-NB field descriptions

	establishmentCause

Provides the establishment cause for the RRC Early Data Request as provided by the upper layers. eNB is not expected to reject a RRCEarlyDataRequest due to unknown cause value being used by the UE.


The corresponding changes are provided in a CR in [1].
3 Conclusion
In this document we discussed the remaining issues for EDT and made the following observation and proposals:
Proposal1: Capture the definition of EDT which is without transition to RRC_CONNECTED.
Proposal2: The parameters nextHopChainingCount and drb-ContinueROHC received in the RRCConnectionRelease message are included in the stored UE AS context. There is no need to handle them separately in section 5.3.3.4.
Observation1: Since the UE stores two values of NCC during initiation of UP-EDT, it is unclear to refer to the stored value of nextHopChainingCount.
Proposal3a: In section 5.3.3.3a, replace “using the stored value of nextHopChainingCount” with “using the stored value of nextHopChainingCount received in the RRCConnectionRelease message”.
Proposal3b: In section 5.3.3.3a, clarify that the UE associates the newly derived key with the used NCC

Proposal4: Introduce a new purpose for the RRC Connection Release procedure, that is to complete the UP-EDT procedure.
Proposal5: Introduce the field description of establishmentCause in RRCEarlyDataRequest-NB. 
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