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6.2.1
General message structure

<Unreleated part is omitted>

–
UL-CCCH1-Message

The UL-CCCH1-Message class is the set of 64bit RRC messages that may be sent from the UE to the Network on the uplink CCCH logical channel.

-- ASN1START

-- TAG-UL-CCCH1-MESSAGE-START

UL-CCCH1-Message ::=            SEQUENCE {

    message                         UL-CCCH1-MessageType

}

UL-CCCH1-MessageType ::=        CHOICE {

    c1                              CHOICE {

        rrcResumeRequest1               RRCResumeRequest1,

        spare3 NULL,

        spare2 NULL,

        spare1 NULL
    },

    messageClassExtension SEQUENCE {}

}

-- TAG-UL-CCCH1-MESSAGE-STOP

-- ASN1STOP

6.2.2
Message definitions
<Unreleated part is omitted>
–
RRCResumeRequest1
The RRCResumeRequest1 is the 64 bit message used to request the resumption of a suspended RRC connection or perform an RNA update.

Signalling radio bearer: SRB0

RLC-SAP: TM

Logical channel: CCCH
Direction: UE to Network

RRCResumeRequest1 message

-- ASN1START

-- TAG-RRCRESUMEREQUEST1-START

RRCResumeRequest1 ::= SEQUENCE {

       rrcResumeRequest1      RRCResumeRequest1-IEs 

}

RRCResumeRequest1-IEs ::=    SEQUENCE {

    resumeIdentity               I-RNTI-Value,  

    resumeMAC-I                  BIT STRING (SIZE (16)),

    resumeCause                  ResumeCause,

    spare                        BIT STRING (SIZE (1))

}

-- TAG-RRCRESUMEREQUEST1-STOP

-- ASN1STOP

	RRCResumeRequest1-IEs field descriptions

	resumeCause
Provides the resume cause for the RRC connection resume request as provided by the upper layers or RRC.  gNB is not expected to reject a RRCResumeRequest due to unknown cause value being used by the UE.

	resumeIdentity
UE identity to facilitate UE context retrieval at gNB.

	resumeMAC-I
Authentication token to facilitate UE authentication at gNB. The 16 least significant bits of the MAC-I calculated using the security configuration as specified in 5.3.13.3.


Annex B (informative):
RRC Information

B.1
Protection of RRC messages (informative)

The following list provides information which messages can be sent (unprotected) prior to security activation and which messages can be sent unprotected after security activation. Those messages indicated "-" in "P" column should never be sent unprotected by gNB or UE. Further requirements are defined in the procedural text.

P…Messages that can be sent (unprotected) prior to security activation

A - I…Messages that can be sent without integrity protection after security activation

A - C…Messages that can be sent unciphered after security activation

NA… Message can never be sent after security activation

	Message
	P
	A-I
	A-C
	Comment

	DLInformationTransfer
	+
	-
	-
	

	LocationMeasurementIndication
	-
	-
	-
	

	MIB
	+
	+
	+
	

	MeasurementReport
	-
	-
	-
	Measurement configuration may be sent prior to security activation. But: In order to protect privacy of UEs, MEASUREMENT REPORT is only sent from the UE after successful security activation.

	Paging
	+
	+
	+
	

	RRCReconfiguration
	+
	-
	-
	The message shall not be sent unprotected before security activation if it is used to perform handover or to establish SRB2 and DRBs

	RRCReconfigurationComplete
	+
	-
	-
	Unprotected, if sent as response to RRCConnectionReconfiguration which was sent before security activation

	RRCReestablishment
	-
	-
	+
	Integrity protection applied, but no ciphering.

	RRCReestablishmentComplete
	-
	-
	-
	

	RRCReestablishmentRequest
	-
	-
	+
	This message is not protected by PDCP operation. However, a short MAC-I is included.

	RRCReject
	+
	NA
	NA
	

	RRCRelease
	+
	-
	-
	Justification for P: If the RRC connection only for signalling not requiring DRBs or ciphered messages, or the signalling connection has to be released prematurely, this message is sent as unprotected.

	RRCRequest
	+
	NA
	NA
	

	RRCResume
	-
	-
	-
	

	RRCResumeRequest
RRCResumeRequest1
	-
	-
	+
	This message is not protected by PDCP operation. However, a short MAC-I is included.

	RRCResumeComplete
	-
	-
	-
	

	RRCSetup
	+
	NA
	NA
	

	RRCSetupComplete
	+
	NA
	NA
	

	RRCSystemInfoRequest
	+
	NA
	NA
	

	SecurityModeCommand
	+
	NA
	NA
	Integrity protection applied, but no ciphering (integrity verification done after the message received by RRC)

	SecurityModeComplete
	-
	NA
	NA
	Integrity protection applied, but no ciphering. Ciphering is applied after completing the procedure.

	SecurityModeFailure
	+
	NA
	NA
	Neither integrity protection nor ciphering applied.

	SystemInformation
	+
	+
	+
	

	SIB1
	+
	+
	+
	

	UECapabilityEnquiry
	+
	-
	-
	

	UECapabilityInformation
	+
	-
	-
	

	ULInformationTransfer
	+
	-
	-
	


