

3GPP TSG-RAN WG2 #103	R2-18xxxxx
Gothenburg, Sweden, 20th – 24th August 2018	

Source:	Rapporteur (CATT) 
[bookmark: Title]Title:	Summary of offline 015 - Discussion on Key Refresh
[bookmark: Source]Agenda Item:	10.4.1.3.4
[bookmark: DocumentFor]Document for:	Discussion and Decision

Introduction
This offline discussion includes the following issues:
R2-1811806	[C250] Correction on Key Refresh	CATT	draftCR	Rel-15	38.331	15.2.1	F	NR_newRAT-Core
-	Intel ask if NCC is mandatory for inter-system. CATT think it can always be set to zero.
-	Qualcomm think that NCC could be mandatory.
=>	Offline discussion how to conclude (CATT, Offline discussion 15)

R2-1811563	[E525, E526] Draft CR to 38.331 for conditions of NCC at keyRefresh	Ericsson	draftCR	Rel-15	38.331	15.2.1	NR_newRAT-Core
=>	Change to need S (or mandatory depending on the outcome of offline from R2-1811806)  and describe the behaviour in the procedure text. Can state the stored value is deleted at intersystem handover
=>	To be captured in the outcome of offline from R2-1811806 (CATT)

R2-1811564	[E528, E529] Draft CR to 38.331 security algorithm change during key refresh	Ericsson	draftCR	Rel-15	38.331	15.2.1	NR_newRAT-Core
=>	Can be discussed with offline for R2-1811806 (CATT)

Discussion
In last round of ASN.1 review and RAN2 meeting, there was some discussion on the presence condition of the IE keyRefresh and its sub-IEs are defined as following. The finally agreed version of SA BL CR for TS 38.331, is as follow:
/////////////////////////////////skip irrelevant codes//////////////////////////////////
	keyRefresh				KeyRefresh				OPTIONAL,	-- Cond MasterKeyChange
/////////////////////////////////skip irrelevant codes//////////////////////////////////
KeyRefresh ::=				SEQUENCE {
	keySetChangeIndicator	BOOLEAN					OPTIONAL,	-- Cond MasterKeyChange
	nextHopChainingCount	NextHopChainingCount	OPTIONAL,	-- Cond MasterKeyChangeNCC
	n2ModeNAS-Container		OCTET STRING			OPTIONAL,	-- Cond InterSystemHO
	...
}
/////////////////////////////////skip irrelevant codes//////////////////////////////////
	Conditional presence
	Explanation

	InterSystemHO
	This field is mandatory present in case of inter system handover. Otherwise the field is absent.

	MasterKeyChange
	If ReconfigurationWithSync is included, this field is optionally present, need N, otherwise the field is absent. The field is not included during inter-system handover.

	MasterKeyChangeNCC
	If ReconfigurationWithSync is included, this field is optionally present, need M, otherwise the field is absent, . The field is not included during inter-system handover.



The current version is not fully correct. Following is our understanding of presence condition of the IE keyRefresh and its sub-IEs:

Issue 1: the presence condition of keyRefresh
The IE keyRefresh is the only IE used to change the master key. For inter-system handovers from EPC to NR/5GC, the target gNB should include the n2ModeNAS-Container IE in the HO Command. Therefore, the IE keyRefresh should also be present for inter-system handovers, in order to deliver the n2ModeNAS-Container IE.
Question 1-1: Do you agree that the IE keyRefresh should be also possible to be present for inter-system handovers?
	Company
	Yes or no?
	Remark

	CATT
	Yes
	In addition, we slightly prefer to rename the IE keyRefresh, e.g. to “keyUpdate”. The motivation is that “Key Refresh” is already a terminology used in TS 33.501 referring to “intra-cell KgNB renewal from the old KgNB or a fresh NH”.

	Ericsson
	Yes
	The condition of the IE keyRefresh is currently erroneous since it precludes delivery of the n2ModeNAS-Container IE. Regarding the naming of the IE, it would be preferable to indicate that the IE only updates the master node key, e.g. “masterKeyUpdate” (see comment to Q 2-4). 

Also, the condition for the IE keyRefresh should not be the same as for one of the parameters. 

	Qualcomm
	Yes
	

	Intel
	Yes
	

	vivo
	Yes
	Moreover, the Condition Explanation for MasterKeyChange highlight in yellow as below should be deleted. 

	Conditional presence
	Explanation

	MasterKeyChange
	If ReconfigurationWithSync is included, this field is optionally present, need N, otherwise the field is absent. The field is not included during inter-system handover.






Observation 1-1: All companies agree that the IE keyRefresh should be present for inter-system handovers.

Another issues for keyRefresh is raised in [3], which discuss the relationship between security algorithms and KeyRefresh.  For the case the security algorithms are modified, the KeyRefresh should be mandatory present. Otherwise, the new security algorithms can’t be used.
Question 1-2: Do you agree that the KeyRefresh should be mandatory present when the security algorithms are modified?
	Company
	Yes or no?
	Remark

	CATT
	Yes
	It’s reasonable. 

	Ericsson
	Yes
	Otherwise it will not be possible to calculate the new KRRCint, KRRCenc, KUPint, and KUPenc, since the derivation of these keys take the algorithm identity as input (TS 33.501 section A.8)

	Qualcomm
	Yes
	It ensures UE to derive the new keys upon security algorithm update.

	Intel
	Yes
	New algorithms and key update are to be handled together.

	vivo
	Yes
	According to SA3 spec, the input to derive KRRCint, KRRCenc, KUPint, and KUPenc is dependent on the security algorithm identities, thus the security key needs update whenever the security algorithm changes. 



Observation 1-2: All companies agree that the KeyRefresh should be mandatory present when the security algorithms are modified.
Conclusion 1: The presence condition of the IE keyRefresh should be revised.

Issue 2: the presence condition of keySetChangeIndicator and NCC
The IE keySetChangeIndicator is only 1-bit long and not optimal to be optional. In the last round of ASN.1 review, Nokia and MTK suggest remove the “OPTIONAL” condition and it was once agreed, however this proposal is finally rejected.
The NCC is only 3-bit long and not optimal to be optional either.
Case 2-1: the presence condition of keySetChangeIndicator and NCC when KAMF is NOT renewed during intra-system handover
As specified in several sub-sections TS 33.501 [4], the IE keySetChangeIndicator and NCC should be always present (for any case of KgNB renewal). The same mechanism is already used in LTE system and should be followed.
Question 2-1: Which IE should be always present when KAMF is NOT renewed? keySetChangeIndicator or the NCC or both or neither?
Please fill the column “View” as following:
Both = Both keySetChangeIndicator and NCC should be always present.
KSCI = Only keySetChangeIndicator should be always present.
NCC = Only NCC should be always present.
Neither = Neither of the two IEs should be always present.
Other = Any other view not covered by the aforementioned options.
	Company
	View
	Remark

	CATT
	Both
	Same mechanism as in LTE. In LTE, Both keySetChangeIndicator and NCC should be always present for intra-system handover.

	Ericsson
	Both
	Agree with CATT

	Qualcomm
	Both
	Agree with CATT

	Intel
	?
	Agree that these are small fields and there is little motivation to make them optional for signalling optimisation.  However:
1) For inter-system HO, these fields are not used at the UE.  Making them mandatory means we have to take care of that in the procedural text. 
2) Unlike LTE, we have an extension marker and then it is not clear if in the future we will need to extend in a way that does not match with the signalling of these fields.  
We suggest to first discuss the last question on the procedural text and decide on mandatory presence based on what is simpler to specify in the procedural text.

	vivo
	Both
	We prefer to make keySetChangeIndicator and NCC mandatory to avoid the complexity to specify UE behaviour when either is absent.



Observation 2-1: Most companies agree that both the IE keySetChangeIndicator and the NCC should be mandatory present when KAMF is NOT renewed.

Case 2-2: the presence condition of keySetChangeIndicator and NCC when KAMF is renewed during intra-system handover
This is a new scenario introduced in 5G system. Some companies concerns that it is needless to include the IE keySetChangeIndicator or the NCC for this case. However, we found that it is clearly specified in sub-section 6.9.2.3.3 “N2 handover” of TS 33.501 that:
	////////////////////////////////////////skip irrelevant texts/////////////////////////////////////
If the source AMF had activated a new 5G NAS security context with a new KAMF, different from the 5G NAS security context on which the currently active 5G AS security context is based, but has not yet successfully performed a UE Context Modification procedure, the Namf_Communication_CreateUEContext Request message shall in addition contain an indication that a new KAMF has been calculated  (i.e., K_AMF_CI) .
////////////////////////////////////////skip irrelevant texts/////////////////////////////////////
The NASC is included in the NGAP HANDOVER REQUEST message to the target gNB. The purpose of this NASC could be compared to a NAS SMC message. If the target AMF receives the K_AMF_CI, it shall set the NCC to zero and shall further compute a temp_K_gNB as defined in Annex A.9. It shall further send the {NCC=0, NH=temp_K_gNB} pair and the New Security Context Indicator (NSCI) to the target gNB within the NGAP HANDOVER REQUEST message. The target AMF shall further set the NCC to one and shall further compute a NH as specified in Annex A.10. The target AMF shall further store the {NCC=1, NH} pair.
////////////////////////////////////////skip irrelevant texts/////////////////////////////////////
Upon receipt of the NGAP HANDOVER REQUEST message from the target AMF, the target gNB shall compute the KgNB to be used with the UE by performing the key derivation defined in Annex A.11 with the {NH, NCC} pair received in the NGAP HANDOVER REQUEST message and the target PCI and its frequency ARFCN-DL. The target gNB shall associate the NCC value received from AMF with the KgNB. The target gNB shall include the NCC value from the received {NH, NCC} pair, and the NASC if such was also received, into the HO Command message to the UE and remove any existing unused stored {NH, NCC} pairs. If the target gNB had received the NSCI, it shall set the keyChangeIndicator field in the HO Command message to true.
////////////////////////////////////////skip irrelevant texts/////////////////////////////////////



We can understand from the description that:
1> if KAMF is renewed:
2> “K_AMF_CI” is sent to the target AMF.
2> the target AMF sends the {NCC=0, NH=temp_K_gNB} and the NSCI to the target gNB.
2> the target gNB includes the NCC=0 and KSCI=true into the HOCommand message.
Question 2-2: Which IE should be always present when KAMF is renewed during intra-system handover? keySetChangeIndicator or the NCC or both or neither?
Please fill the column “View” as following:
Both = Both keySetChangeIndicator and NCC should be always present.
KSCI = Only keySetChangeIndicator should be always present.
NCC = Only NCC should be always present.
Neither = Neither of the two IEs should be always present.
Other = Any other view not covered by the aforementioned options.
	Company
	View
	Remark

	CATT
	Both
	As specified in TS 33.501, NCC should be 0 and KSCI should be “TRUE” for this case.

	Ericsson
	Both
	Agree with CATT interpretation of SA3 specification

	Qualcomm
	Both
	Agree with CATT

	Intel
	Both
	Normally, with Key AMF changes(i.e., keysetchangeindicator is set), NCC starts from 0.  So it may not be essential to signal both these but as with the previous question both we are OK to include both at least for intra-system HO (for inter-system HO, see our comment above).

	vivo
	Both
	We understand that the associated NCC value is always “0” when the keySetChangeIndicator is set to “TRUE”, thus it may not necessarily signal NCC to the UE. However, if NCC is not signalled, we still need some text to clarify that UE should assume NCC equals “0” if absent. Hence, it’s better to make NCC mandatory in this case instead of optimizing just 3-bit signalling overhead.



Observation 2-2: All companies agree that both the IE keySetChangeIndicator and the NCC should be mandatory present when KAMF is renewed during intra-system handover.

Case 2-3: the presence condition of keySetChangeIndicator and NCC in inter-system handover
TS 33.501 has not clearly specified the inter-system handover handlings. An editor’s note can be found in the relevant sub-section (sub-section 8.4.2 of TS 33.501):
	[bookmark: _Toc517096435]Editor's Note: The key derivation and the NAS parameter transfer between target AMF and UE need to be aligned with N2-based handover.



In our understanding, this editor’s note means that the handling of inter-system handover should be as similar as possible with N2 handovers. This principle is already implemented in NGAP message design:
	9.2.3.4	HANDOVER REQUEST
This message is sent by the AMF to the target NG-RAN node to request the preparation of resources.
Direction: AMF  NG-RAN node.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.3.1.1
	
	YES
	reject

	AMF UE NGAP ID
	M
	
	9.3.3.1
	
	YES
	reject

	Handover Type
	M
	
	9.3.1.22
	
	YES
	reject

	/////////////////////////////// skip irrelevant rows ////////////////////////////////

	UE Security Capabilities 
	M
	
	9.3.1.86
	
	YES
	reject

	Security Context
	M
	
	9.3.1.88
	
	YES
	reject

	New Security Context Indicator
	O
	
	9.3.1.55
	
	YES
	reject

	NASC
	O
	
	NAS-PDU
9.3.3.4
	NAS Container (NASC) as specified in TS 24.501 [26].
	YES
	reject

	/////////////////////////////// skip irrelevant rows ////////////////////////////////






The IE “Handover Type” indicates whether this handover is intra-system or inter-system. The IE “Security Context” contains two mandatory IE: NH (or initial KgNB) and NCC.
We believe that it is always adequate to further include the NCC into the HO Command.
Question 2-3: Which IE should be always present when KAMF is renewed during inter-system handover? keySetChangeIndicator or the NCC or both or neither?
Please fill the column “View” as following:
Both = Both keySetChangeIndicator and NCC should be always present.
KSCI = Only keySetChangeIndicator should be always present.
NCC = Only NCC should be always present.
Neither = Neither of the two IEs should be always present.
Other = Any other view not covered by the aforementioned options.
	Company
	View
	Remark

	CATT
	Both
	The handling of Case 2-2 and Case 2-3 in the AS layer can be entirely the same. Including both IEs will facilitate the gNB and UE handling.

	Ericsson
	Both
	Even though SA3 specifications are unclear, they state that only the NASC and algorithms are included, since the UE shall derive a fresh KAMF’ during inter-system handover, they also claim that the procedure should use the Handover Request message, which as noted above contain the NCC.
The NAS Container will already contain NCC, however, this is the EPS NCC which is used to calculate the fresh KAMF’. 
From the KAMF’, a new initial KgNB will be derived, which, according to current specifications is associated with NCC = 0. Similarly to N2-Handover, NCC=0 will be sent to the target gNB and can be sent to the UE.
Since the NCC and keySetChangeIndicator have fixed values during inter-system HO (NCC=0 and KSCI=TRUE), it is superfluous to signal them. However, in order to minimize the signalling overhead during intra-NR HO, these fields can be made mandatory.


	Qualcomm
	Both
	The common handling for the cases makes sense.

	Intel
	?
	For inter-system HO, NAS container is used and neither NCC nor keySetChangeIndicator is needed or used at the UE.  We suggest to discuss procedural text first as mentioned above.

	vivo
	Both
	Similar to Question 2-2.  The handling of Case 2-2 and Case 2-3 can be unified since both cases are for KAMF update.



Observation 2-3: Most companies agree that both the IE keySetChangeIndicator and the NCC should be mandatory present when during inter-system handover.

Case 2-4: To support NR-NR DC in the future, add a new IE, such as sk-counter in the keyRefresh or outside the keyRefresh, which also impact the presence of keySetChangeIndicator and NCC
There is one comment from Ericsson that for the future proof, if we introduce a new IE, e.g sk-counter in the keyRefresh for SCG key update in NR-NR DC case, the other IEs in the keyRefresh should be absent when only the SCG key is updated. However, we think this new IE, e.g sk-counter can also be introduced outside the IE keyRefresh. If it is included in keyRefresh, we will have four IEs optional in keyRefresh. And we need to specify many conditions for the present/absent of all these IEs. Also in the procedure text, we also need to specify UE behaviours for all these cases. That’s complexity. In LTE DC, we introduce the scg-Counter in SCG-Configuration, which is outside the security parameters for MCG, and it can work.
Question 2-4: If we introduce a new IE, e.g sk-counter to support NR-NR DC in the future, do you prefer to add it in current keyRefresh?
	Company
	Yes or No?
	Remark

	CATT
	No
	We can add it similar to the LTE approach, i.e. add it in the SCG configuration. That will not impact current keyRefresh. 
If we add it in current keyRefresh, then we need to consider the relationships of all the optional IEs in the keyRefresh, and define the conditions and UE behaviour for them, which needs more work.

	Ericsson
	No
	If the NCC and keySetChangeIndicator are made mandatory in the current keyRefresh, the sk-counter must be placed somewhere else. To clarify that the keyRefresh will not be used for all keys, the name of the IE should be updated to e.g. masterKeyRefresh (or masterKeyUpdate to align with CATT proposal on Q.1)

	Qualcomm
	No
	sk-Counter is independent from the keyRefresh and we can follow the same way as EN-DC (i.e. sk-Counter IE is present at the top level of the RRCReconfiguration message).

	Intel
	No
	Sk-counter can be signalled outside

	vivo
	No
	Generally, there can be two cases. One case is that the master key change and secondary key change, while the other case is that the master key doesn’t change but the secondary key change. Add sk-counter in current keyRefresh can only cover the 1st  case but can’t cover the 2nd case.
Therefore, it is more reasonable to have security configuration for master key change and secondary key change separately. 



Observation 2-4: All companies agree that if a new IEs e.g. sk-counter is introduced to support DC with 5GC, it should not be added into the current keyRefresh structure.

Conclusion 2-1: The IE keySetChangeIndicator and the NCC should be mandatory present.
Conclusion 2-2: The IE keyRefresh should be renamed as “masterKeyUpdate” in order to prevent misunderstanding.

Issue 3: the presence condition of n2ModeNAS-Container
In the current ASN.1 code in SA BL CR of TS 38.331, the presence condition of n2ModeNAS-Container is stated as “present for inter-system handover, otherwise absent”. However, as shown above, the IE can be present not only for inter-system handovers, but also present for some case of intra-system N2 handovers. Therefore, we believe that its presence condition should be corrected.
Question 3: Do you agree that the IE n2ModeNAS-Container should be also possible to be present for intra-system handovers?
	Company
	Yes or no?
	Remark

	CATT
	Yes
	Which is aligned with what specified in TS33.501

	Ericsson
	Yes
	The condition tag and condition should be updated to reflect that the field is used for both S1ModeToN1Mode Handover and N2Mode Handover. The condition tag could be e.g. OPTIONAL -- Cond NASC
 (
NASC
This field is mandatory present in case of inter system handove
r
. Otherwise the field is
 optionally present, Need N
.
)The name of the IE should also be updated to nas-Container

	Qualcomm
	Yes
	That covers the cases of inter-AMF handover and NAS security algorithm change.

	Intel
	Yes
	It is needed also for intra-system HO in our understanding.

	vivo
	Yes
	Agree with above.



Observation 3: All companies agree that the IE n2ModeNAS-Container should be also possible to be present for intra-system handovers.

Conclusion 3-1: The presence condition of the IE n2ModeNAS-Container should be revised.
Conclusion 3-2: The IE n2ModeNAS-Container should be renamed as “nas-Container” in order to prevent misunderstanding.

Issue 4: the description of security key update procedure
The last issue is how to revise the UE handling description in sub-section 5.3.5.7 “Security key update” of TS 38.331. The current version of relevant text description is as following:
	[bookmark: _Toc510018495]5.3.5.7	Security key update 
The UE shall:
1>	if the UE is operating in EN-DC:
////////////////////////////////////////skip irrelevant texts/////////////////////////////////////
1>	else:
2 > if the keySetChangeIndicator is included in the received keyRefresh:
3>	if the keySetChangeIndicator is set to TRUE:
4>	derive or update the KgNB key based on the KAMF key, as specified in TS 33.501 [11];
3>	else:
4>	derive or update the KgNB key based on the current KgNB or the NH, using the nextHopChainingCount value indicated in the received keyRefresh, as specified in TS 33.501 [11];
2>	if the n2ModeNAS-Container is included in the received keyRefresh:
3>	forward the n2ModeNAS-Container to the upper layers;
3>	derive the KgNB key as specified in TS 33.501 [11];
2> store the nextHopChainingCount value;
////////////////////////////////////////skip irrelevant texts/////////////////////////////////////



However, it is already pointed out in sub-section 6.9.2.3.4 “UE handling” of TS 33.501 that the IE keySetChangeIndicator and n2ModeNAS-Container may both be present. According to the current text description, the KgNB derivation shall be performed twice for this case. This is not adequate.
If the answer to Q2-1, Q2-2 and Q2-3 are all “Both”, the IE keySetChangeIndicator should be always present (when performing KgNB update in SA scenario). Therefore, for simplicity we prefer to remove the description “derive the KgNB” in the branch “if the IE n2ModeNAS-Container is included”, and move this whole branch prior to the other branch. Some other correction is also needed for consistence. Following is our suggestion:
	5.3.5.7	Security key update 
The UE shall:
1>	if the UE is operating in EN-DC:
////////////////////////////////////////skip irrelevant texts/////////////////////////////////////
1>	else:
2>	if the n2ModeNAS-Container is included in the received keyRefresh:
3>	forward the n2ModeNAS-Container to the upper layers;
2 > if the keySetChangeIndicator is included in the received keyRefresh:
32>	if the keySetChangeIndicator is set to TRUE:
43>	derive or update the KgNB key based on the KAMF key, as specified in TS 33.501 [11];
32>	else:
43>	derive or update the KgNB key based on the current KgNB or the NH, using the nextHopChainingCount value indicated in the received keyRefresh, as specified in TS 33.501 [11];
2>	if the n2ModeNAS-Container is included in the received keyRefresh:
3>	forward the n2ModeNAS-Container to the upper layers;
3>	derive the KgNB key as specified in TS 33.501 [11];
2> store the nextHopChainingCount value;
////////////////////////////////////////skip irrelevant texts/////////////////////////////////////



On the contrary, if the answer to Q2-1, Q2-2 and Q2-3 are not all “Both”, the case will be much more complicated. There will be at least 3 potential cases:
Case 1: the keySetChangeIndicator and NCC is present, while the n2ModeNAS-Container is absent.
Case 2: the keySetChangeIndicator or NCC is absent, while the n2ModeNAS-Container is present.
Case 3: the keySetChangeIndicator and NCC is present, and the n2ModeNAS-Container is also present.
We have not found any simple approach to revise 5.3.5.7 which can cover all of the above three cases.

If your answer to Q2-2 and Q2-3 are both “Both”, please answer the Question 4a. Otherwise please answer the Question 4b
Question 4a: Do you agree with the revision on 5.3.5.7 provided above?
	Company
	Yes or no?
	Remark

	CATT
	Yes
	

	Ericsson
	Yes
	When NCC and KSCI are mandatory, the NASC can be evaluated before updating the KgNB

	Qualcomm
	Yes
	

	Intel
	Yes
	We have different behaviour for intra-system and inter-system.  For intra-system, NCC and keyChangeIndicator is used while for inter-system they is not used.  This has to be captured in the procedural text.  We see two options:
1) keep NCC/KCI mandatory and have a check for intra-system and inter-system to capture the two behvaiours.
2) to use the presence of NCC/KCI to differentiate the two behaviours. 
We don’t have a strong preference between these two.  

	vivo
	NO
	After checking SA3 spec 33.501 in Annex A.8 Algorithm key derivation functions, we understand that the output of security update when the security algorithm changes would not be a new KgNB key, but new KRRCint, KRRCenc, KUPint, KUPenc keys. which are described as below for illustration.
(KRRCint, KRRCenc, KUPint, KUPenc) = Function (KgNB, S), where S is the string of security algorithm identifier for RRC integrity, RRC encryption, UP integrity, UP encryption, respectively.
Therefore, we think the observation from the Rapporteur that the KgNB derivation are performed twice for the security algorithm change case is not correct. The right way to solve the issue is to delete the description “derive the KgNB” in the branch “if the IE n2ModeNAS-Container is included” but not move the whole branch before updating the KgNB. 
The following shows how we expect the necessary revisions on 5.3.5.7.
////////////////////////////////////////skip irrelevant texts/////////////////////////////////////
1>	else:
2 > if the keySetChangeIndicator is included in the received keyRefresh:
32>	if the keySetChangeIndicator is set to TRUE:
43>	derive or update the KgNB key based on the KAMF key, as specified in TS 33.501 [11];
32>	else:
43>	derive or update the KgNB key based on the current KgNB or the NH, using the nextHopChainingCount value indicated in the received keyRefresh, as specified in TS 33.501 [11];
2>	if the n2ModeNAS-Container is included in the received keyRefresh:
3>	forward the n2ModeNAS-Container to the upper layers;
3>	derive the KgNB key as specified in TS 33.501 [11];
2> store the nextHopChainingCount value;
////////////////////////////////////////skip irrelevant texts/////////////////////////////////////
Rapporteur’s Comment:
According to sub-section 6.9.2.3.4 “UE handling” of TS 33.501, the branch “if the NASC is included” should be performed prior to the KgNB derivation. The main reason of it is that the NASC may indicate to change the KAMF, and the KgNB should be derived from the updated KAMF if KSCI is set to “TRUE”.
In addition, the sub-section 6.7.3 “procedures for AS algorithm selection” of TS 33.501 points out any security algorithm change (of the master NG-RAN node) can only be performed either during a KgNB change or during an AS SMC procedure (which is out of the scope discussed here).



Observation 4: Most companies agree with the revision on 5.3.5.7 provided above.
Conclusion 4: The revision on 5.3.5.7 provided in [1] is agreed.

Question 4b: What is your suggestion of UE handling which can cover all the three aforementioned cases?
	Company
	Suggestion of the text description in 5.3.5.7

	
	

	
	

	
	

	
	



Issue 5: UE behaviour for storing NCC
An issue about how to handing the NCC by UE is raised in [2]. According to current 38.331 CR, for intra-system, NCC is optional configured depending on whether the KgNB will be updated or not. For inter-system, NCC is absent. So for the case that UE doesn’t receive a NCC from the NW, the UE behaviour is not clear. There are two options to resolve this issue:
Option 1: Change NCC from optional to mandatory. And the UE behaviour is UE always stores the received NCC
Option 2: Add “Need S” in the condition of NCC for inter-system handover. And the UE behaviour is UE assumes NCC is zero for the inter-system handover case.
Question 5: Which options do you prefer?
	Company
	View
	Remark

	CATT
	Option1
	Option 1 has no change to current 38.331, and it is easy to cover all cases. UE can always receive a NCC, which can also be used after inter-system handover.
For option2, even for inter-system handover case, NCC is absent in the signalling, UE still needs a NCC (which is equal to zero) to be used after the inter-system handover. It will introduce more complex UE implementation than option1.

	Ericsson
	Option1
	If NCC is mandatory, then no modification is necessary and the UE can store the received NCC.

	Qualcomm
	Option 1
	It’s more straight forward.

	Intel
	Option 1
	Option 1 is OK.  But there has to be a procedural text line to indicate NCC is stored just as in LTE RRC.

	vivo
	Option 1
	



Observation 5: All companies agree with Option 1, i.e. no need to change the text description in current BL CR for TS 38.331.

Issue X: 
Companies are invited to add new issues here, if any.

Conclusion and proposals
Following proposals are raised based on the offline discussion:
Conclusion 1: The presence condition of the IE keyRefresh should be revised.
Conclusion 2-1: The IE keySetChangeIndicator and the NCC should be mandatory present.
Conclusion 2-2: The IE keyRefresh should be renamed as “masterKeyUpdate” in order to prevent misunderstanding.
Conclusion 3-1: The presence condition of the IE n2ModeNAS-Container should be revised.
Conclusion 3-2: The IE n2ModeNAS-Container should be renamed as “nas-Container” in order to prevent misunderstanding.
Conclusion 4: The revision on 5.3.5.7 provided in [1] is agreed.
A draft CR is provided to cover abovementioned conclusions [5].
Proposal 1: Agree the draft CR [5] to capture all the conclusions.
Proposal 2: Agree the LS [6] to SA3 to confirm our understanding.
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