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1 Introduction
In RAN2#102, it was agreed that

Agreements

1: 
Introduce PDCP re-ordering function for the introduction of PDCP duplication transmission.

2: 
Keep the legacy PDCP header format.

3:
Keep the length of PDCP SN length.

4:
t-Reordering timer is left to UE implementation.
In this contribution, we discuss the left issues for PDCP operation for duplication.
2 Discussion
2.1 Issue-1: Sequence number ambiguity

In legacy PDCP, in order for TX and RX side to have a common understanding the HFN, which is used for ciphering /deciphering but is not exposed to air interface, the following half-SN-space limitation is necessary. 

NOTE:
Associating more than half of the PDCP SN space of contiguous PDCP SDUs with PDCP SNs, when e.g., the PDCP SDUs are discarded or transmitted without acknowledgement, may cause HFN desynchronization problem. How to prevent HFN desynchronization problem is left up to UE implementation.

In other words, without this half-SN-space limitation, the RX side cannot know whether the SN of the received packet has been wrapped around or not, i.e., RX side cannot know the packet is an old or a new packet.

Observation 1 The current PDCP behaviour relies on the half-SN-space limitation to avoid SN confusion at RX side due to SN wrap around.
And in Rel-14 V2X communication, since there is no need to do duplication detection, reordering or deciphering, there is no need to have a PDCP SN, so that the PDCP SN are all set to zeros.

If ciphering is not configured, and sidelink duplication transmission is disabled for the SLRB, PDCP SN shall be set to "0" in the PDCP PDU header.
Observation 2 Rel-14 V2X PDCP PDU adopts zero sequence number, so no ambiguity.

However, in Rel-15, due to the introduction of PDCP duplication, the non-zero PDCP SN is needed for duplication detection. However, considering the scenario of V2X communication is 
· Connection-less, i.e., due to the mobility of TX and RX UE, the transmission / reception of V2X communication between two UE may start / end at any time. 
· No-feedback, i.e., since there is no feedback at access-layer, the TX UE cannot know whether a specific PDCP PDU has been received by the RX UE not.

Therefore, Rel-15 eV2X requires the PDCP SN but fails to satisfy the half-SN-space limitation as in legacy system.

Observation 3 Rel-15 eV2X PDCP PDU adopts non-zero sequence number, but is not able to satisfy the half-SN-space limitation, so there would be ambiguity of SN wrap around.

In order to solve this issue, the RX needs to rely on other indicator from TX UE to judge whether the SN has wrapped around. For ProSe, the PTK identity would be increased for SN wrap around, but without ciphering, V2X UE cannot rely on PTK identity.
If ciphering is not configured, PGK Index and PTK Identity shall be set to "0" in the PDCP PDU header.

Observation 4 Rel-14 eV2X PDCP PDU cannot rely on PTK identity to judge SN wrap around or not.

The only way-out is to rely on source Layer-2 ID, according to TS 23.285 section 4.5.1

If the UE has an active V2X application that requires privacy support in the current Geographical Area, as identified by configuration described in clause 4.4.1.1.2, in order to ensure that a source UE (e.g. vehicle) cannot be tracked or identified by any other UEs (e.g. vehicles) beyond a certain short time-period required by the application, the source Layer-2 ID must be changed over time and randomized. For IP based V2X communication over PC5 reference point, the source IP address must be also changed over time and randomized. The change of the identifiers of a source UE must be synchronized across layers used for PC5, e.g. when application layer identifier changes, the source Layer-2 ID and the source IP address need to be changed.
I.e., one needs to ensure that the same PDCP sequence number would not be used more than once for the same source layer-2 ID. In this way, the SN ambiguity issue can be solved since from RX side, for a specific source layer-2 ID, the SN would not wrap around.

Proposal 1 RAN2 understand that the same non-zero PDCP SN would not be used more than once for a same source layer-2 ID.

2.2 Issue-2: PUSH window vs. PULL window

In general, there are two types of PDCP operation mode for RX side, i.e., 

· PUSH window based operation, which is used for RLC AM, as shown in the right figure of Figure 1, i.e., the half sequence number (SN) space that is smaller than the Last_Submitted_PDCP_RX_SN is seen as the old packets, i.e., would be discarded, while the half SN space that is larger than Last_Submitted_PDCP_RX_SN is the reordering window.

· PULL window based operation, which is used for RLC UM, as shown in the right figure of Figure 1, i.e., the half sequence number (SN) space that is larger than the Next_PDCP_RX_SN is seen as the new packets, i.e., would be stored and submitted, while the half SN space that is smaller than Next_PDCP_RX_SN is the reordering window.
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Figure 1 PUSH window (left) and PULL window (right) operation for PDCP

Essentially, with feedback from RX UE, both PUSH and PULL window can be used, where the former one restricts the half-SN-space TX window from Last_Submitted_PDCP_RX_SN, while the latter restrict the half-SN-space TX window from Next_PDCP_RX_SN. However, considering V2X does not have feedback at access layer, the half-SN-space limitation cannot be secured.
Observation 5 PUSH and PULL window operation is equivalent to each other, since both rely on the half-SN-space limitation.

Observation 6 The half-SN-space limitation cannot be implemented by V2X communication, which has no AS layer feedback from RX UE.
In TS 36.323 section 5.1.2.1.4, which is applied to SLRB duplication reception, the result of the following operations causes the operation to be a PUSH window type operation, i.e., the packets with SN which are out of the reordering window would be discarded

-
if received PDCP SN – Last_Submitted_PDCP_RX_SN > Reordering_Window or 0 <= Last_Submitted_PDCP_RX_SN – received PDCP SN < Reordering_Window:
<Text Removed>

   -
discard the PDCP PDU;
Observation 7 The current PDCP behaviour for SLRB duplication reception is a PUSH-window type operation.
Thanks to Proposal 1 above, the SN ambiguity problem can be solved, i.e., the SN would not wrap around. Considering this, there is a difference between the two operations:

· For PUSH window, if the SN of the arrived packet is more than Last_Submitted_PDCP_RX_SN by a half-SN-space, the packet would be dropped;

· For PULL window, if the SN of the arrived packet is more than Last_Submitted_PDCP_RX_SN by a half-SN-space, the packet would be still stored and submitted

Considering that the half-SN-space limitation is not feasible for V2X communication, when it happens that “the SN of the arrived packet is more than Last_Submitted_PDCP_RX_SN by a half-SN-space”, PULL window can handle this issue instead of PUSH window.

Observation 8 PULL window can handle the case that the SN of the arrived packet is more than Last_Submitted_PDCP_RX_SN by a half-SN-space, but PUSH window cannot handle it.

Considering this, a PULL window solution should be used for V2X communication. In order for this, an easy solution is to reuse the section 5.1.2.1.4.1 of TS 36.323, but removing the following parts that are related to the packet dropping of PUSH window operation.

	5.1.2.1.4.1
Procedures when a PDCP PDU is received from the lower layers

For DRBs mapped on RLC AM or RLC UM, SLRB for duplicated transmission and for LWA bearers, or for DRBs and SRBs when PDCP duplication is used, when the reordering function is used, at reception of a PDCP Data PDU from lower layers, the UE shall:

-
if received PDCP SN – Last_Submitted_PDCP_RX_SN > Reordering_Window or 0 <= Last_Submitted_PDCP_RX_SN – received PDCP SN < Reordering_Window:
-
if the PDCP PDU was received on WLAN:

-
if received PDCP SN > Next_PDCP_RX_SN:

-
for the purpose of setting the HRW field in the LWA status report, use COUNT based on RX_HFN - 1 and the received PDCP SN;
-
else:

-
for the purpose of setting the HRW field in the LWA status report, use COUNT based on RX_HFN and the received PDCP SN;

-
if received PDCP SN > Next_PDCP_RX_SN:

-
decipher the PDCP PDU as specified in the subclause 5.6, and perform integrity verification of the PDCP Data PDU (if applicable) using COUNT based on RX_HFN - 1 and the received PDCP SN.

-
else:

-
decipher the PDCP PDU as specified in the subclause 5.6, and perform integrity verification of the PDCP Data PDU (if applicable) using COUNT based on RX_HFN and the received PDCP SN.

-
if integrity verification fails:

-
indicate the integrity verification failure to upper layer.
-
discard the PDCP PDU;
-
else if Next_PDCP_RX_SN – received PDCP SN > Reordering_Window:

   <Text Removed>


Another alternative is proposed in [1], i.e., when the receiving PDCP entity receives a PDCP PDU which is the first received PDCP PDU not associated with the PDCP SN 0, the receiving PDCP entity updates the Last_Submitted_PDCP_RX_SN to the PDCP SN of the first received PDCP PDU. It is not feasible since:

· For the very initial stage, not only the value of Last_Submitted_PDCP_RX_SN should be adjusted, but also the value of Next_PDCP_RX_SN (initialized as 0) should be adjusted as well.

· The larger than half-SN-space gap issue may happen not only at the very initial stage, but also may happen later, i.e., even if the received PDCP PDU is not the first one with non-zero SN.

Therefore, a more rigorous solution is to use PULL window operation for V2X communication.

Proposal 2 Use PULL window for duplication reception of Rel-15 eV2X.

3 Conclusion
Based on the discussion in section 2, we observe:

Observation 1
The current PDCP behaviour relies on the half-SN-space limitation to avoid SN confusion at RX side due to SN wrap around.
Observation 2
Rel-14 V2X PDCP PDU adopts zero sequence number, so no ambiguity.
Observation 3
Rel-15 eV2X PDCP PDU adopts non-zero sequence number, but is not able to satisfy the half-SN-space limitation, so there would be ambiguity of SN wrap around.
Observation 4
Rel-14 eV2X PDCP PDU cannot rely on PTK identity to judge SN wrap around or not.
Observation 5
PUSH and PULL window operation is equivalent to each other, since both rely on the half-SN-space limitation.
Observation 6
The half-SN-space limitation cannot be implemented by V2X communication, which has no AS layer feedback from RX UE.
Observation 7
The current PDCP behaviour for SLRB duplication reception is a PUSH-window type operation.
Observation 8
PULL window can handle the case that the SN of the arrived packet is more than Last_Submitted_PDCP_RX_SN by a half-SN-space, but PUSH window cannot handle it.

Therefore, we propose:
Proposal 1
RAN2 understand that the same non-zero PDCP SN would not be used more than once for a same source layer-2 ID.
Proposal 2
Use PULL window for duplication reception of Rel-15 eV2X.
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