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1 Introduction
At RAN2#102, the 36.331 CR was endorsed in R2-1809266. There are some FFSs in the CR.

Regarding security, this paper is to discuss these FFS and provide proposals. 

2 Discussion
In current TS 36.331, for LTE-EPC case, there are several parts that capturing security handling:

· Section 5.1.2, security handling during initial security activation

· Section 5.3.3, RRC connection establishment and RRC connection resume

· Section 5.3.7, RRC connection re-establishment

· Section 5.3.5.4 and 5.4.2.3, handover

Currently, SA3 is specifying the security mechanism of 5GS in TS 33.501. Since LTE-5GC is part of 5GS, we think the security handling for LTE-5GC should be captured in TS 33.501, at least including NAS security and KeNB derivation e.g. from KAMF or NH. It is noted that TS 24.501 defines 5GS NAS with which the UE could access 5GC.

At the last RAN2 meeting, RAN2 made the following agreements:
Agreements

1
For eLTE system, during configuration of NR PDCP for any RB using NR RadioBearerConfig IE, do not use Optional NR securityAlgorithmConfig IE having NR only code points.

2
For eLTE AS Security Algorithms configuration use LTE SMC Signalling with LTE Code Points and during HO Signalling use LTE securityConfigHO IE with LTE Code Points.

3
NR code points would not be extended, in future, to indicate any LTE only algorithms

From AS point of view, it needs to know the relations between a AS key and a NAS key, and then proper UE behaviours should be captured in RAN2 specifications, e.g. TS 36.331. Regarding how to define AS key derivation for LTE-5GC, there are two options:
· Option 1: the whole AS security including KeNB derivation and AS keys derivation refers to TS 33.501
· Option 2: KeNB derivation refers to TS 33.501 and AS keys derivation refers to TS 33.401
We think that option 1 is clearer and simpler, so we slightly prefer option 1. However, option 1 will involve SA3 so their opinion is required. In addition, no matter which option is chosen, there should be only impacts on the procedural text.
Proposal 1: Regarding how to define AS key derivation for LTE-5GC, there are two options:
· Option 1: the whole AS security including KeNB derivation and AS keys derivation refers to TS 33.501

· Option 2: KeNB derivation refers to TS 33.501 and AS keys derivation refers to TS 33.401

It is proposed to consult SA3 to decide on the final solution.
3 Conclusion

In the current running 36.331 CR, it may need more discussions regarding how to define AS key derivation for LTE-5GC, so it is proposed:
Proposal 1: Regarding how to define AS key derivation for LTE-5GC, there are two options:

· Option 1: the whole AS security including KeNB derivation and AS keys derivation refers to TS 33.501

· Option 2: KeNB derivation refers to TS 33.501 and AS keys derivation refers to TS 33.401

It is proposed to consult SA3 to decide on the final solution.
We slightly prefer option 1 because it is clearer and simpler than option 2. A TP is also prepared in [1].
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