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[bookmark: _Ref178064866]Introduction
DRB integrity check handling was discussed in RAN2#101bis, the main argument is whether UE need to report to the network when DRB integrity verification check failures are detected, no final agreement was reached and a corresponding LS was agreed to send to SA3 to verify if SA3 has the requirement.
SA3 reply LS in RAN2#102[1]:
· In Rel-15, SA3 has no security requirement for the UE to report DRB IP verification failures. SA3 will study this issue to determine whether such reporting is useful.
However, even if SA3 replied the LS from RAN2, it is ambiguous what is the UE’s behaviour when the DRB IP failure occurs, i.e., DRB verification failure. In this contribution, we show our views on UE’s behaviour in case of the DRB IP failure.
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In LTE, the integrity protection and verification are only applicable for SRBs. When the IP failure occurs, the RRC connection re-establishment procedure is performed since UE considers the IP failure as it is incurred by an attacker, e.g., a man in the middle attack. 
In NR, the integrity protection and verification are applicable for DRBs as well. When the IP failure on DRB happens, the agreed behaviour so far is that a UE discards any received packet which failed DRB integrity verification check and the PDCP SN in the receiver is not updated for this DRB. According to the reply LS from SA3 [1], it is said that “In Rel-15, SA3 has no security requirement for the UE to report DRB IP verification failures. SA3 will study this issue to determine whether such reporting is useful.” This means that the UE does nothing after discarding the received packet when IP failure on DRB occurs. 
Observation 1. When the IP failure on DRB occurs, the UE does nothing after discarding the received packet and not updating PDCP SN for the discarded packet.

However, we are still concerning on handling of IP failure on DRB. If IP check of the received packets is continuously failed due to security attack or HFN de-sync, the UE just discards all received packets and not updating PDCP SN. The security attack or HFN de-sync problem may not be resolved.
Observation 2. The UE may just discard all received packets continuously without resolving cause of IP failure problem. 

We think that the case of observation 2 is a serious problem and the solution should be different depending on the cause of IP failure. For security attack, the proper solution is the RRC connection re-establishment procedure to remove risk by an attacker, but performing the RRC connection re-establishment is too much for the HFN de-sync problem. In this case, we think refreshing DRB only would be sufficient, i.e., the PDCP/RLC re-establishment or DRB release/addition. For this, the network should know the COUNT value to determine whether the IP failure is caused by HFN de-sync or security attack. Thus, the UE should report the COUNT value and DRB ID associated with the IP failure occurred.
Proposal 1. The UE reports the COUNT value and the DRB ID associated with the IP failure to the gNB for the gNB to decide the cause of IP failure.

If proposal 1 is not agreeable because of the reply LS from SA3, the next possible way to handle IP failure problem is to trigger the PDCP status report after IP failure on DRB. Generally speaking, secure and reliable service may use integrity protection and verification for DRB, but just discarding the received packets and not updating PDCP SN after IP failure is not the secure and reliable because this behaviour doesn’t handle and resolve cause of IP failure on DRB properly. 
Furthermore, the discarded packets due to IP failure on DRB may need to be retransmitted to satisfy requirement of secure and reliable services. However, there is no way to retransmit and only discarding the received packets is allowed after IP failure on DRB. We think that if the UE triggers and transmits a PDCP status report after IP failure on DRB, the network can recognize the IP failure on DRB and retransmit the PDCP SDUs which are discarded due to IP failure on DRB. This is because the current PDCP specification allows the UE to trigger a PDCP status report only when upper layer requests a PDCP entity re-establishment or PDCP data recovery, i.e. if the network receives a PDCP status report without requesting PDCP re-establishment or PDCP data recovery, the network can consider the received PDCP status report which is triggered by IP failure on DRB.
In addition, the PDCP status report contains COUNT value, e.g., FMC, this can be used to determine whether the IP failure is caused by HFN de-sync or security attack. Therefore, we think that the PDCP status report should be triggered and transmitted after IP failure on DRB occurs to handle IP failure problem on DRB appropriately.
Proposal 2. The PDCP status report should be triggered and transmitted after IP failure on DRB occurs.

Note that the above proposals can be also applied to the case of NGEN-DC, NE-DC, NN-DC and NR SA. 
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[bookmark: _Toc450908196][bookmark: _In-sequence_SDU_delivery]In this contribution, we show our view on the handling of the DRB IP failure. Based on the above discussion, we propose followings.
Observation 1. When the IP failure on DRB occurs, the UE does nothing after discarding the received packet and not updating PDCP SN for the discarded packet.
Observation 2. The UE may just discard all received packets continuously without resolving cause of IP failure problem. 
Proposal 1. The UE reports the COUNT value and the DRB ID associated with the IP failure to the gNB for the gNB to decide the cause of IP failure.
Proposal 2. The PDCP status report should be triggered and transmitted after IP failure on DRB occurs.
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