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Introduction
In the current SA BL CR for TS 38.331, there is some inconsistent w.r.t. key update procedure, between the text description and the IE presence condition in ASN.1 code, and between presence conditions. In this contribution, we analyse the presence of the IE keyRefresh and its sub-IEs and provide our draft CR accordingly.
Discussion
In last round of ASN.1 review and RAN2 meeting, there was some discussion on the presence condition of the IE keyRefresh and its sub-IEs are defined as following. The finally agreed version of SA BL CR for TS 38.331, is as follow:
/////////////////////////////////skip irrelevant codes//////////////////////////////////
	keyRefresh				KeyRefresh				OPTIONAL,	-- Cond MasterKeyChange
/////////////////////////////////skip irrelevant codes//////////////////////////////////
KeyRefresh ::=				SEQUENCE {
	keySetChangeIndicator	BOOLEAN					OPTIONAL,	-- Cond MasterKeyChange
	nextHopChainingCount	NextHopChainingCount	OPTIONAL,	-- Cond MasterKeyChangeNCC
	n2ModeNAS-Container		OCTET STRING			OPTIONAL,	-- Cond InterSystemHO
	...
}
/////////////////////////////////skip irrelevant codes//////////////////////////////////
	Conditional presence
	Explanation

	InterSystemHO
	This field is mandatory present in case of inter system handover. Otherwise the field is absent.

	MasterKeyChange
	If ReconfigurationWithSync is included, this field is optionally present, need N, otherwise the field is absent. The field is not included during inter-system handover.

	MasterKeyChangeNCC
	If ReconfigurationWithSync is included, this field is optionally present, need M, otherwise the field is absent, . The field is not included during inter-system handover.



The current version is not fully correct. Following is our understanding of presence condition of the IE keyRefresh and its sub-IEs:
Issue 1: the presence condition of keyRefresh
The IE keyRefresh is the only IE used to change the master key. For inter-system handovers from EPC to NR/5GC, the target gNB should include the n2ModeNAS-Container IE in the handoverCommand. Therefore, the IE keyRefresh should also be present for inter-system handovers, in order to deliver the n2ModeNAS-Container IE.
Proposal 1: The IE keyRefresh should be possible to be present for inter-system handovers.
Issue 2: the presence condition of keySetChangeIndicator
The IE keySetChangeIndicator is only 1-bit long and not optimal to be optional. In the last round of ASN.1 review, Nokia and MTK suggest remove the “OPTIONAL” condition and it was once agreed, however this proposal is finally rejected. In our understanding, we believe that there is no drawback to make this IE mandatory:
For horizontal or vertical KgNB change, as agreed before, the IE keySetChangeIndicator is present and set to FALSE.
For KgNB generated from an existing KAMF, as agreed before, the IE keySetChangeIndicator is present and set to TRUE.
For KgNB change with KAMF change (this case may occur during N2 handover), following is our analysis:
In sub-section 6.9.2.3.4 “UE handling” of TS 33.501, the only position mentioning “NAS Container” (i.e. n2ModeNAS-Container) is:
	[bookmark: _Toc517096384]6.9.2.3.4	UE handling
The UE behaviour is the same regardless if the handover is intra-gNB, Xn, or N2.
////////////////////////////////////////skip irrelevant texts/////////////////////////////////////
The UE handling related to key derivation when keyChangeIndicator in the HO command is true, shall be done as defined in clause 6.9.4.4. If the UE also receives a NASC (NAS Container) in the HO Command message, then before performing UE handling as defined in clause 6.9.4.4, the UE shall verify the UE security capabilities and the freshness of the downlink NAS COUNT in the NASC.
////////////////////////////////////////following is the description on how to handle the NASC/////////////////////////////////////



Such description implies that the IE n2ModeNAS-Container may be present only if the IE keySetChangeIndicator is present and set to TRUE. For KgNB change with KAMF change, the IE n2ModeNAS-Container needs to be present in order to inform the NAS layer how to generate the new KAMF. Hence we can deduce that the IE keySetChangeIndicator shall also be present for this case.
One may argue that this sub-section is only applicable for intra-system handovers. Here we want to emphasise that, for inter-system handovers, the descriptions in TS 33.501 is not fully complete yet. An editor’s note can be found in the relevant sub-section:
	[bookmark: _Toc517096435]8.4	Handover from EPS to 5GS over N26
[bookmark: _Toc517096437]////////////////////////////////////////skip irrelevant texts/////////////////////////////////////
8.4.2	Procedure
////////////////////////////////////////skip irrelevant texts/////////////////////////////////////
8.	The UE derives a mapped KAMF ’ key from the KASME in the same way the AMF did in step 3. It shall also derive the 5G NAS keys and KgNB as the AMF did in step 3. It associates this mapped 5G security context to KSI4G with the ngKSI included in the NASC. 
NOTE 4: 	Void.
Editor's Note: The key derivation and the NAS parameter transfer between target AMF and UE need to be aligned with N2-based handover.



In our understanding, this editor’s note means that the handling of inter-system handover should be as similar as possible with N2 handovers, especially on the aspect of “transferring the NAS container”. From the perspective of AS layer, forwarding the NAS container toward the NAS layer is also one part of “transferring the NAS container”. We believe that it is also more proper for the case of inter-system handover to include the IE keySetChangeIndicator (set to TRUE), in order to trigger the NAS container forwarding according to sub-section 6.9.2.3.4 “UE handling” of TS 33.501.
Therefore, for KgNB change with KAMF change, it is also adequate to include the IE keySetChangeIndicator and set it to TRUE.
Proposal 2: The presence of the IE keySetChangeIndicator in the IE keyRefresh should be mandatory.
Issue 3: the presence condition of nextHopChainingCount
For Xn handover and N2 handover, it is stated in subsection 6.9.2.3.1 to 6.9.2.3.3 of TS 33.501 that:
	[bookmark: _Toc517096382]6.9.2.3.2	Xn-handover
////////////////////////////////////////skip irrelevant texts/////////////////////////////////////
The target gNB shall include the received NCC into the prepared HO Command message, which is sent back to the source gNB in a transparent container and forwarded to the UE by source gNB.
////////////////////////////////////////skip irrelevant texts/////////////////////////////////////
[bookmark: _Toc517096383]6.9.2.3.3	N2-Handover
////////////////////////////////////////skip irrelevant texts/////////////////////////////////////
The target gNB shall include the NCC value from the received {NH, NCC} pair, and the NASC if such was also received, into the HO Command message to the UE and remove any existing unused stored {NH, NCC} pairs.
////////////////////////////////////////skip irrelevant texts/////////////////////////////////////



It is clear that NCC should be always included in the HOCommand message for any case of Xn and N2 handovers.
One may argue that these sub-sections are only applicable for intra-system handovers. However, for this point, the case of nextHopChainingCount is similar with keySetChangeIndicator and abovementioned analysis is also applicable. In addition, we found that NCC is mandatory present in NGAP Handover Request message sent from the (target) AMF to the target gNB, regardless of whether the handover is intra-system or inter-system (see in TS 38.413):
	[bookmark: _Toc518048938]9.2.3.4	HANDOVER REQUEST
This message is sent by the AMF to the target NG-RAN node to request the preparation of resources.
Direction: AMF  NG-RAN node.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.3.1.1
	
	YES
	reject

	AMF UE NGAP ID
	M
	
	9.3.3.1
	
	YES
	reject

	Handover Type
	M
	
	9.3.1.22
	
	YES
	reject

	/////////////////////////////// skip irrelevant rows ////////////////////////////////

	UE Security Capabilities 
	M
	
	9.3.1.86
	
	YES
	reject

	Security Context
	M
	
	9.3.1.88
	
	YES
	reject

	KAMF Change Indicator
	O
	
	9.3.1.55
	
	YES
	reject

	NASC
	O
	
	NAS-PDU
9.3.3.4
	NAS Container (NASC) as specified in TS 24.501 [26].
	YES
	reject

	/////////////////////////////// skip irrelevant rows ////////////////////////////////






The IE “Handover Type” indicates whether this handover is intra-system or inter-system. The IE “Security Context” contains two mandatory IE: NH (or initial KgNB) and NCC.
We believe that it is always adequate to further include the NCC into the HOCommand.
Proposal 3: The presence of the IE nextHopChainingCount in the IE keyRefresh should be mandatory.
Issue 4: the presence condition of n2ModeNAS-Container
In the current ASN.1 code in SA BL CR of TS, the presence condition of n2ModeNAS-Container is stated as “present for inter-system handover, otherwise absent”. However, as shown above, the IE can be present not only for inter-system handovers, but also present for some case of intra-system N2 handovers. Therefore, we believe that its presence condition should be corrected.
Proposal 4: The presence condition of the IE n2ModeNAS-Container in the IE keyRefresh should be corrected.
Following table is the summary of presence of IEs in different RRC reconfiguration scenario:
	RRC Reconfiguration type
	Presence of keyRefresh
	Presence of keySetChangeIndicator
	Presence of nextHopChainingCount
	Presence of n2ModeNAS-Container

	Reconfiguration without KgNB renewal
	Absent
	Not applicable
	Not applicable
	Not applicable

	KgNB refresh
	Present
	Present, set to FALSE
	Present
	Absent

	KgNB rekeying
	Present
	Present, set to TRUE
(See also 6.9.2.3.4 of TS 33.501)
	Present, set to zero
	Absent
(NOTE: a NAS SMC procedure may be performed before this RRC reconfiguration take place.)

	Xn handover (horizontal KgNB derivation)
	Present
	Present, set to FALSE
	Present, set to the old value
(See also 6.9.2.3.2 of TS 33.501)
	Absent

	Xn handover (vertical KgNB derivation)
	Present
	Present, set to FALSE
	Present, set to a new value
(See also 6.9.2.3.2 of TS 33.501)
	Absent

	N2 handover (KgNB refresh)
	Present
	Present, set to FALSE
	Present
	Absent

	N2 handover (KgNB rekeying)
	Present
	Present, set to TRUE
	Present, set to zero
(See also 6.9.2.3.3 of TS 33.501)
	Optionally present

	N2 handover (KAMF renewal)
	Present
	Present, set to TRUE
(See also 6.9.2.3.4 of TS 33.501)
	Present, set to zero
(See also 6.9.2.3.3 of TS 33.501)
	Present

	EPS to 5GS handover
	Present
	Present, set to TRUE
(Alignment with N2 handover)
	Present, set to zero
(Alignment with N2 handover)
	Present



The last issue is how to revise the UE handling description in sub-section 5.3.5.7 “Security key update” of TS 38.331. The current version of relevant text description is as following:
	[bookmark: _Toc510018495]5.3.5.7	Security key update 
The UE shall:
1>	if the UE is operating in EN-DC:
////////////////////////////////////////skip irrelevant texts/////////////////////////////////////
1>	else:
2 > if the keySetChangeIndicator is included in the received keyRefresh:
3>	if the keySetChangeIndicator is set to TRUE:
4>	derive or update the KgNB key based on the KAMF key, as specified in TS 33.501 [11];
3>	else:
4>	derive or update the KgNB key based on the current KgNB or the NH, using the nextHopChainingCount value indicated in the received keyRefresh, as specified in TS 33.501 [11];
2>	if the n2ModeNAS-Container is included in the received keyRefresh:
3>	forward the n2ModeNAS-Container to the upper layers;
3>	derive the KgNB key as specified in TS 33.501 [11];
2> store the nextHopChainingCount value;
////////////////////////////////////////skip irrelevant texts/////////////////////////////////////



However, it is already pointed out in sub-section 6.9.2.3.4 “UE handling” of TS 33.501 that the IE keySetChangeIndicator and n2ModeNAS-Container may both be present. According to the current text description, the KgNB derivation shall be performed twice for this case. This is not adequate.
As we proposed above, the IE keySetChangeIndicator should be always present (when performing KgNB update in SA scenario). Therefore, for simplicity we prefer to remove the description “derive the KgNB” in the branch “if the IE n2ModeNAS-Container is included”, and move this whole branch prior to the other branch. Some other correction is also needed for consistence. For detail, see the relevant draftCR [1].
Proposal 5: The text description in sub-section 5.3.5.7 should be revised accordingly.
Conclusion
Proposal 1: The IE keyRefresh should be possible to be present for inter-system handovers.
Proposal 2: The presence of the IE keySetChangeIndicator in the IE keyRefresh should be mandatory.
Proposal 3: The presence of the IE nextHopChainingCount in the IE keyRefresh should be mandatory.
Proposal 4: The presence condition of the IE n2ModeNAS-Container in the IE keyRefresh should be corrected.
Proposal 5: The text description in sub-section 5.3.5.7 should be revised accordingly.
According to these proposals, we provide a draft CR [1].
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