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1. Introduction
DRB integrity check handling has been fully discussed in RAN2#101bis [1], the main argument is whether UE need to report to the network when DRB integrity verification check failures are detected, no final agreement was reached and a corresponding LS was agreed to sent to SA3 to verify if SA3 has the requirement.

SA3 reply LS in RAN2#102[2]:

- In Rel-15, SA3 has no security requirement for the UE to report DRB IP verification failures. SA3 will study this issue to determine whether such reporting is useful.
2. Discussion
Based on SA3’s reply, we see no security requirement for the UE to report anything to the network for DRB IP check failure, discarding the packet is enough.
Thus we propose RAN2 to consider adopting SA3’s view, and finalize this issue.
Proposal 1: In R15, for both SA and NSA, UE doesn’t need to report to the network when DRB integrity verification check failures are detected.

For NGEN-DC, NE-DC and NN-DC, based on the similar reason, SN doesn’t need to send any report to the MN when  DRB IP check failures are detected in SN terminated bearers. by implementation SN can initiate SN change, SN release or SN modification(to release PDU session/Qos flow or to change PScell) to try to eliminate the attacker if the DRB IP check failure persists.

Proposal 2: In R15, For NGEN-DC, NE-DC and NN-DC, SN doesn’t need to send any report to the MN when  DRB IP check failures are detected in SN terminated bearers.
3. Conclusion
Proposal 1: In R15, for both SA and NSA, UE doesn’t need to report to the network when DRB integrity verification check failures are detected.

Proposal 2: In R15, For NGEN-DC, NE-DC and NN-DC, SN doesn’t need to send any report to the MN when  DRB IP check failures are detected in SN terminated bearers.
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