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1. Introduction
RAN2#102 has discussed and agreed on the security framework for RRC Resume procedure. In particular, for the key to be used in msg3 and msg4, it was concluded to “Confirm the Resume working assumption with SA3 option a” where “option a” was provided in the SA3 LS [1].
In this contribution, we argue that “option b” provided in the SA3 LS is better and RAN2 should adopt that one. We also propose to remove the Editor’s Notes on further security optimizations for RRC Resume.

2. Discussion
In RAN2#102, a reply LS from SA3 regarding security for inactive procedures was received [1] with the following contents:

SA3 would like to confirm that RAN2 working assumptions and agreement meet all SA3 security concerns and requirements that were listed in SA3 reply LS (S3-181450). 

However, SA3 requires that UE shall not use the same key between the UE and two different physical end-points, as for example in Figure 2 in the RAN2 reply LS (R2-1806457), where the same KRRCint is used between the UE and the last serving gNB (in step 2) and between the UE and the target gNB (in step 7). Based on the current RAN2 working assumptions and agreements, SA3 sees at least two different alternatives to achieve key separation and avoid same key reuse in two different nodes.

a) using old KgNB (KRRCint) for security token in MSG3 between UE and source cell, and new KgNB* for everything else including UL/DL data and MSG4 between UE and target cell. 

b) using new KgNB* (KRRCint) based on the value of the NCC and source cell physical properties for security token in MSG3 between UE and source cell, and a newer key based on target cell physical properties (KgNB**) for everything else including UL/DL data and MSG4 between UE and target cell. In this variant, source gNB verifies security token using new key KgNB* and sends a newer key KgNB** derived horizontally from KgNB* to the target gNB. 
When the LS was presented in the online session, the following was agreed:

=>
From a security point of view the Inactive security working assumption, modified with either a or b listed in the LS, can meet the security requirements.

Further discussion happened as part of the general resume procedure discussion [2]. On the particular aspect of which key to use in msg3 and msg4 (options a or b in SA3 LS), it was decided to go with Option a. Our impression was that companies did not have a strong preference since both were technically feasible from RAN2 perspective.
In the current running 38.331 CR [3], the resume MAC-I is calculated as follows:

1>
set the resumeMAC-I to the 16 least significant bits of the MAC-I calculated:

2>
over the ASN.1 encoded as per section 8 (i.e., a multiple of 8 bits) VarResumeMAC-Input;

2>
with the KRRCint key and the previously configured integrity protection algorithm; and

2>
with all input bits for COUNT, BEARER and DIRECTION set to binary ones;

Where VarResumeMAC-Input is given by:

VarResumeMAC-Input
::=

SEQUENCE {

sourcePhysCellId





PhysCellId,

targetCellIdentity





CellIdentity,

source-I-RNTI






RNTI-Value,

resumeDiscriminator





BIT STRING(SIZE(1))
}
The calculation of MAC-I is based on the integrity algorithm (NIA) in the stored AS security context, which was negotiated between the UE and the source gNB as described in TS 33.501.
The issue here is which KRRCint key to use in the resume MAC-I calculation. KRRCint key itself if derived from KgNB. When the UE sends its first resume after moving to Connected, with the current schemed based on the SA3 Option a), KgNB will be the one used during the RRC Connected. When the UE sends another RNAU, either at the anchor gNB or at a different gNB, the UE will have to use the same KgNB. 
Using the same KgNB in every resume attempt does not seem to be a good option from security perspective. Also, since the successive resume can happen at a different gNB, it seems to violate the SA3 requirement of not using the same at different gNBs.  Therefore, it would be better to use SA3 Option b which enables using a new key with every attempt. Since NCC is a mandatory IE in RRC Release message, the only change needed would be for the UE to perform one more key derivation. Since this option has already been conveyed in the SA3 LS, it is not necessary to get any confirmation from SA3 on this decision.
Proposal 1: Adopt Option b in SA3 LS R2-1809045 where the UE uses the new key for resume MAC-I calculation in msg3 and newer key for msg4 security.
There are also two Editor’s Note regarding MAC-I calculation in the 38.331 CR:
Editor’s Note: FFS Additional input to VarResumeMAC-Input (replay attacks mitigation).

Editor’s Note: FFS Whether we need the resumeDiscriminator in VarResumeMAC-Input.

There has been no correspondence with SA3 on the security issues around replay attacks. Therefore, the note can be removed and further optimizations can be discussed based on contributions.
Proposal 2: Remove the Editor’s Note on additional input to VarResumeMAC-Input for replay attacks.

Similarly, there was no discussion on resumeDiscriminator shown in the above ASN.1 of VarResumeMAC-Input and it is not clear why this should be kept as an open issue. This note can also be removed along with the IE until/if further discussion happens.
Proposal 3: Remove the resumeDiscriminator IE and related Editor’s Note.

3. Conclusion
In this contribution, we discussed security for RRC Resume and propose the following:
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