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Discussion and decision
1 Introduction

It is related to NR I764 and LTE I106. RAN2 agreed that

Agreements

1
For eLTE system, during configuration of NR PDCP for any RB using NR RadioBearerConfig IE, do not use Optional NR securityAlgorithmConfig IE having NR only code points.

2
For eLTE AS Security Algorithms configuration use LTE SMC Signalling with LTE Code Points and during HO Signalling use LTE securityConfigHO IE with LTE Code Points.

3
NR code points would not be extended, in future, to indicate any LTE only algorithms

1 For HO from NR to eLTE, security algorithms and key derivation will be done in LTE spec, and also configured in LTE spec. However the NR PDCP handling is done in NR specification, including security key derivation, and configuration.  In addition, the security algorithm in NR is delta configuration “When the field is not included, the UE shall continue to use the currently configured keyToUse and security algorithm for the radio bearers reconfigured with the lists in this radioBearerConfig.”, that means the UE has to rely on security configuration in NR RB configuration and also the one in LTE configuration. 

2 For EN-DC, to have unified bearer, NR PDCP is used, and also securityAlgorithmConfig IE inside NR RadioBearerConfig is used.  For NG-EN-DC, we need to decide whether the security handling agreed in EN-DC or security handling agreed in LTE/5GC shall be used. 

In this contribution, we discuss how to solve the problem. 
2 Discussion
Based on R2-1810923, in TS36.331 for HO to E-UTRA

The key derivation and configuration to PDCP are done in LTE specification as

2> update the key KeNB based on the current key KgNB or the NH, using the nextHopChainingCount value indicated in the securityConfigHO-r15, as specified in TS 33.501 [86];

……

1> derive the KRRCint key associated with the integrityProtAlgorithm, as specified in TS 33.401 [32];

1> derive the KRRCenc key and the KUPenc key associated with the cipheringAlgorithm, as specified in TS 33.401 [32];

..

1> configure lower layers to apply the indicated integrity protection algorithm and the KRRCint key immediately, i.e. the indicated integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
1> configure lower layers to apply the indicated ciphering algorithm, the KRRCenc key and the KUPenc key immediately, i.e. the indicated ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

The security key/algorithm are configured via securityConfigHO-r15. 

However, as described in LTE TS36.331, the handling on NR PDCP is done in NR TS38.331, as follow: 

1> if the received RRCConnectionReconfiguration includes the nr-RadioBearerConfig1:
2> perform radio bearer configuration as specified in TS 38.331 [82, 5.3.5.6];
1> if the received RRCConnectionReconfiguration includes the nr-RadioBearerConfig2:

2> perform radio bearer configuration as specified in TS 38.331 [82, 5.3.5.6].
Observation 1: LTE RRC covers the configuration of the security key/algorithm, as well as, the key derivation/configuration to NR PDCP; 
The handling on NR radoBearerConfig defined in TS38.331 is
For SRB

1> for each srb-Identity value included in the srb-ToAddModList that is part of the current UE configuration:

2> if the reestablishPDCP is set:

3> configure the PDCP entity to apply the integrity protection algorithm and KRRCint key associated with the master key (KeNB/KgNB) or secondary key (S-KgNB), as indicated in keyToUse , i.e. the integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

3> configure the PDCP entity to apply the ciphering algorithm and KRRCenc key associated with the master key (KeNB/KgNB) or secondary key (S-KgNB) as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

3> re-establish the PDCP entity of this SRB as specified in 38.323 [5];

For DRB

2> if the PDCP entity of this DRB is not configured with cipheringDisabled:

3>configure the PDCP entity with the ciphering algorithms according to securityConfig and apply the KUPenc key associated with the master key (KeNB/KgNB) or the secondary key (S-KgNB) as indicated in keyToUse;

2> if the PDCP entity of this DRB is configured with integrityProtection:

3> configure the PDCP entity with the integrity algorithms according to securityConfig and apply the KUPint key associated with the master (KeNB/KgNB) or the secondary key (S-KgNB) as indicated in keyToUse;
RadioBearerConfig ::=                   SEQUENCE {

    srb-ToAddModList                        SRB-ToAddModList    ….
    securityConfig                             SecurityConfig                                          OPTIONAL,   -- Need M
SecurityConfig ::=                      SEQUENCE {  

    securityAlgorithmConfig                 SecurityAlgorithmConfig                               OPTIONAL, -- Cond RBTermChange

    keyToUse                                ENUMERATED{master, secondary}                              OPTIONAL,   -- Cond RBTermChange

securityConfig

Indicates the security algorithm and key to use for the signalling and data radio bearers configured with the list in this radioBearerConfig When the field is not included, the UE shall continue to use the currently configured keyToUse and security algorithm for the radio bearers reconfigured with the lists in this radioBearerConfig.
Observation 2: NR RRC also covers the configuration of the security key/algorithm, as well as, the key configuration to NR PDCP since the handling of NR PDCP is specified in NR RRC.
Based on Observation 1 and 2, for HO from NR to LTE/5GC, the security key/algorithm configuration are duplicated in NR and LTE RRC, and key configuration is also duplicated in NR and LTE RRC specification. 
Observation 3: the handling on security key/algorithm configuration and configuration to PDCP are duplicated in both LTE RRC and NR RRC.
To solve this problem we describe below two options:

Option 1: specify another NR PDCP handling section in TS38.331, dedicated for HO from NR to LTE/5GC, and clarify security configuration is not applicable for LTE/5GC. 

Changes on TS38.331

5.3.5.6.x
SRB/DRB handling upon HO from NR to LTE/5GC
1> for each srb-Identity value included in the srb-ToAddModList that is part of the current UE configuration:

2> re-establish the PDCP entity of this SRB as specified in 38.323 [5];

2> if the pdcp-Config is included:

3> reconfigure the PDCP entity in accordance with the received pdcp-Config.

1> for each drb-Identity value included in the drb-ToAddModList that is part of the current UE configuration:

2> if an sdap-Config is included, reconfigure the SDAP entity in accordance with the received sdap-Config as specified in TS 37.324 [xx];

2> re-establish the PDCP entity of this DRB as specified in 38.323 [5], section 5.1.2;

2> if the pdcp-Config is included:

3> reconfigure the PDCP entity in accordance with the received pdcp-Config.

	securityConfig

Indicates the security algorithm and key to use for the signalling and data radio bearers configured with the list in this radioBearerConfig When the field is not included, the UE shall continue to use the currently configured keyToUse and security algorithm for the radio bearers reconfigured with the lists in this radioBearerConfig except the handover from NR to LTE/5GC.

	srb3-ToRelease
Release SRB3. SRB3 release can only be done at SCG release and reconfiguration with sync.


	SecurityConfig field descriptions

	

	keyToUse
Indicates if the bearers configured with the list in this radioBearerConfig is using the master keyor the secondary key for deriving ciphering and/or integrity protection keys. For EN-DC, network should not configure SRB1 and SRB2 with secondary key and SRB3 with the master key. When the field is not included,  the UE shall continue to use the currently configured keyToUse for the radio bearers reconfigured with the lists in this radioBearerConfig except the handover from NR to LTE/5GC. If EN-DC is not configured, this field is set to master.

	securityAlgorithmConfig
Indicates the security algorithm for the signalling and data radio bearers configured with the list in this radioBearerConfig. When the field is not included, the UE shall continue to use the currently configured security algorithm for the radio bearers reconfigured with the lists in this radioBearerConfig except the handover from NR to LTE/5GC.


Changes on TS36.331, only refer to this new section 

1> if the received RRCConnectionReconfiguration includes the nr-RadioBearerConfig1:
2> perform radio bearer configuration as specified in TS 38.331 [82, 5.3.5.6.x];

1> if the received RRCConnectionReconfiguration includes the nr-RadioBearerConfig2:

2> perform radio bearer configuration as specified in TS 38.331 [82, 5.3.5.6.x].
Option 2 to use NR security configuration for HO from NR to LTE/5GC, the description on key derivation, configuration are described in NR RRC.
Changes on TS36.331(to remove the descriptions on security for HO from NR to LTE/5GC)
5.4.2.3
Reception of the RRCConnectionReconfiguration by the UE

If the UE is able to comply with the configuration included in the RRCConnectionReconfiguration message, the UE shall:

1>
if the RRCConnectionReconfiguration message includes the fullConfig:
2>
start timer T304 with the timer value set to t304, as included in the mobilityControlInfo;

2>
release/ clear all current dedicated radio configurations except the MCG C-RNTI, the MCG/MN security configurations;

Editor’s note: It is FFS on how to handle the MCG/MN security configuration since the UE will have MCG security configuration and for 5GC, UE will have a security configuration associated with master key. 
NOTE 0:
Radio configuration is not just the resource configuration but includes other configurations like MeasConfig and OtherConfig. 

2>
if the RRCConnectionReconfiguration message includes the mobilityControlInfo:
3>
release/ clear all current common radio configurations;

2>
for each srb-Identity value included in the srb-ToAddModList (SRB reconfiguration):

3>
apply the specified configuration defined in 9.1.2 for the corresponding SRB;
3>
apply the corresponding default RLC configuration for the SRB specified in 9.2.1.1 for SRB1 or in 9.2.1.2 for SRB2;

3>
apply the corresponding default logical channel configuration for the SRB as specified in 9.2.1.1 for SRB1 or in 9.2.1.2 for SRB2;
3>
if the corresponding SRB was configured with NR PDCP:

4>
release the NR PDCP entity and establish it with an E-UTRA PDCP entity and with the current (MCG/MN) security configuration;

NOTE 0a:
The UE applies the LTE ciphering and integrity protection algorithms that are equivalent to the previously configured NR security algorithms.

4>
associate the RLC bearer of this SRB with the established PDCP entity;

NOTE 0b:
This is to get SRB1 and SRB2 to a known state from which the reconfiguration message can do further configuration.

1>
apply the default physical channel configuration as specified in 9.2.4;

1>
apply the default semi-persistent scheduling configuration as specified in 9.2.3;

1>
apply the default MAC main configuration as specified in 9.2.2;

1>
start timer T304 with the timer value set to t304, as included in the mobilityControlInfo, if not previously started;

1>
consider the target PCell to be one on the frequency indicated by the carrierFreq with a physical cell identity indicated by the targetPhysCellId;

1>
start synchronising to the DL of the target PCell;

1>
set the C-RNTI to the value of the newUE-Identity;

1>
for the target PCell, apply the downlink bandwidth indicated by the dl-Bandwidth;

1>
for the target PCell, apply the uplink bandwidth indicated by (the absence or presence of) the ul-Bandwidth;

1>
configure lower layers in accordance with the received radioResourceConfigCommon;

1>
configure lower layers in accordance with any additional fields, not covered in the previous, if included in the received mobilityControlInfo;

1>
perform the radio resource configuration procedure as specified in 5.3.10;

1>
if the handoverType in securityConfigHO-r15 is set to fiveGCtoEPC:
2>
indicate to higher layer that the CN has changed from 5GC to EPC;
2>
derive the key KeNB based on the mapped KASME key as specified for interworking between EPS and 5GS in TS 33.501 [86];
2>
store the nextHopChainingCount value;

1>
else if the handoverType in securityConfigHO-r15 is set to intra5GC:



2>
perform security key update procedure as specified in TS 38.331 [82, 5.3.5.7];
1>
else if the handoverType in securityConfigHO-r15 is set to epc-To5GC:

2>
forward the nas-Container to the upper layers

2>
derive the KeNB key, as specified in TS 33.501 [86];
1>
else:
2>
forward the nas-SecurityParamToEUTRA to the upper layers;

2>
derive the KeNB key, as specified in TS 33.401 [32];

1>
if the handoverType in securityConfigHO-r15 is not set to intra5GC:
2> derive the KRRCint key associated with the integrityProtAlgorithm, as specified in TS 33.401 [32];

2> derive the KRRCenc key and the KUPenc key associated with the cipheringAlgorithm, as specified in TS 33.401 [32];
2>
configure lower layers to apply the indicated integrity protection algorithm and the KRRCint key immediately, i.e. the indicated integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

2>
configure lower layers to apply the indicated ciphering algorithm, the KRRCenc key and the KUPenc key immediately, i.e. the indicated ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

Editor’s note: It is FFS whether setup of EN-DC or MR-DC can be performed for inter-RAT (inter-system or intra-system) HO from NR, or for inter-system intra-LTE HO. 
1>
if the received RRCConnectionReconfiguration includes the nr-RadioBearerConfig1:

2>
perform radio bearer configuration as specified in TS 38.331 [82, 5.3.5.6];

1>
if the received RRCConnectionReconfiguration includes the nr-RadioBearerConfig2:

2> perform radio bearer configuration as specified in TS 38.331 [82, 5.3.5.6].



Next change
SecurityConfigHO-r15 ::=

SEQUENCE {


handoverType




CHOICE {


intra5GC





SEQUENCE {




nr-KeyRefresh-r15

OCTET STRING













},



fiveGCtoEPC





SEQUENCE {




securityAlgorithmConfig


SecurityAlgorithmConfig,




nextHopChainingCount


NextHopChainingCount



},



epc-To5GC





SEQUENCE {




securityAlgorithmConfig


SecurityAlgorithmConfig,




nas-Container

OCTET STRING 



}


},


...

}

-- ASN1STOP

	RRCConnectionReconfiguration field descriptions

	dedicatedInfoNASList

This field is used to transfer UE specific NAS layer information between the network and the UE. The RRC layer is transparent for each PDU in the list.

	endc-ReleaseAndAdd

A one-shot field indicating whether the UE simultaneously releases and adds all the NR SCG related configuration within nr-Config, i.e. the configuration set by the NR RRCReconfiguration message (e.g. secondaryCellGroup, SRB3 and measConfig).

	fullConfig

Indicates the full configuration option is applicable for the RRC Connection Reconfiguration message.

	harq-Offset

Indicates a HARQ subframe offset that is applied to the subframes designated as UL in the associated subrame assignment, see TS 38.213 [88].

	keyChangeIndicator

If UE is connected to EPC, true is used only in an intra-cell handover when a KeNB key is derived from a KASME key taken into use through the latest successful NAS SMC procedure, as described in TS 33.401 [32] for KeNB re-keying. false is used in an intra-LTE handover when the new KeNB key is obtained from the current KeNB key or from the NH as described in TS 33.401 [32].

If UE is connected to 5GC, true is used only in an intra-cell handover when a KeNB key is derived from a KAMF key taken into use through the latest successful NAS SMC procedure, as described in TS 33.501 [86] for KeNB re-keying. 

False is used for intra-system handover when the new KeNB key is obtained from the current KeNB key or from the NH as described in TS 33.501 [86]. False is also used for inter-system handover to E-UTRA connected to EPC, when the new KeNB is derived from a KASME mapped from the current KAMF.

	lwa-Configuration

This field is used to provide parameters for LWA configuration. E-UTRAN does not simultaneously configure LWA with DC, LWIP or RCLWI for a UE.

	lwip-Configuration

This field is used to provide parameters for LWIP configuration. E-UTRAN does not simultaneously configure LWIP with DC, LWA or RCLWI for a UE.

	nas-Container

This field is used to transfer UE specific NAS layer information between the network and the UE. The RRC layer is transparent for this field, although, if included, it affects activation of AS- security after handover within E-UTRA connected to 5GC. The content is defined in TS 24.501. It is FFS in CT1 and SA3, the exact content of this container.

	nas-securityParamToEUTRA

This field is used to transfer UE specific NAS layer information between the network and the UE. The RRC layer is transparent for this field, although, if included, it affects activation of AS- security after inter-RAT handover to E-UTRA connected to EPC or inter-system handover to E-UTRA connected to EPC. The content is defined in TS 24.301.

	networkControlledSyncTx
This field indicates whether the UE shall transmit synchronisation information (i.e. become synchronisation source). Value On indicates the UE to transmit synchronisation information while value Off indicates the UE to not transmit such information.

	nextHopChainingCount

Parameter NCC: See TS 33.401 [32] if UE is connected to EPC, else see 33.501 [86] if UE is connected to 5GC.

	nr-Config

Includes the NR related configurations. This filed is used to configure EN-DC configuration, possibly in conjunction with fields sk-Counter and nr-RadioBearerConfig1/ 2. NOTE.

	nr-KeyRefresh

Includes the NR KeyRefresh IE as specified in TS 38.331 [82].


We prefer option 2 since it is clear solution and similar to EN-DC handling. 
Proposal 1: Agree option 2, i.e. to use NR security configuration for HO from NR to LTE/5GC, the description on key derivation, configuration are described in NR RRC. Also agree corresponding text proposal.
For EN-DC, to have unified bearer, NR PDCP is used, and also securityAlgorithmConfig IE inside NR RadioBearerConfig is used. According to TS38.331, the security algorithm must be present if termination point is changed as below. 

SecurityConfig ::=





SEQUENCE {



securityAlgorithmConfig




SecurityAlgorithmConfig








OPTIONAL,
-- Cond RBTermChange


keyToUse







ENUMERATED{master, secondary}







OPTIONAL,
-- Cond RBTermChange
	RBTermChange
	The field is mandatory present in case of set up of signalling and data radio bearer and change of termination point for the radio bearer between MN and SN. It is optionally present otherwise, Need S.


For NG-EN-DC, the easy way is to use same mechanism as EN-DC, otherwise we have to change a lot, and we lost the benefit to have unified bearer. 
Proposal 2: for NG-EN-DC, for any RB using RadioBearerConfig IE, same as EN-DC, NR securityAlgorithmConfig IE is used.
If NR securityAlgorithmConfig IE is used for NG-EN-DC, inter RAT HO, we do not see the need to not allow it for LTE/5GC only case. The main concern from company was to avoid mandating the UE to support NR algorithm, based on separate UE security capabilities (UE LTE security capability, NR security capability), we already can achieve this.

Proposal 3: For any RB using RadioBearerConfig IE, same as EN-DC, NR securityAlgorithmConfig IE is used, but network can only configure the algorithm (or mapped) to the UE if the UE supports it.
3 Conclusion

In this contribution, we discuss the handling on security configuration for HO from NR to LTE/5GC, and have follow proposal and observations:
Observation 1: LTE RRC covers the configuration of the security key/algorithm, as well as, the key derivation/configuration to NR PDCP; 
Observation 2: NR RRC also covers the configuration of the security key/algorithm, as well as, the key configuration to PDCP since the handling of NR PDCP is specified in NR RRC.
Observation 3: the handling on security key/algorithm configuration and configuration to NR PDCP are duplicated in both LTE RRC and NR RRC.
Proposal 1: Agree option 2, i.e. to use NR security configuration for HO from NR to LTE/5GC, the description on key derivation, configuration are described in NR RRC. Also agree corresponding text proposal.

Proposal 2: for NG-EN-DC, for any RB using RadioBearerConfig IE, same as EN-DC, NR securityAlgorithmConfig IE is used.
Proposal 3: For any RB using RadioBearerConfig IE, same as EN-DC, NR securityAlgorithmConfig IE is used, but network can only configure the algorithm (or mapped) to the UE if the UE supports it.
4 Reference
[1] TS 38.331

[2] TS 36.331
5 Text proposal (Option 2 changes on TS36.331)
FYI: The TP is based on the version used in the ASN1 review phase 2.

5.4.2.3
Reception of the RRCConnectionReconfiguration by the UE

If the UE is able to comply with the configuration included in the RRCConnectionReconfiguration message, the UE shall:

1>
if the RRCConnectionReconfiguration message includes the fullConfig:
2>
start timer T304 with the timer value set to t304, as included in the mobilityControlInfo;

2>
release/ clear all current dedicated radio configurations except the MCG C-RNTI, the MCG/MN security configurations;

Editor’s note: It is FFS on how to handle the MCG/MN security configuration since the UE will have MCG security configuration and for 5GC, UE will have a security configuration associated with master key. 
NOTE 0:
Radio configuration is not just the resource configuration but includes other configurations like MeasConfig and OtherConfig. 

2>
if the RRCConnectionReconfiguration message includes the mobilityControlInfo:
3>
release/ clear all current common radio configurations;

2>
for each srb-Identity value included in the srb-ToAddModList (SRB reconfiguration):

3>
apply the specified configuration defined in 9.1.2 for the corresponding SRB;
3>
apply the corresponding default RLC configuration for the SRB specified in 9.2.1.1 for SRB1 or in 9.2.1.2 for SRB2;

3>
apply the corresponding default logical channel configuration for the SRB as specified in 9.2.1.1 for SRB1 or in 9.2.1.2 for SRB2;
3>
if the corresponding SRB was configured with NR PDCP:

4>
release the NR PDCP entity and establish it with an E-UTRA PDCP entity and with the current (MCG/MN) security configuration;

NOTE 0a:
The UE applies the LTE ciphering and integrity protection algorithms that are equivalent to the previously configured NR security algorithms.

4>
associate the RLC bearer of this SRB with the established PDCP entity;

NOTE 0b:
This is to get SRB1 and SRB2 to a known state from which the reconfiguration message can do further configuration.

1>
apply the default physical channel configuration as specified in 9.2.4;

1>
apply the default semi-persistent scheduling configuration as specified in 9.2.3;

1>
apply the default MAC main configuration as specified in 9.2.2;

1>
start timer T304 with the timer value set to t304, as included in the mobilityControlInfo, if not previously started;

1>
consider the target PCell to be one on the frequency indicated by the carrierFreq with a physical cell identity indicated by the targetPhysCellId;

1>
start synchronising to the DL of the target PCell;

1>
set the C-RNTI to the value of the newUE-Identity;

1>
for the target PCell, apply the downlink bandwidth indicated by the dl-Bandwidth;

1>
for the target PCell, apply the uplink bandwidth indicated by (the absence or presence of) the ul-Bandwidth;

1>
configure lower layers in accordance with the received radioResourceConfigCommon;

1>
configure lower layers in accordance with any additional fields, not covered in the previous, if included in the received mobilityControlInfo;

1>
perform the radio resource configuration procedure as specified in 5.3.10;

1>
if the handoverType in securityConfigHO-r15 is set to fiveGCtoEPC:
2>
indicate to higher layer that the CN has changed from 5GC to EPC;
2>
derive the key KeNB based on the mapped KASME key as specified for interworking between EPS and 5GS in TS 33.501 [86];
2>
store the nextHopChainingCount value;

1>
else if the handoverType in securityConfigHO-r15 is set to intra5GC:


2>
perform security key update procedure as specified in TS 38.331 [82, 5.3.5.7];
1>
else if the handoverType in securityConfigHO-r15 is set to epc-To5GC:

2>
forward the nas-Container to the upper layers

2>
derive the KeNB key, as specified in TS 33.501 [86];
1>
else:
2>
forward the nas-SecurityParamToEUTRA to the upper layers;

2>
derive the KeNB key, as specified in TS 33.401 [32];

1>
if the handoverType in securityConfigHO-r15 is not set to intra5GC:
2> derive the KRRCint key associated with the integrityProtAlgorithm, as specified in TS 33.401 [32];

2> derive the KRRCenc key and the KUPenc key associated with the cipheringAlgorithm, as specified in TS 33.401 [32];
2>
configure lower layers to apply the indicated integrity protection algorithm and the KRRCint key immediately, i.e. the indicated integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

2>
configure lower layers to apply the indicated ciphering algorithm, the KRRCenc key and the KUPenc key immediately, i.e. the indicated ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

Editor’s note: It is FFS whether setup of EN-DC or MR-DC can be performed for inter-RAT (inter-system or intra-system) HO from NR, or for inter-system intra-LTE HO. 
1>
if the received RRCConnectionReconfiguration includes the nr-RadioBearerConfig1:

2>
perform radio bearer configuration as specified in TS 38.331 [82, 5.3.5.6];

1>
if the received RRCConnectionReconfiguration includes the nr-RadioBearerConfig2:

2> perform radio bearer configuration as specified in TS 38.331 [82, 5.3.5.6].



Next change
6.2.2
Message definitions

Skip unrelated part
–
RRCConnectionReconfiguration
The RRCConnectionReconfiguration message is the command to modify an RRC connection. It may convey information for measurement configuration, mobility control, radio resource configuration (including RBs, MAC main configuration and physical channel configuration) including any associated dedicated NAS information and security configuration.

Signalling radio bearer: SRB1

RLC-SAP: AM

Logical channel: DCCH

Direction: E‑UTRAN to UE

RRCConnectionReconfiguration message
Skip unrelated part
SecurityConfigHO-r15 ::=

SEQUENCE {


handoverType




CHOICE {


intra5GC





SEQUENCE {




nr-KeyRefresh-r15

OCTET STRING













},



fiveGCtoEPC





SEQUENCE {




securityAlgorithmConfig


SecurityAlgorithmConfig,




nextHopChainingCount


NextHopChainingCount



},



epc-To5GC





SEQUENCE {




securityAlgorithmConfig


SecurityAlgorithmConfig,




nas-Container

OCTET STRING 



}


},


...

}

-- ASN1STOP

Skip unrelated part
	RRCConnectionReconfiguration field descriptions

	dedicatedInfoNASList

This field is used to transfer UE specific NAS layer information between the network and the UE. The RRC layer is transparent for each PDU in the list.

	endc-ReleaseAndAdd

A one-shot field indicating whether the UE simultaneously releases and adds all the NR SCG related configuration within nr-Config, i.e. the configuration set by the NR RRCReconfiguration message (e.g. secondaryCellGroup, SRB3 and measConfig).

	fullConfig

Indicates the full configuration option is applicable for the RRC Connection Reconfiguration message.

	harq-Offset

Indicates a HARQ subframe offset that is applied to the subframes designated as UL in the associated subrame assignment, see TS 38.213 [88].

	keyChangeIndicator

If UE is connected to EPC, true is used only in an intra-cell handover when a KeNB key is derived from a KASME key taken into use through the latest successful NAS SMC procedure, as described in TS 33.401 [32] for KeNB re-keying. false is used in an intra-LTE handover when the new KeNB key is obtained from the current KeNB key or from the NH as described in TS 33.401 [32].

If UE is connected to 5GC, true is used only in an intra-cell handover when a KeNB key is derived from a KAMF key taken into use through the latest successful NAS SMC procedure, as described in TS 33.501 [86] for KeNB re-keying. 

False is used for intra-system handover when the new KeNB key is obtained from the current KeNB key or from the NH as described in TS 33.501 [86]. False is also used for inter-system handover to E-UTRA connected to EPC, when the new KeNB is derived from a KASME mapped from the current KAMF.

	lwa-Configuration

This field is used to provide parameters for LWA configuration. E-UTRAN does not simultaneously configure LWA with DC, LWIP or RCLWI for a UE.

	lwip-Configuration

This field is used to provide parameters for LWIP configuration. E-UTRAN does not simultaneously configure LWIP with DC, LWA or RCLWI for a UE.

	nas-Container

This field is used to transfer UE specific NAS layer information between the network and the UE. The RRC layer is transparent for this field, although, if included, it affects activation of AS- security after handover within E-UTRA connected to 5GC. The content is defined in TS 24.501. It is FFS in CT1 and SA3, the exact content of this container.

	nas-securityParamToEUTRA

This field is used to transfer UE specific NAS layer information between the network and the UE. The RRC layer is transparent for this field, although, if included, it affects activation of AS- security after inter-RAT handover to E-UTRA connected to EPC or inter-system handover to E-UTRA connected to EPC. The content is defined in TS 24.301.

	networkControlledSyncTx
This field indicates whether the UE shall transmit synchronisation information (i.e. become synchronisation source). Value On indicates the UE to transmit synchronisation information while value Off indicates the UE to not transmit such information.

	nextHopChainingCount

Parameter NCC: See TS 33.401 [32] if UE is connected to EPC, else see 33.501 [86] if UE is connected to 5GC.

	nr-Config

Includes the NR related configurations. This filed is used to configure EN-DC configuration, possibly in conjunction with fields sk-Counter and nr-RadioBearerConfig1/ 2. NOTE.

	nr-KeyRefresh

Includes the NR KeyRefresh IE as specified in TS 38.331 [82].


