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Introduction
In EN-DC, the integrity protection algorithms are optional to include in the SecurityAlgorithmConfig, since these algorithms would only be used in case SRB3 is configured. For NR SA, these integrity protection algorithms would be required for the SRB1 and SRB2 as well as for DRBs configured with integrity protection. This contribution discusses the optionality of this parameter.
[bookmark: _Ref178064866]Discussion
The SecurityAlgorithmConfig IE is currently defined as:
SecurityAlgorithmConfig information element
-- ASN1START
-- TAG-SECURITY-ALGORITHM-CONFIG-START

[bookmark: _Hlk508859886]SecurityAlgorithmConfig ::=			SEQUENCE {
	cipheringAlgorithm					CipheringAlgorithm,
[bookmark: _Hlk508859664]	integrityProtAlgorithm				IntegrityProtAlgorithm			OPTIONAL,	-- Need R	
	...
}

IntegrityProtAlgorithm ::=			ENUMERATED {
										nia0, nia1, nia2, nia3, spare4, spare3,
										spare2, spare1, ...}

CipheringAlgorithm ::=				ENUMERATED {
										nea0, nea1, nea2, nea3, spare4, spare3,
										spare2, spare1, ...}

-- TAG-SECURITY-ALGORITHM-CONFIG-STOP
-- ASN1STOP

	SecurityAlgorithmConfig field descriptions

	cipheringAlgorithm
Indicates the ciphering algorithm to be used for SRBs and DRBs, as specified in TS 33.501 [11]. The algorithms nea0-nea3 are identical to the LTE algorithms eea0-3. For EN-DC, the algorithms configured for bearers using KeNB shall be the same as for all bearers using KeNB and the algorithms configured for bearers using S-KgNB shall be the same as for all bearers using S-KgNB. If EN-DC is not configured, the algorithm shall be the same for all bearers.

	integrityProtAlgorithm
For EN-DC, this IE indicates the integrity protection algorithm to be used for SRBs, as specified in TS 33.501 [11]. The algorithms nia0-nia3 is identical to the LTE algorithms eia0-3. For EN-DC, the algorithms configured for SRBs using KeNB shall be the same as for all SRBs using KeNB and the algorithms configured for bearers using S-KgNB shall be the same as for all bearers using S-KgNB. The network does not configure nia0 for SRB3. If EN-DC is not configured, the algorithm shall be the same for all bearers.



The integrity protection algorithms are used both in the security mode command as well as the RadioBearerConfig:

SecurityModeCommand message
-- ASN1START
-- TAG-SECURITYMODECOMMAND-START


SecurityModeCommand ::=				SEQUENCE {
	rrc-TransactionIdentifier			RRC-TransactionIdentifier,
	criticalExtensions					CHOICE {
		c1									CHOICE{
			securityModeCommand				SecurityModeCommand-IEs,
			spare3 NULL, spare2 NULL, spare1 NULL
		},
		criticalExtensionsFuture			SEQUENCE {}
	}
}

SecurityModeCommand-IEs ::=		SEQUENCE {
	securityConfigSMC					SecurityConfigSMC,

	lateNonCriticalExtension				OCTET STRING															OPTIONAL,
	nonCriticalExtension					SEQUENCE{}																OPTIONAL
}

SecurityConfigSMC ::=					SEQUENCE {
	securityAlgorithmConfig					SecurityAlgorithmConfig,
	...
}

-- TAG-SECURITYMODECOMMAND-STOP
-- ASN1STOP

RadioBearerConfig information element
-- ASN1START
-- TAG-RADIO-BEARER-CONFIG-START

RadioBearerConfig ::=					SEQUENCE {
	srb-ToAddModList						SRB-ToAddModList										OPTIONAL,	-- Cond HO-Conn
	srb3-ToRelease							ENUMERATED{true}										OPTIONAL,	-- Need N
	drb-ToAddModList						DRB-ToAddModList										OPTIONAL,	-- Cond HO-toNR
	drb-ToReleaseList						DRB-ToReleaseList										OPTIONAL,	-- Need N
	securityConfig 							SecurityConfig											OPTIONAL,	-- Need M
	...
}

>>>>> Omitted parts <<<<<

SecurityConfig ::=						SEQUENCE {	
	securityAlgorithmConfig					SecurityAlgorithmConfig									OPTIONAL,	-- Cond RBTermChange
	keyToUse								ENUMERATED{master, secondary}								OPTIONAL,	-- Cond RBTermChange
	...}

-- TAG-RADIO-BEARER-CONFIG-STOP
-- ASN1STOP

[bookmark: _Toc521415300][bookmark: _Toc521415341][bookmark: _Toc521415769][bookmark: _Toc521501853][bookmark: _Toc521511420]The SecurityAlgorithmConfig is used from both SMC and RadioBearerConfig
[bookmark: _Toc521415301][bookmark: _Toc521415342][bookmark: _Toc521415770][bookmark: _Toc521501854][bookmark: _Toc521511421]The integrity protection algorithms must be included during SMC
[bookmark: _Toc521407397]The procedures for updating the UP keys and configuring the DRBs to apply the integrity protection both assumes that the securityConfig contain the ciphering algorithms.
[bookmark: _Toc510018494]5.3.5.6.5	DRB addition/modification
1>	for each drb-Identity value included in the drb-ToAddModList that is not part of the current UE configuration (DRB establishment including the case when full configuration option is used):
2> if the PDCP entity of this DRB is configured with integrityProtection:
3> configure the PDCP entity with the integrity algorithms according to securityConfig and apply the KUPint key associated with the master (KeNB/KgNB) or the secondary key (S-KgNB) as indicated in keyToUse;
1. for each drb-Identity value included in the drb-ToAddModList that is part of the current UE configuration:
[bookmark: _Hlk504049923]2>	if the reestablishPDCP is set:
3> if the PDCP entity of this DRB is configured with integrityProtection:
4> configure the PDCP entity with the integrity algorithms according to securityConfig and apply the KUPint key associated with the master (KeNB/KgNB) or the secondary key (S-KgNB) as indicated in keyToUse;
5.3.5.7	Security key update 
2> if the securityAlgorithmConfig is included in the received SecurityConfig:
3>	derive KRRCenc and KUPenc key associated with the cipheringAlgorithm indicated in the securityAlgorithmConfig, as specified in TS 33.501 [11];
3>	derive the KRRCint and KUPint key associated with the integrityProtAlgorithm indicated in the securityAlgorithmConfig, as specified in TS 33.501 [11];
[bookmark: _Toc521415343][bookmark: _Toc521415771][bookmark: _Toc521501855][bookmark: _Toc521511422]The current procedures assumes that the integrity protection algorithms are always included
[bookmark: _Toc521415302]The only scenario where the integrity protection algorithms could be omitted is for the SN in MR-DC, where neither SRB3 nor DRBs with integrity protection are established. If a DRB without integrity protection is established in the SN, the integrity protection is disabled in the PDCP-config regardless of which algorithm is provided.
[bookmark: _Toc521415772][bookmark: _Toc521501852][bookmark: _Toc521511419]To minimize the specification impact on the procedures, the integrity protection algorithms should be mandatory in the SecurityAlgorithmConfig IE for NR SA
Proposal 1 is captured in the draft CR R2-1811562.
Conclusion
In section 2 we made the following observations:
Observation 1	The SecurityAlgorithmConfig is used from both SMC and RadioBearerConfig
Observation 2	The integrity protection algorithms must be included during SMC
Observation 3	The current procedures assumes that the integrity protection algorithms are always included

Based on the discussion in section 2 we propose the following:
Proposal 1	To minimize the specification impact on the procedures, the integrity protection algorithms should be mandatory in the SecurityAlgorithmConfig IE for NR SA
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