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1
Introduction
This is a revision of R2-1807862 submitted at RAN2#102. Clarification of the scenario has been added. 

3GPP TS 33.401 [1] specifies key-change-on-the-fly for re-keying or key-refresh. 

	Re-keying is initiated by the MME in the following conditions:

-
after a successful AKA run with the UE as part of  activating a partial native EPS security context, or

-
as part of re-activating a non-current full native EPS security context after handover from GERAN or UTRAN ,or

-
to create a new KeNB from the current KASME.


When deriving a new Kasme, the MME sends the KeNB to the eNB in an S1 AP UE CONTEXT MODIFICATION REQUEST message triggering the eNB to perform the re-keying. On the Uu interface, in E-UTRAN system, this is performed via an intra-cell handover. However, handover is not supported in NB-IoT.

In NB-IoT, there are two main cases where the MME shall create a new NAS security context and derive a new Kasme: uncessuful verification of NAS-MAC and NAS COUNT wrap around. 

2
Discussion 
As handover is not supported in NB-IoT, the only way to perform the KeNB re-keying in the AS is to move the UE to idle and update the keys when the UE re-connects as illustrated in figure 1.
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Figure 1: KENB rekeying

While this works, it may introduce a long delay if no uplink data are pending in the UE, the UE may enter long (e)DRX or PSM mode and any pending DL data / DL signalling will not be delivered before a long time.  So it would be beneficial that the UE re-connects immediately.
For a UE that supports and is configured with ‘data inactivity monitoring’, the eNB could choose to stop scheduling the UE rather than releasing it as this will cause the UE to enter IDLE mode autonomously and performs NAS recovery. However, this cannot be used for all UEs and for the UEs that can support it, this will cause unnecessary power consumption when the UE is monitoring the NPDCCH for nothing.

Another option would be to introduce an indication in the RRCConnectionRelease message that the UE should reconnect immediately.  Upon reception of this indication, the UE would indicate release cause 'RRC connection failure' to the upper layers that would trigger NAS recovery.  
Proposal 1: RAN2 to discuss whether to introduce a mechanism to cause the UE to reconnect immediately.
If RAN2 agrees on proposal 1, we propose to introduce a new cause in RRCConnectionRelease message.  
Proposal 2: If proposal 1 is agreed, introduce a new cause keyChange in IE ReleaseCause in RRCConnectionRelease message requesting the UE to perform NAS recovery.
The procedure text in sub-clause 5.3.8.3 in TS 36.331 [2] assume the cause ‘other’ per default as highlighted below. Thus it should be possible to allow early implementation without causing any inter-operability problem.

	1>
if the releaseCause received in the RRCConnectionRelease message indicates loadBalancingTAURequired:

2>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'load balancing TAU required';

1>
else if the releaseCause received in the RRCConnectionRelease message indicates cs-FallbackHighPriority:
2>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'CS Fallback High Priority';

1>
else:
2>
if the extendedWaitTime is present; and

2>
if the UE supports delay tolerant access or the UE is a NB-IoT UE:

3>
forward the extendedWaitTime to upper layers;

2>
if the extendedWaitTime-CPdata is present and the NB-IoT UE only supports the Control Plane CIoT EPS optimisation:

3>
forward the extendedWaitTime-CPdata to upper layers;

2>
if the releaseCause received in the RRCConnectionRelease message indicates rrc-Suspend:
3>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'RRC suspension';

2>
else:
3>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'other';


Proposal 3: If proposal 1 is agreed, introduce the change in Rel-15 and allow early implementation.

 3 Conclusion
In this document, we have discussed some potential improvement to key-rekeying in NB-IoT and made the following proposals:

Proposal 1: RAN2 to discuss whether to introduce a mechanism to cause the UE to reconnect immediately.
Proposal 2: If proposal 1 is agreed, introduce a new release cause ‘rekeying in RRCConnectionRelease message requesting the UE to reconnect immediately.

Proposal 3: If proposal 2 is agreed, introduce the change in Rel-15 and allow early implementation.

A corresponding Rel-15 CR is provided in [3].
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