Page 1



3GPP TSG-RAN WG2 Meeting #103
R2-1813314
Gothenburg, Sweden, 20th - 24th August 2018
	CR-Form-v11.2

	CHANGE REQUEST

	

	
	36.331
	CR
	-
	rev
	-
	Current version:
	15.2.2
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	x
	Radio Access Network
	x
	Core Network
	


	

	Title:

	Handling of NR security algorithm upon HO from NR to eLTE (NR I764, LTE I106)


	
	

	Source to WG:
	Intel Corporation

	Source to TSG:
	n.a. (draft CR to be merged into rapporteur's CR when agreed)

	
	

	Work item code:
	NR_newRAT-Core
	
	Date:
	2018-08-20

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	1 LTE RRC and NR RRC both cover the configuration of the security key/algorithm, as well as, the key configuration to NR PDCP, duplicated handling exists; 

2  as specified in NR, on security configuration, When the field is not included, the UE shall continue to use the currently configured keyToUse and security algorithm for the radio bearers reconfigured with the lists in this radioBearerConfig. That means for HO from NR to eLTE, the security algrithm configued in NR will be reused.

3 how to support activation/deactivation for UP encription is unclear



	
	

	Summary of change:
	 configure security to PDCP is not applicable for LTE/5GC;



	
	

	Consequences if not approved:
	The UE behavior is unclear for HO from NR to eLTE 

	
	

	Clauses affected:
	5.4.2.3

	
	

	
	Y
	N
	
	

	Other specs
	
	
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	The draftCR is based on the version used in the ASN1 review phase 2.


	1st Text Proposal Change 


5.4.2.3
Reception of the RRCConnectionReconfiguration by the UE

If the UE is able to comply with the configuration included in the RRCConnectionReconfiguration message, the UE shall:

1>
if the RRCConnectionReconfiguration message includes the fullConfig:
2>
start timer T304 with the timer value set to t304, as included in the mobilityControlInfo;

2>
release/ clear all current dedicated radio configurations except the MCG C-RNTI, the MCG/MN security configurations;

Editor’s note: It is FFS on how to handle the MCG/MN security configuration since the UE will have MCG security configuration and for 5GC, UE will have a security configuration associated with master key. 
NOTE 0:
Radio configuration is not just the resource configuration but includes other configurations like MeasConfig and OtherConfig. 

2>
if the RRCConnectionReconfiguration message includes the mobilityControlInfo:
3>
release/ clear all current common radio configurations;

2>
for each srb-Identity value included in the srb-ToAddModList (SRB reconfiguration):

3>
apply the specified configuration defined in 9.1.2 for the corresponding SRB;
3>
apply the corresponding default RLC configuration for the SRB specified in 9.2.1.1 for SRB1 or in 9.2.1.2 for SRB2;

3>
apply the corresponding default logical channel configuration for the SRB as specified in 9.2.1.1 for SRB1 or in 9.2.1.2 for SRB2;
3>
if the corresponding SRB was configured with NR PDCP:

4>
release the NR PDCP entity and establish it with an E-UTRA PDCP entity and with the current (MCG/MN) security configuration;

NOTE 0a:
The UE applies the LTE ciphering and integrity protection algorithms that are equivalent to the previously configured NR security algorithms.

4>
associate the RLC bearer of this SRB with the established PDCP entity;

NOTE 0b:
This is to get SRB1 and SRB2 to a known state from which the reconfiguration message can do further configuration.

1>
apply the default physical channel configuration as specified in 9.2.4;

1>
apply the default semi-persistent scheduling configuration as specified in 9.2.3;

1>
apply the default MAC main configuration as specified in 9.2.2;

1>
start timer T304 with the timer value set to t304, as included in the mobilityControlInfo, if not previously started;

1>
consider the target PCell to be one on the frequency indicated by the carrierFreq with a physical cell identity indicated by the targetPhysCellId;

1>
start synchronising to the DL of the target PCell;

1>
set the C-RNTI to the value of the newUE-Identity;

1>
for the target PCell, apply the downlink bandwidth indicated by the dl-Bandwidth;

1>
for the target PCell, apply the uplink bandwidth indicated by (the absence or presence of) the ul-Bandwidth;

1>
configure lower layers in accordance with the received radioResourceConfigCommon;

1>
configure lower layers in accordance with any additional fields, not covered in the previous, if included in the received mobilityControlInfo;

1>
perform the radio resource configuration procedure as specified in 5.3.10;

1>
if the handoverType in securityConfigHO-r15 is set to fiveGCtoEPC:
2>
indicate to higher layer that the CN has changed from 5GC to EPC;
2>
derive the key KeNB based on the mapped KASME key as specified for interworking between EPS and 5GS in TS 33.501 [86];
2>
store the nextHopChainingCount value;

1>
else if the handoverType in securityConfigHO-r15 is set to intra5GC:
2>
forward nas-Container to the upper layers, if included;

2>
update the key KeNB based on the current key KgNB or the NH, using the nextHopChainingCount value indicated in the securityConfigHO-r15, as specified in TS 33.501 [86];

2>
store the nextHopChainingCount value;
1>
else if the handoverType in securityConfigHO-r15 is set to epc-To5GC:

2>
forward the nas-Container to the upper layers

2>
derive the KeNB key, as specified in TS 33.501 [86];
1>
else:
2>
forward the nas-SecurityParamToEUTRA to the upper layers;

2>
derive the KeNB key, as specified in TS 33.401 [32];

1>
derive the KRRCint key associated with the integrityProtAlgorithm, as specified in TS 33.401 [32];

1>
derive the KRRCenc key and the KUPenc key associated with the cipheringAlgorithm, as specified in TS 33.401 [32];

Editor’s note: It is FFS whether setup of EN-DC or MR-DC can be performed for inter-RAT (inter-system or intra-system) HO from NR, or for inter-system intra-LTE HO. 
1>
if the received RRCConnectionReconfiguration includes the nr-RadioBearerConfig1:

2>
perform radio bearer configuration as specified in TS 38.331 [82, 5.3.5.6];

1>
if the received RRCConnectionReconfiguration includes the nr-RadioBearerConfig2:

2> perform radio bearer configuration as specified in TS 38.331 [82, 5.3.5.6].

1>
if the handoverType-r15 in securityConfigHO-r15 is not set to intra5GC or if the handoverType-r15 is not present:
2>
configure lower layers to apply the indicated integrity protection algorithm and the KRRCint key immediately, i.e. the indicated integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

2>
configure lower layers to apply the indicated ciphering algorithm, the KRRCenc key and the KUPenc key immediately, i.e. the indicated ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
if the received RRCConnectionReconfiguration includes the sCellToAddModList:

2>
perform SCell addition as specified in 5.3.10.3b;
1>
if the RRCConnectionReconfiguration message includes the measConfig:

2>
perform the measurement configuration procedure as specified in 5.5.2;

1>
perform the measurement identity autonomous removal as specified in 5.5.2.2a;

1>
if the RRCConnectionReconfiguration message includes the otherConfig:

2>
perform the other configuration procedure as specified in 5.3.10.9;

1>
if the RRCConnectionReconfiguration message includes wlan-OffloadInfo:

2>
perform the dedicated WLAN offload configuration procedure as specified in 5.6.12.2;
1>
if the RRCConnectionReconfiguration message includes rclwi-Configuration:

2>
perform the WLAN traffic steering command procedure as specified in 5.6.16.2;
1>
if the RRCConnectionReconfiguration message includes lwa-Configuration:

2>
perform the LWA configuration procedure as specified in 5.6.14.2;

1>
if the RRCConnectionReconfiguration message includes lwip-Configuration:
2>
perform the LWIP reconfiguration procedure as specified in 5.6.17.2;
1>
set the content of RRCConnectionReconfigurationComplete message as follows:

2>
if the UE has radio link failure or handover failure information available in VarRLF-Report and if the RPLMN is included in plmn-IdentityList stored in VarRLF-Report:

3>
include rlf-InfoAvailable;

2>
if the UE has MBSFN logged measurements available for E-UTRA and if the RPLMN is included in plmn-IdentityList stored in VarLogMeasReport and if T330 is not running:

3>
include logMeasAvailableMBSFN;

2>
else if the UE has logged measurements available for E-UTRA and if the RPLMN is included in plmn-IdentityList stored in VarLogMeasReport:

3>
include the logMeasAvailable;

2>
if the UE has Bluetooth logged measurements available and if the RPLMN is included in plmn-IdentityList stored in VarLogMeasReport:

3>
include the logMeasAvailableBT;

2>
if the UE has WLAN logged measurements available and if the RPLMN is included in plmn-IdentityList stored in VarLogMeasReport:

3>
include the logMeasAvailableWLAN;
2>
if the UE has connection establishment failure information available in VarConnEstFailReport and if the RPLMN is equal to plmn-Identity stored in VarConnEstFailReport:

3>
include connEstFailInfoAvailable;

1>
submit the RRCConnectionReconfigurationComplete message to lower layers for transmission using the new configuration;

1>
if the RRCConnectionReconfiguration message does not include rlf-TimersAndConstants set to setup:

2>
use the default values specified in 9.2.5 for timer T310, T311 and constant N310, N311;
1>
if MAC successfully completes the random access procedure:

2>
stop timer T304;

2>
apply the parts of the CQI reporting configuration, the scheduling request configuration and the sounding RS configuration that do not require the UE to know the SFN of the target PCell, if any;
2>
apply the parts of the measurement and the radio resource configuration that require the UE to know the SFN of the target PCell (e.g. measurement gaps, periodic CQI reporting, scheduling request configuration, sounding RS configuration), if any, upon acquiring the SFN of the target PCell;

NOTE 1:
Whenever the UE shall setup or reconfigure a configuration in accordance with a field that is received it applies the new configuration, except for the cases addressed by the above statements.

2>
enter E-UTRA RRC_CONNECTED, upon which the procedure ends;

NOTE 2:
The UE is not required to determine the SFN of the target PCell by acquiring system information from that cell before performing RACH access in the target PCell.
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